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Chapter 1

The ISES Project
Information/Society/Energy/System

Ottosson, H.

1.1 Executive summary

The ISES Project - Information/Society/Energy/System - is a three year
multidisciplinary research activity that began in 1996. The project has been car-
ried out as nine sub-projects, further described below.

The overall goal is to understand and develop electronic information tools inte-
grated in energy distribution. Three main areas have been in focuse:

• Understanding and developing the technical information exchange mecha-
nisms in large distributed information systems through advanced com-
puter science

• Understanding and developing the human information exchange mecha-
nisms through advanced behaviour analysis

• Evaluating and developing applied technology for efficient  information
systems through full-scale fieldtests

EnerSearch AB is a research company that focuses on applying information tech-
nology to energy systems. EnerSearch has the principal responsibility for the
project.

Click for Index Page
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EnerSearch AB is equally owned by Sydkraft AB and IBM Utility and Energy
Services. Apart from the two owners, powerful sponsors have joined the project.

ABB Network Partners AB Arne Johansson
Electricité de France Robert Froelich
IBM Utility and Energy Services Peter Löffler
IT Blekinge Svante Ingemarsson
PreussenElektra AG Konrad Mussenbrock
Ronneby Municipality Jan-Anders Palmqvist
Sydkraft AB Lennart Fredenberg

A number of persons have contributed significantly to the results of the ISES
Project, from financial support to discussions and advice. All project members
(Chapter 11) are deeply grateful to the support that has made this stimulating
work possible.
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1.2 Introduction

The development of electronic information systems and tools will create
a demand for new services as well as opportunities for new business
areas in the future society. This society, including all the inhabitants, the
industries, the service sector  and the trade and market organisations,
will find it evident to make use of the digital information and related
functions in a large number of applications. We have already seen exam-
ples of this happen. Much of those services and applications will be inter-
active based on two way communication between the parties involved in
the functions.

The energy market in Sweden was opened-up for competition the 1st of
January 1996. It was early understood, that the energy suppliers had to
offer their customers more than just kWh and to challenge the market
with value added services. The ISES Project was planned to create knowl-
edge and experience in this new environment.

The project is one of several other projects within the framework of a
joint development programme for IT Blekinge - one of the development
programmes within the SPD (Single Programming Document) agreed on
by the EU Commission for structural work. The ISES project aimed at
establishing Blekinge County as a full-scale laboratory, in which various
players were given opportunities of collaborating.

The aim of the total project was to perform research to gain insight re-
garding coming technology. Outcomes of the project are reports, disser-
tations, seminars and demonstrations.

As in many other deregulated sectors, the personalisation of services be-
came vital. Sub-project 1: “New Business Strategies” was formed to un-
derstand and develop tools for interactive marketing.

The interactive communication needed for the new strategies, increased
the demand on the electronic interface at the customers premises. In sub-
project 2: “Customer Interactive Interfaces” new technology including
information kiosks was planned.

One vital area in the creation of the new information society is the need
for standards to allow for a transparent information system based on dif-
ferent data-bases. Sub-project 3: “Databases and Structure Documents”
handled this area.

A complexity of new interest groups could be seen early on the deregulated
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energy market. Those groups often acted as one customer through a new
form of organisational rules. Sub-project 4: “Virtual Organisations” was
decided to tackle this area by understanding the organisational behav-
iour of the ISES Project itself as a geographically distributed group of
participants.

In sub-project 5: “Simulation of Energy Systems” the impact of market
and energy related offerings were studied using computer models of en-
ergy distribution.

Sub-project 6: “Energy System Control Technology” implemented a two-
way communication system on a secondary transformer station area in
our test platform, Ronneby Municipality. The system is based on devel-
opment by IBM and Sydkraft – IDAM, Integrated Distribution Automa-
tion and Management.

Sub-project 7: “Power Line Communications” was outlined to analyse
the characteristical properties of the electrical low voltage grid as a new
data communication medium.

The two last projects, sub-project 8: “Distributed Load Control” and sub-
project 9: “Robust, Distributed Decision Islands” – were both based on
intelligent agent technology – intelligent software modules – interacting
on a communication network, the low voltage grid. Electrical load con-
trol – Load management – was chosen as one important application area
for the new agent technology due to the need of advanced methods for
increased precision of active measures. The robustness of the selected
solutions is important to safeguard the needed functionalities. The “deci-
sion island” was defined as the basic area with seamless communication
– in our case the secondary substation electrical grid.

In the course of the development of the future information society, it is
vital to establish partnership between important players in order to achieve
the needed synergy to meet costs and efficiency in the future information
system. One such important player is the energy distributor, who’s need
in his own operations largely coincide with the society’s IT requirements.
The energy distributor is for those reasons an important IT partner.
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1.3. The ISES Sub-Projects

The Sub-projects have carried out demonstration activities when the tech-
nology used has reached commercial maturity. The Sub-projects have been
outlined as research projects (licentiate or doctoral projects) if the tech-
nology was in the course of development. One important feature of the
project was its ability to show a number of applications as specific dem-
onstrations.

1.3.1 Sub-project 1: New Business Strategies

Theme:
Value creation through interactive marketing where product offer-
ings and communication aim to accommodate different customer
styles.

Objective:
To develop high-precision marketing strategies for the power indus-
try based on decision style approach and relationship communica-
tion.

Implementation:
The research focuses on the development and empirical study of con-
ceptual models for how power customers process information, how
their different decision styles are related to attitudes and behaviours
regarding purchasing and using power, how power suppliers can
accommodate these customer styles through high-precision market
communication, and how this communication can build better rela-
tionships with the power customers.

Area of application:
High-precision marketing strategies based on the decision style ap-
proach and relationship communication are developed and studied
for industrial customer applications as well as private household
applications, involving several smaller samples of power customers
in Blekinge, Scania  (Skåne), California, Germany and other research
sites.

Results of this sub-project are presented in Chapter 3.
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1.3.2 Sub-project 2: Customer Interactive Interfaces

Theme:
Design, use and acceptance of information gateways within the soci-
ety.

Objective:
Reinforced information opportunities for the society by the use of
electronic gateways.

Implementation:
The project mainly involves work on new interactive interfaces like
simple and advanced displays, digital TV-sets, home computers and
information kiosks. Combining different technologies and interac-
tions through shared workspaces will be studied. Co-ordination with
equivalent EU projects is regarded.

Area of application:
The project mainly involves applied work for entering, processing as
well as the presentation of the information in a way that is attractive
to the user.

Results of this sub-project are presented in Chapter 4.

1.3.3 Sub-project 3: Databases and Structured Docu-
ments

Theme:
The utilisation of information networks and the functionalities in com-
munication systems by the use of standardised databases, interfaces
and document handling.

Objective:
Improved searchability and interpretation of information in interact-
ing networks.

Implementation:
The project maps out the different standards to be applied for differ-
ent players in the information networks, and proposes co-ordination
and general access to shared information.
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Areas of application:
Practical questions will be studied, bearing in mind that there will be
several different types of applications in the networks. Provided that
the PDWeb and Attach Projects are implemented within Ronneby
Municipality information network, initial experiments will be car-
ried out with joint utilisation of information stored in the databases
of the two adjacent projects.

Results of this sub-project are presented in Chapter 4.

1.3.4 Sub-project 4: Virtual Organisations

Theme:
Developing virtual organisations with geographically distributed par-
ticipants from several autonomous organisations through
interorganisational learning, team-building, and information systems.

Objective:
To enhance the ability of virtual organisations to collaboratively de-
velop knowledge by facilitating interpersonal and interorganisational
communication with a decision style approach and IT systems.

Implementation:
The research focuses on developing understanding and management
abilities of how members of virtual organisations process informa-
tion, what methods and patterns of communication they have, how
they collaborate in creating new knowledge, and how this
interorganisational learning can be amplified by team processes and
IT systems.

Areas of application:
Virtual organisation communication, learning and development are
studied with the ISES research group itself as the main case that is
compared with other collaborating set of organisations, such as re-
lated marketing companies and industrial networks involving utili-
ties.

Results of this sub-project are available on the EnerSearch Knowledge
Server.
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1.3.5 Sub-project 5: Simulation of Energy Systems

Theme:
Computer Simulation of energy systems for cost minimisation over
a selected period of time, where investments, depreciation and oper-
ating costs are taken into account.

Objective:
Technical and economic rationalisation of energy systems.

Implementation:
The energy system will be simulated with respect to energy purchas-
ing and generation opportunities and to market-oriented measures
within the various customer categories.

Area of application:
The application-oriented part of the project includes the analysis of
the power requirements of various customer segments and the op-
portunities for controllable loads. At the same time, the company’s
energy purchase situation at the utility will be studied, along with
opportunities for local generation. The resulting measures will be
analysed for a selected period of time, in the project duration set to 5
years.

Results of this sub-project are presented in Chapter 2.

1.3.6 Sub-project 6: Energy System Control Technology

Theme:
Analysis of control systems and communication on the low-voltage
electric grid, for increased technical and market-oriented
functionalities.

Objective:
To study advanced microprocessor control and monitoring systems
applied on distribution networks.

Implementation:
The sub-project involves the system developed by IBM and Sydkraft
(IDAM) installed in a secondary sub-station area. The local system
utilises the broadband data network linked to Ronneby Energy.
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Area of application:
Meters and sensors in the network will communicate on the low volt-
age grid. The automation and operation will be monitored and con-
trolled in the same manner. Opportunities for new business strate-
gies are also introduced.

Results of this sub-project are presented in Chapter 7.

1.3.7 Sub-project 7: Power Line Communications

Theme:
Analysis of criteria characterising communication in local networks.

Objective:
Specialised knowledge on the low-voltage grid communication (PLC).

Implementation:
The project will carry out an analysis of characteristic properties of a
chosen low-voltage network; noise levels, attenuation and transient
phenomena.

Area of application:
In the application of the results obtained, it should be possible to
achieve an understanding and a methodology for predicting the com-
munication characteristics on any low-voltage network.

Results of this sub-project are presented in Chapter 7.

1.3.8 Sub-project 8: Distributed Load Control

Theme:
Automated, distributed load control for increased utilisation of present
investments in existing distribution grids.

Objective:
Automated dynamic load control by advanced software agent tech-
nology.
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Implementation:
Development of software, theoretical models and applied experiments
for selected sections of the Ronneby Energy distribution grid. The
control mechanism can be compared to an “enquiry/offer/decision”
method, where the measure should result in the desired reduction in
demand at a minimum cost and loss of customer comfort.

Area of application:
Application involves controllable loads (electric heating, water heat-
ers, dual fuel heating systems) utilised so that the demand in the
network area can be balanced during high-load periods.

Results of this sub-project are presented in Chapter 5 and Chapter 6.

1.4.9 Sub-project 9: Robust, Distributed Decision
Islands

Theme:
Analysis of distributed, intelligent “decision islands” based on net-
worked microprocessors.

Objective:
Evaluation of methods using software agents for providing new high-
level services to the customer.

Implementation:
Using agent-oriented technology and concepts to implement distrib-
uted decision-making processes.

Area of application:
Energy saving and increasing customer satisfaction through value
added services that uses the existing power lines for communication
between the agents and the electrical devices of an office building.

Results of this sub-project are presented in Chapter 6.
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Chapter 2

European Industries on a
Deregulated Energy Market

The Volvo Case

Karlsson, B. – Dag, S.

2.1 Executive Summary

The member countries within the European Union (EU) has agreed to open all
national electricity markets for competition, starting January 1, 1999. The elec-
tricity market in Sweden is deregulated since January 1, 1996. The deregulation
of the electricity markets will gradually shift the electricity price levels in differ-
ent countries towards an equal price level, which will most likely be close to the
levels on the Continental Europe (CE), which are not at all equal today of table
2:1.

A deregulated European electricity market may change the competition situation
for Swedish industries dramatically. The capacity in electric generation with low
operating costs in Sweden has led to very low electricity prices and high usage
level compared to other EU countries. The consumption level of electric energy
per capita is nearly three times higher in Sweden than the average per capita EU
usage. The high level of electricity consumption is typical also of industrial cus-
tomers in Sweden.

Studies of Volvo Car Corporation8 have shown that the Volvo car plant in
Torslanda, Sweden utilizes substantially more electric energy per manufactured
car than the Volvo car plant in Gent, Belgium.

A method is developed to transform the Torslanda plant from a low energy effi-
ciency state to a higher energy efficiency state by modeling. The method is based
on the Life Cycle Cost (LCC) concept and includes optimization models of the
two plants with mixed integer linear programming (MILP).
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To be able to act efficient on the new deregulated and competitive electricity
market industries must have access to tools and routines enabling them to inte-
grate the energy system with other subsystems, e.g. the control system and the
material- and productionplanning system, within the company. This efficiency
can be secured by systems development leading to a good and detailed knowledge
of the electricity use at different locations within the company.
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2.2 Introduction

2.2.1 Background

The oil crisis in the 1970’s contributed to major changes in the Swedish
energy system. The use of oil decreased by 50 percent between 1970 and
1990. Heating processes in the industrial sector and heating of premises
in the housing sector were converted to the use of electricity instead of oil
as heating source, which has turned both sectors very electricity-inten-
sive.

A massive introduction of nuclear energy in the 1970’s and 1980’s handled
the increased electricity demand1,2. Today, most of the electricity produc-
tion in Sweden is based on hydroelectric power and nuclear power. From
the Swedish point of view electricity and oil are therefore substitutes when
used for heating processes. In 1995 the hydroelectric and nuclear power
plants generated together 93 percent of the total electricity production.
The rest was generated in cogeneration power plants, mainly with biom-
ass as fuel. Oil-fired condensing power plants are only used as reserve
plants.

The situation is different on the CE, where the electricity generation is
mainly based on fossil fuels. The efficiency factor for power plants using
fossil fuels for electricity generation is around 35 per cent. It is therefore
not reasonable, and consequently not common, to use electricity, gener-
ated with fossil fuels, to replace fossil fuels used in heating processes.

Between the second world war and 1970 there was a very fast increase of
the oil use in Sweden. Compared to electricity the increase was about five
times higher. From 1970 to 1990 the electricity use was increased by 100
percent, while the use of oil decreased by 50 percent. Since almost no
fossil fuels are used for electricity generation in Sweden the curve in fig-
ure 2:1 describes the actual relation between electricity and oil.
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Figure 2:1. The relation between total use of electricity and oil from 1900 to 1996
in Swedena.
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The relation between total electricity production and total supply of fossil
fuels in former West Germany is shown in figure 2:2. Fossil fuels used for
electricity generation are included in the figures on the x-axis.

A comparison between figure 2:1 and figure 2:2 show that no conversion
from oil (fossil fuels) to electricity of the kind that has occured in Sweden
has occurred in West Germany.

A deregulated European electricity market will cause higher electricity
prices in Sweden, which means that a ”re-conversion” from the use of
electricity to fossil fuels or biomass as energy source in heating processes
will take place, which will create an excess capacity.

Instead of oil replacement in Sweden, where 1 kWh of electricity replaces
1 kWh of oil in heating processes, electricity should be exported to the
CE, e.g. Germany, and be used for specific electricity purposes and thereby
replace nearly 3 kWh of fossil fuels.

2.2.2 Electricity Pricing

Electricity pricing based on short range marginal cost (SRMC) reflects the
real cost for electricity and therefore leads to an efficient allocation of re-
sources4,5. SRMC is the cost of producing one additional kWh of electric-
ity in the existing system. The marginal cost based pricing method con-
siders future costs, which can be divided into two time perspectives,
namely SRMC and long range marginal cost, LRMC. Both SRMC and
LRMC describe the balance between supply and demand, but with a dif-
ferent time perspective3.

In a short time perspective only running cost, RC, and a shortage cost,
SC, need to be considered. If the power demand is lower than the maxi-
mum capacity in an electricity generating system, SC will be zero. If, how-
ever, the demand approaches the maximum capacity there will soon be a
risk for shortage of power and consequently an increase in SC. Demand-
side measures may in that situation be a cost-effective way to reduce the
power demand. In the long run perspective, capital costs for
new plants have to be included since there might be a need for an expan-
sion of the generating capacity due to an increase in power demand.
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The relation between SRMC, RC and SC is

SRMC = RC + SC (1)

If SRMC, at any time, is equal to or larger than LRMC, i.e. SRMC = LRMC,
there is a need for investment in new power plants. LRMC can thus be
regarded as an investment criterion3. To a certain degree, introduction of
end-use measures can

postpone investment in new power plants.

2.2.3 Electricity Prices for Industries in Europe

The consumption of electric energy per person is approximately three
times higher in Sweden than in the rest of the EU11. For example, the
usage is about 2.5 times larger in Sweden than in the former West Ger-
many. In the industrial sector and the household sector, electric energy is
not used for heating purposes to the same extent on the CE as in Sweden.

Different systems regarding electricity generation in Sweden and in the
countries on the CE mean different marginal cost for electricity genera-
tion, which is the reason for the variation in electricity price between the
countries in table 2:1. For instance, the electricity generation in Denmark
and Germany is mainly based on thermal power plants with coal as fuel.
The electricity generation system in Sweden, which is based on hydro-
electric and nuclear power plants, is characterized by low operating costs.
Electricity costs are higher on the CE because new combined cycle plants
fuelled by natural gas define the marginal cost for electricity generation.



17

Country Small industriese Medium-sized industriesf Large industriesg

Swedend 40h 35i 29j

Belgium 96 78 48

Western Germany 130 106 78

Portugal 118 105 78

Italy 114 89 54

Spain 109 91 74

Luxembourg 95 63 48

The Netherlands 94 65 46

Ireland 91 70 55

France 85 70 49

Great Britain 84 63 -

Greece 74 69 49

Table 2:1. Electricity prices for industries in Sweden and some other countries within
the EU,  1993 [US$/MWh]c (1 US$ ˜ 8 SEK)

a Statistisk Årsbok/Vattenfall, NUTEK
b IEA Statistics
c NUTEK (1993)
d SOU (1995)
e 1,25 GWh/year, 500 kW
f 10 GWh/year, 2500 kW
g 70 GWh/year, 10 MW
h 2 GWh/year
i 50 GWh/year, 10 MW
j 140 GWh/year, 20 MW
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2.2.4 Deregulated European Electricity Market

A deregulated European electricity market, starting January 1, 1999, com-
bined with big differences in electricity prices between the countries
in Europe should be an incentive for increased international electricity
trade. The impact of this on Swedish electricity prices will be consider-
able in a long perspective.
The electricity markets of Sweden, Norway and Finland constitute in prin-
cipal a common Nordic market. As the Nordic electricity market is de-
regulated, customers within the market can freely buy electricity through
a common bourse. This market is highly dependent on hydroelectric
power. The Norwegian electricity supply system is mainly based on hy-
droelectric power plants with very low operating cost. The Norwegian
system is energy dimensioned, which means that it is designed for meet-
ing the energy demand also during years with low water affluence. Hence,
during years with normal or good affluence, electricity can be exported
to neighboring countries. The electricity price has decreased in Sweden
since the Nordic electricity market was realized. The increased trade with
Norway in combination with good affluence in the rivers has reduced the
price. A probable scenario for the progress of electricity prices in Sweden
facing a deregulated European electricity market is shown in figure 2:3.

A deregulated European electricity market means that the Nordic market
will face another condition, i.e. the European boundary condition. With a
deregulated European market, large industrial electricity customers and
large distributors within EU will freely choose electricity producers and
distributors. Higher marginal cost for electricity generation on the CE
will mean increased trade between the Nordic countries and the coun-
tries on the CE. The transmission capacity between the Nordic countries,
primarily Norway and Sweden, and the CE is continuously extended
and will be so to a higher extent as the trade increases2. In a deregulated
market, German producers would  of course be willing to buy electricity
for a price lower than their own production cost. The average price level
in Sweden should therefore in a 5 to 10 year outlook approach the Ger-
man electricity price levels. Electricity export to the CE will cause an in-
crease in electricity prices in Sweden.
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Figure 2:3. A probable scenario for the progress of electricity prices in Sweden.
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2.3 MODELING OF THE CAR PLANTS

2.3.1 Industrial Energy System Modeling

When designing industrial energy system models for optimization pur-
poses there are some criteria that have to be fulfilled. It is important to
include all factors which may influence the energy system. The electricity
and heat demand is not always a linear function of the industrial produc-
tion or material flow. On an equipment level very often non-linear rela-
tions appear, which means that the model must represent non-linear re-
lationships. Non-linearities can be modeled by using 0/1 binary variables
in mixed integer linear programming (MILP)10. Binary integers can also
be used to represent logical restrictions in the energy system. Variations
in the boundary conditions, e.g. electricity prices and outside tempera-
ture or demand, as well as processes must be represented in the model.
This dynamic of the energy system can be modeled in the optimization
with a time division reflecting the variations with sufficient accuracy. The
length of each time step and the number of time steps should be flexible
since industrial systems differ from case to case.

The structure of the industrial energy system is normally represented as
a network of nodes and branches. The nodes represent e.g. conversion of
energy, distribution of energy and material flows and processes with en-
ergy conversion. The branches represent energy and material flows. For-
mulation of the MILP equations for process selection, i.e. when a product
can be manufactured with two processes that are exclusive (both should
not be installed at the same time), can be done as Const. is

Pa + Pb = P (2)
Ia + Ib = 1 (3)
Pa - Const. * Ia = 0 (4)
Pb - Const. * Ib = 0 (5)

Figure 2:4. Either of the processes can be used for manufacturing.
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a large number that should be greater than the maximum values of Pa
and Pb. Ia and Ib are 0/1 binary integers assigned to process a and b
respectively. P, Pa and Pb are material flows. If for example process a is
chosen in the optimization and hence Ia = 1, the binary integer Ib must be
equal to zero according to (3), which means that the only way for condi-
tion (5) to be satisfied is when Pb = 0. The same discussion is applicable
when process b is chosen.

The MILP formulation of a process equipment unit having an electricity
demand like a linear function beginning with a step may be written as

E - E0 * Int. - slope * M = 0 (6)
Const. * Int. - M = 0 (7)

Figure 2:5. A process equipment unit with its electricity demand function.

The constant Const. in (7) should be a number greater than the maximum
value M can be assigned, E is the total electricity use, the integer Int. is a
0/1 binary variable indicating the existence of the equipment, E0 is the
initial energy value at no material load, M is the material flow through
the unit.

The objective of the optimization is often to minimize the system cost for
the industrial energy system during the analyzed period of time. The
system cost is normally the sum of costs for electricity, fuels, raw material
and investments. Other costs, e.g. environmental costs and maintenance
costs that may be of importance for a particular system can be included in
the optimization.
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2.3.2 Life Cycle Cost

The life cycle cost (LCC) is a total cost analysis method. The LCC is calcu-
lated as the sum of all internal and external costs that can be related to a
product or a production system during its entire life cycle6.

The above definition of LCC is in accordance with the definition of the
system cost for an industrial energy system for the chosen time period.
All costs can be regarded as either fixed costs or running costs. LCC can
thus be defined as the sum of all fixed and running costs.

where T is the time period for the analysis, FC are the fixed costs and RC
are the running costs.

2.3.3 The MIND Optimization Method

The MIND7 method has been developed for optimization of dynamic in-
dustrial energy systems. The optimization is carried out by mixed inte-
ger linear programming in order to minimize the system cost. The sys-
tem cost may include investment cost for the time period chosen in the
optimization, energy costs, raw material costs, etc. Binary integers are
used in the optimization procedure for example to represent non-linear
relationships as piecewise linear segments or as step functions and logi-
cal restrictions in the energy system.

The structure of the energy system is represented as a network of nodes
and branches. The branches represent energy or material flows. The
branches and the nodes of the network are specified with information
about the nodes and the flows in the network, e.g. type of flow, limita-
tions, alfa-values, energy demands and energy functions. The optimal
energy and material flow path through the system is determined from a
structure which includes all competitive options.

                 
  

LCCT = (FC)
T
∑ + (RC) 

T
∑ = (FC + RC)

T
∑         (8)
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2.3.4 Energy System Network of the Volvo Plants in
Gent and Torslanda

The MIND method is used to model the energy system at both car plants8.
The structures of the plants are similar to each other, which means that
the schematic energy system network in figure 3:6 is valid for the two
plants in Gent and Torslanda except for three deviations in the Gent plant,
there is no press shop, natural gas is not used in the welding shop and
there are no waste-heat deliveries to the plant.

The electricity demand and the natural gas demand at both car plants is
fully satisfied by external electricity and natural gas suppliers. Well dis-
tributed hot water networks exist within the plants. Almost 100 percent
of the heating demand is covered by deliveries through the network.
Compressed air is also distributed via central network systems.

The time division in the models is based on the electricity tariff, the pro-
duction pattern at the different subplants and the variation in electricity
and heat demand over the year.

Figure 2:6. A schematic node network of the energy systems in Gent and
Torslanda.
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2.4 Transition of the Volvo Plant in Sweden

2.4.1 Electricity Use in Gent and Torslanda

Studies of the Volvo car plant at Torslanda in Sweden and the Volvo car
plant at Gent in Belgium show that the Swedish plant utilizes more elec-
tric energy per manufactured car. This fact remains also in comparison
with other car producers. Different price levels on electric energy between
the two plants is probably the main reason for this difference. Lower prices
lead to higher usage level. Higher prices, on the other hand, lead to a
higher cost awareness, which reduces the usage.

An energy bench-marking among some car producing companies in Bel-
gium in 1993 indicate very clearly that the price level is indeed an impor-
tant factor for the usage. In fig. 2:7 the electricity price is plotted against
the electricity use per car for the companies participating in the energy
bench-marking study. In the same graph the figures for Torslanda are
included, showing how much more electric energy the company uses
compared to the others. Only the total of electric energy used in the weld-
ing, painting and final assembly subplants is compared since these ac-
tivities exist in all plants involved in the study.

Figure 2:7. The electricity use per manufactured car as a function of the price
level for five plants. All plants, except Torslanda, are situated in Belgium.
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2.4.2 The LCC for Electricity Use in Gent and Torslanda

The total cost for electricity, i.e. electric energy and power, per manufac-
tured car shows a minimal difference between the Gent plant and the
Torslanda plant, which could be expected since the electricity cost is lower
at Torslanda while Gent is more efficient regarding electricity use per car.
Other factors, besides the electricity price level, contributing to the differ-
ent usage levels of electricity might be the composition of the manufac-
turing process used at each plant and the total volume of cars being pro-
duced. However, both plants produce the same kind of cars with quite
identical manufacturing processes and about the same amount of cars
annually. Furthermore, assume that when investing in other equipment,
e.g. lighting and ventilation, the optimal choices for each plant were made
considering boundary conditions, such as the electricity price.

The total cost for electricity use, which is here defined as the sum of elec-
tric energy cost, power cost, maintenance cost and investment cost for
electricity monitoring and controlling devices, can be regarded as the LCC
for electricity use. The cost for electric energy and power counts for the
major part of the total cost.

The knowledge of the total cost for electricity, i.e. electric energy and power,
per manufactured car together with the optimality assumptions made
earlier provide enough information to design the schematic LCC for elec-
tricity use as a function of the electricity price at each plant, see figure 2:8.

Figure 2:8. LCC for electricity use as a function of the electricity price for Gent
(P

G
) and Torslanda (P

T
).

LCC (electricity)  

Electricity price PT PG 
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The two plants are running at an optimum regarding the total cost for
electricity use with today’s electricity prices:

Almost the same total cost for electricity at the two plants, independent
of the price level, means that the lower electricity prices at Torslanda is of
no advantage regarding competition.

2.4.3 The Volvo Plant in Torslanda Towards Higher
Energy Efficiency

Because of higher electricity price at the Gent plant there is a greater aware-
ness of electricity costs compared to the Torslanda plant. The higher aware-
ness is brought to light e.g. when comparing the electricity monitoring
and controlling equipment at the two plants. The Gent plant has invested
in a more sophisticated system enabling them to control the electricity
flows better within the factory. To measure is to know. The Gent plant
also has a higher degree of automation regarding the electricity use, e.g.
electricity for lighting and ventilation are shut off automatically after
working hours. A load management program of the electricity demand
at the Gent plant is active throughout the year reducing electric peak
loads9, which in turn means reduced power costs. Such a system does
not exist at the Torslanda plant.

Due to less control of the electricity use at the Torslanda plant there is an
electricity demand of 40 percent of the top demand during non-produc-
tion time8. This is far more than the 25 percent for the Gent plant. The
Torslanda plant should adapt the energy management philosophy ap-
plied at the Gent plant.

The Torslanda plant is more electricity intensive regarding lighting. For
instance, at the final assembly subplants there is an electricity output to
lighting per production area of 11.7 W/m2 at the Torslanda plant, while
the figure is only 8.1 W/m2 for the Gent plant. Comparing the two plants
with respect to various needs shows that major improvement can be made
at the Torslanda plant.

  

∂ LCC

∂ PT
= 0

  

∂ LCC

∂ PG
= 0 and (9)
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The system development should include among other things a decision
model for optimal operation in real time, a communication interface to
the power market, a model for predicting the power demand, e.g. based
on artificial neural networks, per hour, day and week, see figure 2:9. The
present systems for monitoring and control of  the power and energy
demand should also be further developed.

The proposed system development will create enormous information
flows which must be handled in an efficient way.

Figure 2:9. System architecture of an energy system integrated with other sub-
systems within a company.
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2.5 Conclusion

With a deregulated European electricity market the electricity price levels
in different countries will gradually equalize, as the market economy in
combination with the linking of the electricity network between coun-
tries will lead to more or less uniform electricity prices based on the total
demand and capacity.

Within a few years the car plant in Torslanda will pay the same for elec-
tricity as the plant in Gent. This is not to say that the price level will be the
same as in Gent today. The deregulation in Belgium and its neighboring
countries may also lead to a lower price level. The final price is not im-
portant as the knowledge that both Torslanda and Gent soon will pay the
same electricity price.

As a consequence of this, it will be of outmost importance for the car
plant in Torslanda to start the transition towards higher energy efficiency,
before the higher electricity prices are a fact.

The situation described in this paper is not specific of Volvo as similar
situation exists for Electrolux, a global Swedish white-goods producer,
and several other companies in Sweden.
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Chapter 3

Interactive Marketing and
Organization Learning Dynamics:

Implications of ISES Research for Energy
Companies

Larsson, R. – Driver, M. – Sweet, P.

3.1 Executive Summary

The energy industry is facing an increasingly dynamic situation with deregula-
tion and accelerating technological change. This presents a strategic challenge
for utilities to speed up their marketing learning curve through an integrated
approach where previous more or less piecemeal experiences are combined with
new marketing insights and information technology (IT) developments. New IT
can assist in this competition by providing interactive user interfaces to accom-
modate different kinds of customers. The pace of change and increasing sophisti-
cation of customers understanding and competitor actions necessitates various
forms of collaborative strategies like virtual organizations in the existing exten-
sive network of power producers and distributors.

The chapter provides first an overview of how business and IT considerations
can be combined to create more customer value through high-precision market
learning and interorganizational systems in the utility industry. Second, this is
done by applying a Decision Style approach for accommodating different cus-
tomer styles as well as organizational members’ styles of processing information.
Third, an integrated ”energy dynamics” management concept is developed for
utility firms, that will enable them to effectively handle the present marketing
and IT challenges through three synergistic approaches - high-precision market-
ing, advanced IT applications, and utility-driven local business development.
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The utility industry is a prime candidate for such market interaction develop-
ment given its extensive connections with customers and the growing impor-
tance of energy considerations for its customer base. Style-based business infor-
mation systems enable value-creating user interfaces, which in turn enables in-
teractive market learning systems for high-precision marketing efforts. Extend-
ing the range of these business information systems to include virtual organiza-
tions of power producers and their suppliers and distributors amplifies the stra-
tegic opportunities of such an integrated approach to market interaction.
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3.2 Riding the Wave of Change: Dynamic Chal-
lenges in the Energy Industry

As deregulation becomes a matter of fact and technological change accel-
erates, the energy industry faces an increasingly dynamic situation. The
historical stability of a regulated natural monopoly with captive subscrib-
ers and long-term planning horizons of several decades is being replaced
by the turbulence of competition for more demanding customers. New
technologies and business strategies are about to revolutionize the en-
ergy industry and planning horizons rapidly shrink as the uncertainty
about the future mounts (Ottosson, Cegrell, Gustavsson, Larsson &
Svensson, 1996).

Given its history of relative stability and lack of marketing orientation,
the dynamically challenged energy industry has been bombarded by
“doomsday prophesies” during the last years from academics, consult-
ants, and practitioners in related industries with greater experience of
competitive dynamics. However, the cohesive focus that the energy in-
dustry has developed over the years should not only be viewed as a threat
and barrier to change. What utilities may lack in marketing and change
experience, they can compensate by cohesively refocusing their resource-
fulness towards becoming dynamic competitors by moving towards more
advanced marketing methods.

A key to this challenging strategic transformation is to speed up the mar-
keting learning curve of utilities. While companies in more competitive
industries have gradually learned marketing by trial and error over time,
utilities need to make a quantum learning leap. This can be done through
an integrated approach where previous more or less piecemeal experi-
ences of others are combined with new marketing insights and informa-
tion technology (IT) developments. The research program “Information,
Society, Energy, Systems“ (ISES) is a virtual organization with the aim to
develop a better understanding of this situation of emerging market in-
teraction and IT in the utility industry.

The purpose of this chapter is twofold: First, it is to provide an overview
of how business and IT considerations can be combined to create more
customer value through high-precision market learning and
interorganizational systems in the utility industry based on the ISES re-
search. The approach applied as part of ISES utilizes a Decision Style
Approach to accommodating different customer styles as well as organi-
zational members’ styles of processing information. Second, it is to use
this research to develop a practical, dynamic management concept for
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utility firms, that will enable them to effectively handle the marketing
and IT challenges arising from deregulation and technological changes.
We outline three synergistic approaches - high-precision marketing, ad-
vanced IT applications, and utility-driven local business development -
towards value creation for industrial, commercial, and household cus-
tomers.
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3.3 The Business and IT sides of Market Interac-
tion

Customers and organizations interact on the market to create value. In
doing so, they all process information about the offered supply and needed
demand. This is done through both human cognition, communication
and information technology (IT) systems. Marketing has as a science as
well as a practice been mainly addressed in behavioral terms within the
area of business administration. Recent IT developments have provided
promising new media opportunities for marketing, but the lack of inte-
gration of business and IT knowledge is hindering both sides to make the
best use of this strategic synergy potential.

In a similar way, the customer and organization sides of market interac-
tion have been divided into externally oriented marketing and internally
oriented organizational issues. The creation of customer value has thus
largely been relegated to the marketing side of business administration,
while information systems have been focused on the organizational side.
Consequently, new IT opportunities have begun entering business ad-
ministration in terms of facilitating the emergence of so called “virtual
organizations“ of geographically dispersed and otherwise diverse units.
The marketing side is also developing in this interorganizational direc-
tion in terms of industrial and relationship marketing, but has so far largely
failed to integrate the idea of creating customer value through IT-facili-
tated virtual organizations.

The utility industry throughout Europe is facing substantial regulatory
and technological changes. Deregulation will force the development of
new business strategies for creating more customer value than the com-
petition. New IT and communication systems, such as data transfer on
the power grid and other media developments (like the ones used on the
Internet), can assist in this competition by providing interactive user in-
terfaces to accommodate different kinds of customers. The pace of change
and increasing sophistication of customers’ understanding and competi-
tor actions necessitates various forms of collaborative strategies like vir-
tual organizations in the existing extensive network of power producers
and distributors.

The ISES research program was started by EnerSearch AB in 1996 in or-
der to develop a better understanding of this situation of emerging mar-
ket interaction in the utility industry. ISES is itself a virtual research orga-
nization consisting of participants from several European universities (in-
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cluding Lund, Karlskrona/Ronneby, Linköping, Uppsala, and Free Uni-
versity Amsterdam) and corporate sponsors (including ABB Network
Partner, Electricité de France, IBM Utility and Energy Services,
PreussenElektra, and Sydkraft) in addition to EnerSearch AB.

At least four of the nine ISES subprojects have been dealing with new
business strategies, interactive user interfaces and related structured data
bases, virtual organizations, and how these issues interact as the utility
industry is becoming a competitive market. The four subprojects and their
intersections are displayed in figure 3:1 to illustrate the business and IT
sides of market interaction between power customers and organizations.

Figure 3:1. Decision Style-based Business Information Systems for Market In-
teraction.
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3.3.1 New Business Strategies

Business strategies should begin with the ultimate target of creating cus-
tomer value. Utilities have previously not had much of a customer orien-
tation since regulation and the natural monopoly turned power custom-
ers into captive subscribers. Deregulation turns this situation around by
creating customer choices over which utilities must compete. Few utili-
ties have fully grasped and dealt with the great threats and opportunities
that arise from this regulatory change. However, the utilities that first
succeed in doing so will maximize their opportunities and minimize their
threats at the expense of those utilities that continue to neglect or other-
wise fail to manage the emerging power market interaction.

Competition in a market with a homogeneous product and under uti-
lized production capacity is likely to result in bloody price wars. To avoid
this “nightmare market scenario,” utility companies must devise new
ways of interacting with the customers and developing various new ser-
vices that can create customer value beyond merely price-sensitive en-
ergy. Hence, utilities are facing the dual challenge of finding out what
additional valuable services they can provide and how they should com-
municate with the customers in order to market them effectively (Sweet,
1997). Managing this is an interactive process of engaging in a market
dialogue and building customer relationships through communication
(Passby, 1998). Utility organizations can tap the creative potential of some
customers to articulate and develop new service concepts and customize
their availability in ways that articulate customers appreciate and hope-
fully purchase.

3.3.2 Interactive User Interfaces

The most obvious way to find out what and how to market to customers
is to interact with them. Unfortunately, utilities have had very limited
interaction with most of their customers (such as connection, billing, pay-
ments, malfunctions, and disconnection). While large industrial custom-
ers have received more personalized and frequent attention, it would not
have been economically feasible for even the most customer-oriented util-
ity to assign individual customer contact persons for the thousands and
thousands of small commercial and especially residential customers.
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New media is, however, providing more opportunities for interactive
customer interfaces for utilities. Professional call centers allow for more
effective handling of large volumes of incoming telephone calls from cus-
tomers as well as combinations with outgoing direct telemarketing from
utilities to customers. Electric billing can be made more interactive by
offering customized use and cost information in addition to direct mar-
keting (Driver & Cresse, 1997; Passby, 1997). Increasingly, households
have access to the Internet through which they can access and interact
with utility information systems. Public sources such as information kiosks
and on-line library services offer additional possibilities to interact with
residential customers. Finally, the new IT application of communication
on the power grid allows at least low bandwidth information exchanges
through the continuous power connection with each household for pos-
sible customized remote metering and various home automation services.

All these interactive user interfaces enable utilities to more or less auto-
mate customized market communication and service offerings. Through
this automated interactivity, utilities can gain sufficient knowledge about
individual customers to effectively mass-personalize their market inter-
action (that is, large scale adaptation of services to fit customer needs,
wants, habits, etc., Sweet, 1997).

3.3.3 Structured Data Bases

This mass-personalization can be enhanced by structuring the utilities’
customer data bases as well as the information data bases that the utili-
ties make available to their customers. Utilities can accumulate customer
knowledge gained from previous interactions to better customize the
market communication and service offerings in ways that are suitable to
the customer’s style of processing information. By also structuring avail-
able utility information in the same way, customers are able to get the
right amount and type of information for them instead of too much, too
little, or the wrong kind. For example, it is futile to offer many alterna-
tives and lots of information to customers who prefer to focus on just one
simple service. That is, customer styles can be better accommodated by
utilizing data bases that captures the different ways in which customers
process information (Sweet, Brousseau & Biglari, 1997).
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3.3.4 Virtual Organizations

The pervasive changes sweeping the utility industry are creating imme-
diate need for much knowledge about customers, marketing, competi-
tion, and IT. Given that utilities often lack experience in these areas, it is
almost a ”mission impossible” for any one utility. Hence, it makes sense
for several power producers, distributors, and related firms to collabo-
rate in different ways for collectively learning faster how to compete bet-
ter. By pooling the existing experience and strengths of a group of utility-
related firms, the weaknesses of respective firms can be more quickly
overcome (Larsson & Baderschneider, 1997).

Such inter-firm collaboration can consist of a group or network of related
utilities that act together as a virtual organization without being formally
integrated into one hierarchy (Bosch-Sijtsema, 1997). This is made pos-
sible by utilizing commonality of interests, reciprocity, complementary
competencies, speed, flexibility and interorganizational information sys-
tems between member firms instead of a centrally planned authority gov-
erning subunits within one organization. If the member firms can trust,
complement, and communicate with each other, a virtual organization
can collectively learn to enhance the member firms’ market interaction.
However, we have found that working in a virtual organization appeals
to certain styles (of individuals) of processing information better than
others.
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3.4 An Integrative Approach through Decision
Styles

The key to more effective market interaction is to find and build a com-
mon denominator for the more or less separated business and IT sides of
customers and organizations. The ISES research group has found one
such common denominator in Driver’s Decision Style model of human
information processing. The model and theoretical basis it is built upon
addresses how individuals differ in terms of two dimensions: (1) the
amount of information use (i.e., does the individual settle for using only
small or moderate amounts of information – satisfice – or does s/he use
as much information as possible – maximize); and (2) solution focus (i.e.,
does the person generate one single solution to a problem and stick to it
over time – unifocus – or does s/he generate several different solutions
that are all entertained and/or changed – multifocus). The combination
of these two dimensions creates a matrix with four plus one additional
major types of Decision Styles – Decisive, Flexible, Hierarchic, Integra-
tive, and Systemic (Driver, Brousseau & Hunsaker, 1993; Driver &
Brousseau, 1997).

Figure 3:2. Decision Style Matrix.

Individual differences in information processing can capture essential
characteristics of customers as well as organizational members. By know-
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ing the Decision Styles of customers, products can be developed to suit
individual ways of processing information, and also be effectively mar-
keted in a corresponding manner. Similar to this external style accommo-
dation, organizational members can improve internal and inter-firm com-
munication by accommodating each others’ Decision Styles. Both inter-
active customer interfaces and intra-/interorganizational information
systems can be designed to accommodate user styles. We will here briefly
describe how the Decision Style model can be used to improve market
interaction for utilities by integrating the business, IT, customer, and or-
ganization aspects (see the intersections of the circles in figure 3:1).

3.4.1 High-Precision Marketing through Customer Style
Accommodation

The Decision styles of energy customers influence their attitudes, com-
munication and other behavior related to power use (Sweet, 1997; Passby,
1997). Larsson and Sweet (1996) outlined a basic high-precision market-
ing framework for how utilities can achieve mass-personalization through
interactive marketing information systems. By using interacting inter-
faces, the customers themselves provide Decision Style indications that
enable utilities to accommodate the ways in which customers process
information thus increasing the likelihood of satisfaction and loyalty.

The high-precision marketing approach can be seen as an attempt to over-
come the drawbacks of traditional volume-based marketing which aims
at maximizing the number of offering exposures to potential customers
(Larsson & Passby, 1997). This latter approach discounts the great num-
ber of rejections involved in such mass-marketing that can actually un-
dermine future marketing appeals. In contrast, the alternative approach
of emphasizing high-precision marketing attempts to increase sales with
fewer rejections and greater long-term customer retention through per-
sonalization of product development and market communication.

Decision Styles can be used to improve precision in marketing in at least
four ways:

1. to determine what type of product or services to offer to differing
styles;

2. to determine how to communicate offers in a style appropriate
manner;

3. to determine what salesperson style will be the most effective for
different customers;
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4. to determine what salesperson style is most effective for different
products given their information characteristics.

As an example of the first use, utility customer’s Decision Styles were
analyzed as well as their approach to selecting a electric utility service
and their preferences concerning information content of their electric bill.
Larsson and Passby (1997) present some preliminary findings how indi-
vidual household customers differ in terms of electric power system pref-
erences (such as how many new services they are interested in and if they
want to control the services themselves or let the power supplier do it for
them) depending on their Decision Styles (see figure 3:3).

Figure 3:3. Decision Style differences in power preferences
(D=Decisive; F=Flexible; H=Hierarchic; I=Integrative; S=Systemic).
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- information use style - Integrative, also showed interest in complex con-
tent of the bill. It appears that both the nature of the product and culture
affect how style relates to preferred communication patterns. For instance,
the multi-focus, complex Integrative style may not want information on
what they see as non-critical issues, such as electric bills, in the U.S.; but
in Sweden the relevance of energy issues may be more central and induce
some Integrative customers to seek more information.

A similar type of matching process can be realized between sales people
and their customers. Baderschneider (1996; 1998) studied the importance
of Decision Style fit for customer-utility relationships in Germany and
Sweden. Fifty-six customer relationships of seven power producer and
distribution firms were analyzed in terms similarity of the Decision Styles
of the firm representatives and the respective customer. Out of the 36
customer relationships which were considered to be good, 84 % shared at
least one of the two style dimensions use and focus. In contrast, the 19
problematic customer relationships were to 53 % characterized by so called
“toxic“ communication, that is, completely opposite Decision Styles. Thus,
sales attempts to accommodate customer styles seem to have great prom-
ise. Current developments include “Sales Partner” software to facilitate
estimation and accommodation of customer Decision Styles and “Sales
Partnering” workshops for building better relationships with industrial
customers (Larsson, Sweet & Baderschneider, 1997).

Finally, products can best be sold by a sales person with a style appropri-
ate for the product. Brousseau (1987) found that the maximizing Decision
Styles were more successful in selling complex products. In contrast, a
much simpler product required more satisficing styles. In all, Decision
Styles predicted the sales persons’ performance to a high degree of accu-
racy.

3.4.2 Market Learning Systems

While single interactive user interfaces have a limited ability to accom-
modate customer styles, it is possible for a set of them to create an inter-
active market learning system. Sweet, Brousseau and Bigliari (1997) out-
line a system which utilizes a combination of ”multiple interfaces” with
customers which continually attempt to accommodate the style of cus-
tomers. The multiple interfaces take a concurrent marketing approach by
including traditional market research activities (questionnaires, focus
groups, etc.), sales activities, and service activities. The term ”multiple
interface” also implies the use of electronic media like web sites that range
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from information (usually early in the sales cycle) to customer support
and service, and even billing. All these user interfaces, whether electronic,
paper-based, or personal, are capable of giving important indications of
customer style.

Their Decision Style approach towards interactive market learning in-
volves multiple assessments of customer interactions and behavioral data
gathered by different marketing groups. This approach has the added
value of focusing each group on recognizing and facilitating customer
value in every interaction with him/her. Such information is continually
updated so that increasingly precise indications of customer decision styles
can be accommodated by a portfolio of style-accommodating offerings
and market communication, sales, and service practices. Larsson, Sweet
and Baderschneider (1997) discuss this aggregated set of power customer
interfaces and joint ability to achieve high-precision energy marketing.

3.4.3 Interorganizational Knowledge Development
Systems

Advanced IT is a crucial enabler in shaping the future utility industry
(Akkermans, Driver, Larsson & Ottosson, 1997). In addition to becoming
much faster, cheaper, and more reliable, IT can provide new capabilities
that transcend the business-as-usual of utilities. For example, Akkermans
and Ygge (1997) describe how one can achieve distributed load manage-
ment in an intelligent, large-scale (dealing with thousands of devices)
and highly automated fashion by means of agent-based software and
communication. This new service can also utilize customer style indica-
tions for estimation of customer utility functions when optimizing house-
hold loads (e.g., see the relationship between Decision Styles and tem-
perature preferences studied by Sweet, 1997).

IT is also a central element of virtual organizations. Given their typical
lack of face-to-face interaction, virtual organizations rely heavily on
interorganizational information systems as their media of communica-
tion and collective learning. Attempts of utilities and related firms to cre-
ate interorganizational knowledge development systems (such as in ISES,
see Bosch-Sijtsema, 1997) require similarly high-precision communica-
tion for enhancing their joint learning of more effective market interac-
tion. The Decision Style approach can also be used to create higher preci-
sion of the communication within virtual organizations. Driver and Bosch-
Sijtsema (1997) show initial findings of how similar versus different styles
affect interaction patterns within the ISES interorganization.
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Similarity in style improved communication. Subsequent analysis of the
data also suggests that only the multi-focus styles liked using electronic
message technology (email, fax) while the less complex, focused Decisive
style disliked these media, preferring to use direct communication via
the phone. Styles also differed on the value of teams and group meetings.
The multi-focus styles were positive toward the value of teams and groups
while the unifocus styles were negative. Interest in projects other than
their own also varied by style, with multi-focus styles taking a positive
stand and the unifocus styles showing concern only for their own project.
Leadership showed strong style patterns. Leaders who had a style simi-
lar to a follower’s style were well regarded, whereas when leader and
follower styles differed, views of the leader and even of the whole enter-
prise became negative.

The above results suggest that most aspects of a virtual organization could
be tailored to the members’ styles. For instance, if members are largely
Decisive, the leadership should also be Decisive, the focus should be on
one fairly short-term project and phones become the communication tool
of the office. However there is a deeper issue than matching via styles.
Some styles may simply be less suited to virtual organizations. The re-
search at Enersearch showed that multi-focus styles had higher commu-
nication rates and liked electronic communication as well as group team
meetings (all factors making virtual organizations work). The uni-focus
styles were negative to all these factors. Finally, multi-focus persons made
the most effort to support communication and integration. Possibly de-
velopment of multi-focus thinking is needed for effective virtual organi-
zation. Training programs have been effective in changing styles toward
a more multi-focus pattern (Driver, Svensson, Amato & Pate, 1996;
Brousseau & Sullivan, 1997).

3.4.4 Interorganizational Marketing to Customers’
Customers

Utilities and related firms will not only cooperate to collectively learn
about new market interaction from each other, but also rethink their mar-
keting strategies relative each other. Traditionally, marketing has been
viewed in terms of a single company that markets its products to either
other business firms – so called industrial or business-to-business mar-
keting – or the end-consumer.
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Practice as well as much marketing research has suffered from a myopia
of only focusing on a single organization that employs either industrial
or consumer marketing. From an overall business systems point of view,
these merely dyadic marketing approaches are likely to suboptimize the
marketing efforts of the whole business network of suppliers, producers,
distributors, and other related firms that together create a value chain
towards the end-consumer.

The emergence of IT-based virtual organizations enables companies, in
coordination with customers, to orchestrate a value creating network for
marketing increasingly flexible and customized products. By starting to
look beyond one’s immediate business customers towards one’s custom-
ers’ customers, companies can integrate industrial and consumer mar-
keting. That is, they can begin to jointly optimize the whole business
network’s marketing efforts towards the ultimate consumer. Such
interorganizational marketing collaboration that is organized as a virtual
organization where all parties that engage in a value creation process for
the end-consumer transcends the traditional value chain approach of se-
quential marketing dyads (see figure 3:4).

Figure 3:4. Comparison between traditional and virtual organization market-
ing.
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The virtual organization adds “virtual marketing relationships” to the
sequential relationships that are established along the product flow. These
additional links of market information cross the boundaries of industrial
and consumer marketing and can be used to enhance customer value.
Thus, suppliers, producers, and wholesalers can benefit from jointly con-
sidering end-consumer information and marketing rather than limiting
themselves to only industrial marketing to the immediate vertical busi-
ness link. Retailers are also able add industrial marketing insights to their
end-consumer marketing instead of considering the other parties as merely
their suppliers from which they purchase. Such virtual organization mar-
keting opportunities can be enhanced by using the Decision Style model
for high-precision marketing as well as virtual team-building (Akkermans,
Driver, Larsson & Ottosson, 1997). The referenced works above show in
different ways that knowledge about how customers as well as employ-
ees process information is crucial for the great communication and pro-
cessing tasks demanded when the goal is to create as much value as pos-
sible for end-consumers.

The ”whole” market interaction overview suggests that a Decision Style
approach can be an enhancing bridge between the business and IT sides
of how customers and organizations meet. In particular, the utility indus-
try is a prime candidate for such market interaction development given
its historically limited customer orientation as well as its extensive physi-
cal on-line connections with customers. Style-based business informa-
tion systems enable value-creating user interfaces, which in turn enables
interactive market learning systems for high-precision marketing efforts.
Extending the range of these business information systems to include
virtual organizations of energy producers and their suppliers and dis-
tributors amplifies the strategic opportunities of such an integrated ap-
proach to market interaction. We now turn to the reformulation of these
research efforts into a practical management concept for the utility indus-
try.
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3.5 Energy Dynamics:
A Marketing and Information Management
Concept

The most basic competitive advantage of firms is the ability to create
more value for customers than other firms are able to do. Since it is the
customers themselves who ultimately determine the value they expect
and get from a firm’s offerings, knowledge about customer needs and
preferences and how they change over time is crucial for developing
competitive value creation (Sweet, Brousseau & Bigliari, 1997). New
advanced IT enables the design of interactive user interfaces as intra-
and interorganizational information systems to create and utilize mar-
ket-oriented knowledge. Based on this, we suggest that the following
three related main approaches make up an “energy dynamics” concept
of marketing and information management for the utility industry (see
figure 3:5).

Figure 3:5. The Energy Dynamics Concept for Marketing and Information Man-
agement.
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1. High-precision marketing through interactive market learning
systems. The tradition of technological precision within utilities can
be extended to the marketing area. Rather than treating the custom-
ers like a mass of captive subscribers, energy companies should
develop high-precision marketing by developing and offering
products and services that are better targeted to individual cus-
tomer needs and wants. The design of interactive market learning
systems will help improving the relationships between utilities and
their customers by matching market communication and product
development to individual Decision Styles of customers.

2. Advanced IT applications for the utility industry.  Advanced
information technology is a crucial enabler in shaping the utility
industry for years to come. Through IT, it is now possible to (i)
achieve direct communication with the customer; (ii) create knowl-
edgeable and intelligent-acting systems; and (iii) make services
interact responsively to individual customer preference and style.
Both for marketing and for implementing new customer-oriented
services, this will be a key success factor.

3. Utility-driven local business development. Smaller, relatively
remote, and less developed communities are facing problems as
they struggle to compete economically with larger, more strategi-
cally located communities. The migration of business firms and
people from these less fortunate communities result in vicious
circles with less business activity and more unemployment. Utility
organizations located in these regions are particularly hard-hit, due
to the large investments in facilities and infrastructures that must be
maintained despite declining revenues. At the same time, their
huge infrastructures also positions them well to become key actors
for developing community business to increase their sales and
enjoy substantial competitive goodwill within the community.

The remainder of the chapter will discuss these three dynamic approaches
and their synergistic intersections in terms of interactive market learning
systems, ”glocal” electronic commerce, and glocal knowledge systems.
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3.5.1 High-Precision Marketing Through Interactive
Market Learning Systems

Traditionally, most customers, especially the residential ones,  were known
to the utility company as merely “subscribers” who had no identity. Cus-
tomers were more or less treated alike, given the same offerings presented
in the same way irrespective of individual differences. By abandoning
the mass-marketing concept in favor of a dynamic high-precision mar-
keting concept, the utilities have better possibilities to cope with the in-
creased competition. Such high-precision marketing that benefits both
local customers and business can be further enhanced by the use of the
Driver Decision Style model as described above. This approach is par-
ticularly suitable for accommodating customer styles in the utility indus-
try, given its varied industrial/commercial and residential/household
customers as well as its opportunities for direct access to each customer
(Larsson & Baderschneider, 1997; Larsson & Passby, 1997).

Figure 3:6. An Interactive Market Learning System.

© Copyright 1997, Decision Dynamics Group.
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The high-precision marketing approach can be further amplified through
application of advanced IT. The idea of an interactive market learning sys-
tem with multiple user interfaces goes beyond the limited ability to ac-
commodate customer styles of a single interactive user interface (Sweet,
Brousseau and Bigliari, 1997). Larsson, Sweet and Baderschneider (1997)
outline a series of such interactive customer interfaces including customer
surveys, call centers, direct marketing, billing, and internet website for
aggregated and partly automated customer style accommodation (see
figure 3:6).

3.5.2 Advanced IT Applications for the Utility Industry

In shaping a new market and customer orientation in the utility industry,
information systems management will be a key factor (Akkermans, Driver,
Larsson & Ottosson, 1997). IT nowadays rapidly advances over a broad
front. It is not only the case that IT as we know it in its present form
becomes much faster, cheaper and more reliable. This is true, but only
makes ”business-as-usual” more cost-effective. In addition, completely
new capabilities are currently emerging that offer great opportunities for
new customer services. There are several important trends here that are
worth pointing out.

· Telecommunication technology has now produced the infrastruc-
ture to establish two-way communication between the utility and
each customer. Direct real-time information exchange is now possi-
ble and is becoming faster and cheaper.

· Software and knowledge engineering now allow to make infor-
mation systems as well as devices act more knowledgeably and
intelligently. As a result, the days of software programs as just
number-crunching tools are past. Intelligence in systems enables a
much wider range of functionality as well as reliability. At the same
time, it makes systems look more natural and easy-to-use from the
view of the customer.

· Modern software technology has made it possible to interact with
the customer in very flexible and user-friendly ways. Graphical user
interfaces, for example, provide the possibility to exchange informa-
tion in a variety of forms (text, pictures, charts, even video-like
animation). The current flexibility of IT even allows for personalized
customer style accommodation.

These new capabilities should not be underestimated. Customers may
now directly interact with the utility in a real-time and personal fashion
in ways similar to surfing on the Internet. New services based on ad-
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vanced IT can not only be useful and beneficial, but even enjoyable to use
for customers. Who could have imagined such possibilities, say, five years
ago?

As evidenced by these trends, the new IT-based utility services draw from
and require the integration of different components, fields, and develop-
ments in IT. This integration is a challenging area in itself, and will re-
quire some development and experimentation.

On the other hand, present IT constitutes a generic technology in the
sense that it provides a broad and general infrastructure on top of which
many applications and services can run simultaneously. Remote meter-
ing, customer information services, electronic marketing: all these ser-
vices employ a very similar set of IT capabilities. And this makes their
(joint) development also more feasible financially speaking. Akkermans
and Ygge (1997) describe test results from an approach to distributed load
management in an intelligent, large-scale (dealing with thousands of de-
vices) and highly automated fashion using agent-based software and com-
munication schemes. This is one example of a new service in which dif-
ferent areas and developments of advanced information technology, as
outlined above, are exploited and tightly integrated.

Another advanced IT application of relevance to the energy industry is
the enabling of what can be called ”glocal knowledge systems” through vir-
tual organizations. Such a system combines many locally situated per-
sons and units in a more or less global grouping which can be seen as a
virtual organization through acting as if it was a ”real” organization. Given
their typical dispersed locations and resulting lack of face-to-face interac-
tion, virtual organizations rely heavily on interorganizational informa-
tion systems as their communications media and collective learning. At-
tempts of utilities and related firms to create interorganizational knowl-
edge development systems require similarly high-precision communica-
tion and possible individual style training/development efforts for en-
hancing joint learning of more effective market interaction.

The emergence of IT-based virtual organizations enables companies to
break free from a ”marketing myopia” of only focusing on a single orga-
nization that employs either industrial or consumer marketing depend-
ing who is one’s immediate customer. By starting to look to one’s cus-
tomers’ customers, companies can integrate industrial and consumer
marketing. That is, they can begin to jointly optimize the marketing ef-
forts of the whole business network of suppliers, producers, distributors
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and related organizations towards collectively creating value for the ulti-
mate consumer. This is some ways ”draws tighter” the connections in
value networks extending from producers through intermediaries to end
consumers – and back. Thus a knowledge of each is useful and critical in
creating the greatest value for end consumers.

The relevance of such ”glocal” knowledge systems and virtual organiza-
tion marketing for energy utilities is striking. No other industry has as
widespread, frequently used, and continuously connected customer net-
work. Energy producers can benefit from not only limiting their market-
ing efforts to their power distributors, but also cooperating with the dis-
tributors to market to their customers that typically include most indus-
trial (and otherwise commercial) and household customers in respective
regions.

Even if the new IT approach for communicating over the power grid does
not allow for more advanced information services that require broad band-
width, the comprehensive and continuous connectedness of energy cus-
tomer networks provides new business opportunities beyond “mere”
remote metering reading, distributed load management, and home auto-
mation services that can be offered directly through the power grid in the
future. Larsson and Baderschneider (1997) list a wide set of strategic pos-
sibilities that an IT-based virtual organization marketing approach offer
the utility industry, such as:

· energy producers can develop and provide high-precision energy
marketing skills to their distributors in order to both provide valu-
able knowledge services to their direct customers and enhance the
marketing efforts to their customers’ customers;

· energy producers can utilize their central position to develop and
support interorganizational knowledge systems among its suppliers
and distributors to collectively learn how to better cooperate and
jointly market to their end-customers through virtual team-building
activities;

· traditionally more business-oriented suppliers to the energy
producers can assist them in developing and providing such high-
precision energy marketing and virtual team-building skills to their
distributors;

· energy producers and their virtual marketing organizations of
suppliers and distributors can become prime candidates for strate-
gic marketing alliances with other industries that market to a wide
set of industrial and/or household customers (e.g., telecom, insur-
ance and other financial services as well as providing “green
power” to the increasing number of businesses that are reorienting
themselves towards ecologically-based marketing).
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3.5.3 Utility-Driven Local Business Development

As important local businesses are being forced to close down or leave,
smaller or more remote communities face the threats of increased unem-
ployment, declining commercial activity, and migration. Utilities suffer
from these negative local developments due to the fixed costs for their
existing infrastructure investments combined with reduced sales from
less power use.

The increasingly information-driven society can be both a threat and an
opportunity to these communities. The threat is that small local busi-
nesses can be out-competed by larger and more IT-competent companies
from the outside, through electronic commerce via the Internet. The op-
portunity is that local businesses can through the same media reach a
global market, without leaving the local business area.

The required knowledge of IT for this business development is usually
not sufficient in most existing smaller companies. The utility company
can hereby make a contribution to local business development, by shar-
ing its expertise in IT. Utilities have wide resources and developed rela-
tionships to most parts of the communities as well as the incentives to
turn around negative local developments in their communities. Thus,
they can become key-actors in terms of driving local business develop-
ment to increase local power use at the same time as gaining community
goodwill and local competitive advantages relative potential entry from
competitors.

Brousseau, Driver and Schönknecht (1997) outline a strategy for utility
firms to act as business development catalysts within their communities
to strengthen the economic base of their communities, leverage existing
infrastructure assets, and assure a secure revenue stream for the future.
The strategy consists of power utilities establishing three main mecha-
nisms (see figure 5:7):

· Local Customer Networks where the community members are
invited to state their product interests and information preferences
in order to help themselves to get the information they desire about
the products and services that they want (and thereby screen un-
wanted products and wrong kinds of information) at the same time
as they
help the local businesses to increase their local sales by making such
wanted high-precision marketing offers;

· regional Business InterNetWorks where local businesses join to
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(a) access the Local Customer Network, (b) advertise their demands
from and offerings to other businesses, potential entrepreneurs, and
job applicants in the region in an interactive, continuous, and inex-
pensive way, (c) access new demand in its and other regions and
nations through the global reach of Internet marketing, and (d)
provide a basis for combining people in business start ups to
achieve style, interest, and skill complementarities;

· a small entrepreneurial development unit with specialists that can
ambulate between the utility’s regions and communities, and based
on the Business InterNetWork information, (a) identify high-poten-
tial combinations of persons and existing businesses with comple-
mentary interests and resources, (b) offer to convene and team-build
these combinations to overcome common uncertainty and interper-
sonal barriers to collaboration, and (c) offer training in high-preci-
sion marketing techniques, including on the Internet for increasing
“global” sales.

Figure 3:7. Synergistic Benefits from Utility-Driven Local Business Develop-
ment.
The Decision Style model has already been discussed as a helpful tool for
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high-precision marketing. It can also contribute to the identification, con-
vening, and team-building of high-potential entrepreneurial combinations.
Research has found it useful for matching the information processing
requirements of business ideas and situations with the information pro-
cessing capacity/styles of the entrepreneurs (Driver, Larsson & Svensson,
1995). Furthermore, business development often involves many various
activities that require different Decision Styles. A single individual or a
group of individuals with similar styles will therefore seldom manage all
these different activities equally well. Composing a group with several
different styles can solve this problem, but such heterogeneous groups
tend to suffer from high propensity for conflict. However, the Decision
Style model can also be used as a facilitating tool of group processes by
providing understanding and complementary use of different Decision
Styles (cf. Brousseau & Sullivan, 1997).
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3.6 Conclusions

Market interaction can be enhanced through a Decision Style approach to
integrating business and IT sides of how customers and organizations
meet. In particular, the utility industry is a prime candidate for such mar-
ket interaction development given its extensive connections with cus-
tomers and the growing importance of energy considerations for its cus-
tomer base. Style-based business information systems enable value-cre-
ating user interfaces, which in turn enables interactive market learning
systems for high-precision marketing efforts. Extending the range of these
business information systems to include virtual organizations of power
producers and their suppliers and distributors amplifies the strategic
opportunities of such an integrated approach to market interaction.

The energy dynamics concept of marketing and information manage-
ment in the future utility industry rests upon three approaches: (1) high-
precision marketing through interactive market learning systems; and
other (2) advanced IT applications for the utility industry, including dis-
tributed load management; and (3) glocal knowledge systems for utility-
driven local business development through establishing Local Customer
Networks, regional Business InterNetWorks, and entrepreneurial devel-
opment units that facilitate glocal electronic commerce.

Utilities are uniquely positioned to make use of their wide infrastructure
and other resources to compete by ”globally” bridging local communi-
ties and providing more customer value with IT-based high-precision
marketing and business development. The Decision Style model offers a
dynamic tool for enhancing the achievement of this competitive value
creation.
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Chapter 4

Knowledge Management through IT sup-
port in Distributed Organisations

Gustavsson, R.

4.1 Executive Summary

Part of the goal of the ISES project was to identify new business processes based
on energy services. In other chapters of this book some of these services, such as
load balancing and energy saving have been identified. We have also a separate
chapter on new business processes and precision marketing itself. In this chapter
we focus on information systems supporting high level interactions between cus-
tomers and utilities as service providers. One key message is the importance of
developing information systems in alignment with existing and emerging busi-
ness processes. Another key message is that structures and standards are basic
pillars on which we have to build a common understanding of the purpose of the
business processes. Last, but not least, there must be a common task or added
value which drives the business process. A challenge is to automate these kinds of
driving forces.
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4.2 Introduction

The ISES project started in 1996. At that time the Web-based parts of
Internet had just taken off by showing the attractiveness of web-based
publishing. The next wave of Internet applications, that is Net-based trans-
actions such as electronic commerce, is much in focus today.  Even more
interesting net-based applications, such as smart equipment communi-
cating on the electric grid in an Internet compliant way, can be foreseen in
the near future. Our own ISES system of Homebots is but one example,
[2]. In short, even during the short lifetime of the ISES project, that is
three years, we have witnessed an emergence of technologies enabling
complete changes of the ways we have perceived and done business proc-
esses.

Given the rapid pace of enabling technologies, foremost in distributed
computing, and new web-based applications, it is fruitful to reassess some
of the early project goals of the ISES project and extrapolate some of the
lessons learned onto a present day understanding of suitable infrastruc-
tures for new businesses.

The key objectives of the ISES project were to investigate the impact on
utilities due to two major forces. Firstly the deregulation of the energy
sector, secondly emergent IT solutions. The deregulation of the energy
sector could mean that the utilities face a transition from having a mo-
nopoly selling a commodity, kWh, to being players in a highly competi-
tive market with very low profits on the commodity. Emergent technolo-
gies such as using the electric grid as a communication channel, gave on
the one hand, the utilities a communication network for free. On the other
hand, customers of the utilities could easily go other suppliers of the com-
modity unless they felt that the relation with the old supplier also gave
some added value. In short, utilities should aim at getting out of the “kWh
trap” by substituting selling a commodity with providing added-value
services to the customer. Of course, this change of business strategies is
not easy to do. It requires among other things a strategy for knowledge
management of own and customer intellectual capital. A means to achieve
this goal is to tailor suitable infrastructures of systems and teams. In the
following sections we revisit some of the ISES projects and make some
assessments of results as well as pointers to ‘Lessons learned’.
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4.3 Background

4.3.1 Some ISES projects revisited

In the ISES project we identified the following subprojects, aiming at un-
derstanding and demonstrating necessary infrastructures supporting new
business strategies.

– Information kiosks
– Databases and Standards in Information Networks
– Virtual organisations
– Distributed Autonomous Decision Islands

Our interest in Information kiosks reflected a holistic system view expressed
in the acronym of the project ISES, i.e., Information/Society/Energy/
Systems. This view can be summarised as follows.  In order to have cost-
effective infrastructures they have to be used for several new services as
well as integrated with other societal networks connecting people.  In
retrospect, it was perhaps too early to aim at that kind of integration, at
least in Ronneby where we have our test beds and pilot studies. Given
these findings, the project itself was terminated early in the ISES lifecycle.
However, the basic motivation is still valid and the time seems now to be
mature for these kinds of network integration supported by a common
browser interface for citizens to public services.

The other ISES subprojects mentioned above have however prevailed
throughout the ISES project. The goals and approaches in the subprojects
have been adapted during the years.  Furthermore, the insights that
databases, standards and networks enable virtual organisations and hence new
business strategies have been re-enforced during the ISES project. It is
equally clear that in order to build and maintain enterprise wide informa-
tion system we have to avoid stand-alone ‘stove-pipe’ applications and
aim for reuse of components and utilise horizontal integration in applica-
tions.

In our retrospective analysis of these subprojects it is fruitful to look at
‘Lessons learned’ from the standpoint of our present understanding of
the issues addressed. We will accordingly in the next chapter introduce a
‘learned’ framework reflecting our present understanding of appropriate
infrastructures. By this back-mirror approach it is easier to reflect on some
‘obvious’ failures or early ‘successes’ in the three subprojects.
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4.3.2 Some ISES goals revisited

In retrospect an important goal of ISES was to investigate and demon-
strate technical support for new business processes replacing selling tar-
iff-based kWh by selling services and functions. The internal business of
creating and distributing a high quality power supply was not directly
addressed in the ISES project other than in the important issue of load
management. The results of this sub project, Distributed Load Management,
are discussed in another Chapter of this book. In this context we will only
focus on the fact that the customer can have smart equipment, Homebots,
connected to and communicating with each other as well as with a smart
action agent at the utility side, [2]. The Homebots knows the customer
preferences and his/her willingness to buy or sell energy at any given
moment in time.

In this setting we can summarise the results of that subproject as that we
have demonstrated that the utility can offer a basic energy saving service to
the customer. Besides obvious energy savings the utility can benefit from
a smooth demand and possibilities to extend the service to include for
instance safe and secure homes or smooth production in case of an industry.
Properly handled, it is obvious that utilities in this way can make higher
profits by selling less kWh.

Equally obvious, the utility has to establish and maintain a relation to the
customer based on services and trust as well as offer new customised services
in the right form and in the right way. Obviously the electric grid can serve
as part of the physical communication infrastructure but this should be
transparent to the customer, [15].

Since 1994 there have been a tremendous evolution of web-based appli-
cations. As a consequence, Intranets and extranets have complemented
the concept of Internet. These concepts are more than buzzwords since
they capture the facts that the open standardised Intranet technologies,
including a common browser interface to all applications, can be profit-
able implemented as in-house networks or as networks connecting cus-
tomers and their counterparts in the enterprise. The Internet technolo-
gies have their own push and pull forces. In the ISES project it was more
important to design and evaluate a higher level infrastructure in align-
ment with existing and emerging business processes. In retrospect, the
ISES goals for some of the subprojects can be reformulated as follows:

– Databases and Standards in Information Networks. Models for custom-
ised electronic platforms for utility services.
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– Virtual organisations. Models for knowledge creation and sharing in
task oriented groups.

– Distributed Autonomous Decision Islands. Models for enterprise wide
applications supporting businesses and business creation.

These re-formulations reflects both a deeper understanding of the issues
under investigation, based on ‘Lessons learned’ and are elaborated in the
next section, as well as pointers to future work.

4.3.3 Models of interactions with customers: A summary
of Lessons learned

The basic model of interaction with a customer in a monopoly situation
and in the case of a commodity is basically that the customer buys the
product or service without any further interest from the supplier. As an
example: A customer decides that he/she wants to buy electricity from a
utility. The utility responds by setting up a meter at the customer site and
delivers the needed power. The customer then gets a bill referring to the
amount of consumed kWh as well as tariffs and other rather technical
information. Furthermore the bill is often based on predictions of con-
sumption which makes it difficult to have a clear picture of the potentials
of for instance energy saving or avoidance of expensive peaks in the con-
sumption.

Having this in mind, it is quite clear that a first mean to create a better
interaction with the customer is to design and implement a suitable form
of an Interactive Bill. As a matter of fact this was also a first attempt in the
ISES project, [10]. However, the attempt did not become a full-fledged
prototype mainly for three reasons. Firstly, it turned out that the infra-
structure, that is a sufficient smart meter at the customer site allowing a
bi-directional communication was not in place in time to set up a real
pilot study. However, the meter functioned excellent as a re-mote meter-
ing device meaning that the local power distributor had real-time access
to a database containing a complete and automatic updated history of
power consumption at individual meters in the test. The second reason,
or obstacle, was that at that time we did not have a  clear picture of the
factual content nor of the presentation style of the Interactive Bill. The
presentation styles, decision styles, as well as users expectations of an
Interactive Bill have, however, been investigated in another ISES project
on New Business Processes, [15]. Thirdly, it turned out that the local power
distributor did not have a clear view of how to handle the billing in the
new situation. Issues such as security and trust in electronic information
exchange were not properly understood at that time. In retrospect, it was
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thus very premature to aim at a real, useful and functioning Interactive
Bill during the ISES project. However, the lessons learned highly influ-
ence our mindset of future models of interactions between customers and
service providers. We will return to this point later on.

The ISES project was itself a distributed project and hence it seemed natural
to use the project as a test bed for ideas and techniques that seemed ap-
propriate to support future business processes. A Virtual organisation was
such an idea, [11]. Another idea was an ISES web site,www.enersearch.se.
The main thought was that the web site should support a virtual organi-
sation of researchers and people from participating companies in infor-
mation exchange and hopefully knowledge creation and knowledge shar-
ing. The results should then be reusable in future models of customer-
utility relations.

Our findings on virtual organisations are presented in a separate chapter
in the book. In this context we can state that in order for a virtual organi-
sation to function it must have very clear objectives as well as clear roles
for the participants. It is not sufficient to set up a technical infrastructure!
Furthermore the electronic based information has to be structured (also
including information about the information, meta information) in a way
that guarantees (obligations and trust) that the right information (content
and amount) is delivered to the right persons (teams and rights) to access
it at the right time (part of a process). The remarks within parentheses are
the important points to address and we will return to these issues in our
reflections on the ISES subproject on Databases and Standards in Informa-
tion Networks in a separate section 4.4, [3].

The ISES web site has not been the kind of information source it meant to
be. Basically it have most of the time only included project descriptions
and a few references. This despite the fact that we have had at our dis-
posal state of the art data base technology such as Informix-Illustra and
collaboration tools such as BSCW and ICQ. Furthermore, we have made
several attempts of teambuilding and decisions to use the tools without
any greater success [5], [6]. A reason for this is that a collaboration tool,
such as BSCW, takes some efforts to learn and to use. Furthermore, it
takes time and efforts to design and build up a sufficient rich and struc-
tured database. Since no explicit time was devoted to these activities in
the subprojects, there was a lack of incentives or added value for the
individual team members to take onboard these extra efforts. Of course,
everyone, at the end of the project, would like to have such a knowledge
base!
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At the final stage of the ISES project the site have been reorganised and
relevant points of reference have been added. This makes the site an ex-
ample of a good information source. Nevertheless, search and notifica-
tion-of-change facilities can be significantly improved. An important les-
son learned, however, is that the design of such facilities requires careful
consideration of demands posed on the providers of the information
(mainly the project researchers). Too high demands, e.g., imposing too
detailed and specific document style rules, can make the effort too big for
the informant, implying that important information may not be submit-
ted. Too low demands on structure, on the other hand, disables efficient
information management to the benefit of users. Thus, design of techni-
cal facilities must carefully consider the social and individual factors in a
distributed and virtual organisation. Furthermore, virtual organisations
require clear and explicit management. Having sufficient structured in-
formation available, in an easy to use manner, will eventually create a
useful information sources supporting re-use in other (business) proc-
esses.

A drawback, from a business process point of view, with the ISES web
site is that, as most web-sites, it is a browser-based information source.
That means a passive source in the sense that the user has to do the entire
search, and waiting, at every access. Future business processes have evi-
dently also to be supported by active mechanisms such as ‘Active docu-
ments’ and ‘Active billboards’ to become real processes, [12], [16]. We
have developed prototypes of these mechanisms in the ISES project. These
will be described in section 4.4 on Databases and Standards in Information
Networks.

As we have earlier said, we can simplify a goal of the ISES project as a
mechanism replacing selling kWh with services of added value to the
user.  Such a mechanism could be an electronic market where user needs
are captured and met by service providers. In figure 4:1 we will discuss
such a model of an electronic market place for selling and buying serv-
ices based on an energy component. We have already concluded that a
bare-bone technical infrastructure would not suffice as a platform for new
business processes. What will be needed is a closed infrastructure includ-
ing customers and service providers, i.e., an extranet. The degree of clo-
sure depends, among other things, on the trust and integrity needed in
the processes. In order to add support for service identification as well as
service delivery and creating value for the customer we also need an ex-
plicit context and context based services. As an example, the concepts of
offer, bid, auction, and bill have to have a common meaning or semantics
(depending on the context) in order to become a basis for electronic sup-
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ported business processes. A common name for this kind of context is a
community. In summary, the kind of infrastructure we are aiming at can
be described as follows. An extranet supporting several communities,
which each is an environment enabling user-centric services.

Furthermore, in order to reuse business component in several applica-
tions we should have a service oriented architecture rather than a tradi-
tional client-server architecture, [12]. In a typical client-server application
the business rules are hardwired as code on the client and server side
making it difficult to change or extend applications. Furthermore, some
business data such as customer profiles are needed in several applica-
tions and typically have to be duplicated in client-server type of applica-
tions. In a service oriented, or component based, architecture there are a
set of common and re-usable ‘business components’ providing services
to active objects, agents, and thus creating applications. An example of
this type of architecture and adaptive services is ‘Active documents’, which
we will return to in section 4.4. Let us take an other example. In the ISES
project have we developed two kinds of agent based applications: Dis-
tributed load management and Value added customer services in intelli-
gent buildings, [2], [4]. Integration of these applications is not straight-
forward since we might have conflicts between the goals of the services
energy saving and, e.g., comfort of living. The integration will be simplified
by defining and using common components and active components
(agents) as a basis for the two applications in a service-oriented architec-
ture. Additional components or agents can then be added to resolve or
highlight potential conflicts to the user.

The following figure 4:1 captures the main components of a community-
based infrastructure mentioned in the previous paragraph. Of specific
interest to us are communities of smart equipment, e.g., communities of equip-
ment and services in smart homes, e.g., Homebot based services.
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Figure 4:1. Basic components of a service oriented electronic market place.

Our findings of some characteristics of models of interactions are col-
lected in the following table 4:1.

Table 4:1. Characteristics of some models of interaction.

In the table 4:1 we compare four interaction models. The first model, a
commodity market, could be a stand, among many other similar stands,
offering a commodity (e.g., kWh) for locally the same price and with usu-
ally low profit to passers-by. The interaction model Interactive Bill, reflects
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an electronic interaction window (typically a frame in a first generation
of catalogue based web sites) where a user can read information and an-
swer or put questions in a pre-defined style. The third interaction model,
communities, pre-supposes a common vocabulary and support for busi-
ness processes and business creation. In the latter case we mean support
for matching customer needs with business opportunities. The last model
of interaction, virtual organisations, also have explicitly defined roles for
the team members and also explicitly defined business rules, social rules,
commitments, contracts, team formation methods and rules, and goals
and methods for knowledge creation and knowledge management.

The yes/no entries in the table indicate that it is possible or impossible to
implement the three tasks, mentioned in the headings, in the different
interaction models. The bottom line is that an interactive bill approach
would not suffice if we intend to create an electronic service market with
potential. On the other hand, a full-fledged virtual organisation is over-
kill as a market model. A virtual organisation is more properly based
within an organisation, i.e., supported by an intranet. In summary, a proper
infrastructure for a flexible service based market between customers and
their service providers is a community.

In the following section 4.4 we evaluate our efforts in the ISES subproject
Databases and Standards in Information Networks and also, as illustra-
tion of services, the efforts of the subproject Distributed Autonomous
Decision Is-lands, [4]. Occasionally, we will refer to figure 4:1 or figure 4:2
in order to highlight dependencies.



71

4.4 Databases and Standards in Information
Networks

The content and sub goals of this subproject have changed throughout
the life span of the ISES project. The overall insight that standards and
databases are a core technology supporting business processes has how-
ever remained invariant.

From figure 4:1 we find that customers and service providers are inter-
connected in communities supported by extranets. As an example we
can have a community based on services related to power consumption.
In this context we can easily implement the concept of an Interactive Bill
mentioned in section 4.3.3, [10]. Members of the community have a clear
and common understanding of all the concepts and their use in the inter-
action.

Assume now that the service providers (utilities) somehow can identify a
new service possibility by being told by customers or by inference from
customer behaviours. The next step for the service providers would be to
identify relevant competence and knowledge within their companies.
From that point the service providers could assess the new business case
and eventually offer a new customised service to the community. There
might also be possibilities to adapt the service to needs in other commu-
nities. This is an example of knowledge management where we have
used and strengthen the customer intellectual capital (more value-added
relations) as well as utilised the intellectual capital in companies to meet
new business opportunities, [14].

The example above might seem farfetched but reflects what is now hap-
pening in many parts of the financial sector, e.g., quicken.com, or in
eCommerce, e.g., amazon.com.

Obviously, in order to develop information systems based on communi-
ties, we have to understand and model the content and purpose of the
information exchange as outlined in the example above, [3]. Clearly this
mean that we have, as we discussed in relation to figure 4:1, to bring
‘semantics’ or context to the technical infrastructure provided by extranet
standards, [13]. The technical infrastructure can be seen as scaffolding for
communities.

We will now present our work and lessons learned from the ISES
subprojects mentioned above under the following two headings.
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– Standards for information structuring, use and re-use.
– Active components in information networks.

In the first section, section 4.4.1, we focus on information structuring as a
base for creating content with meaning and hence possibilities for knowl-
edge sharing. The next section, section 4.4.2, addresses the need for sup-
portive information nets going beyond present day time-consuming
browsing for information.

4.4.1 Standards for information structuring, use and
re-use

Key factors for the success of web-based publishing, the first wave of
Internet applications, are the standards HTML and http. The Hypertext
mark up language, HTML, is used to define, or mark up, the structure of
the content of a ‘document’ and http is the hyper text transfer protocol.
The use of the URL addresses makes it possible to create hyperlinks, a
web, of interconnected documents. Standardised browsers and search
engines make it possible for a wide audience to access and search web-
sites for information in HTML-documents.

Besides the mark up of the content, the HTML standard also specifies the
layout and presentation of the document. The browsers, e.g., Netscape or
Explorer, can then fetch a document with a given URL-address using the
hypertext transfer protocol http and parse and display the HTML docu-
ment The strengths of the HTML-http standards are also key reasons for
their weaknesses. Currently, most developers provide a mixture of con-
tent information and display information, and this makes it very difficult
to search HTML-documents based on content. These difficulties are mani-
fested in all efforts to create efficient search engines for Internet. In short,
if you do not have explicit content information it is difficult to access that
kind of information! Merely syntax information creates the explosions of
hits we now experience in searching the Internet. As an example, an
AltaVista search of ‘Power’ gives you in the order of 7 029 606 web pages
to look at! The Internet is too underdefined with respect to semantics or
meaning.

The standard HTML was established in 1993 and is based on the ISO
standard SGML. The SGML standard is used to describe tags, content, in
a (generalised) document. The definitions or SGML tags are then speci-
fied in DTDs, Document Type Definitions. Presentations are also specified
using a style standard DSSSL.
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At the beginning of the ISES project we aimed at using SGML together
with other standards to specify ISES documents. The purpose was to have
a clear separation between content, meta information and presentation
for reasons discussed earlier. At that time there was very little tool sup-
port for this attempt, so we postponed our efforts of having SGML docu-
ments in an Informix-Illustra database web-accessible through DTD-based
data-blades.

Meanwhile, the W3C consortium made efforts to define a new standard,
based on the SGML standard, supporting advanced  web-publishing and
other web-based applications. The standard proposal was named XML,
Extensible Markup Language, and was released in the beginning of 1998.
The XML family of standards includes DTDs and a standard RDF for
translation between DTDs as well as a hyper linking standard, XLL, for
combining XML documents. Furthermore we have the style standard XSL,
a subset of DSSSL (Prescod) and a Meta Content Framework (MCF) to
provide information about information. Major vendors support the XML
family of standards and new tools are developed continuously.

The rapid development of the XML family of standards is of course due
to a general understanding that we need methodologies and tools to sup-
port structuring of web-based documents. In fact the XML standards are
rapidly becoming the default choice for information structuring as well
as for high-level message passing between smart software, e.g., as an
agent communication languages (ACL). The XML approach to high-level
message passing in electronic media is under investigation in standardi-
sation bodies such as FIPA and in several EC funded projects. In the EC
funded network of excellence AgentLink there is also a special interest
group on Intelligent Information Agents where the XML approach is a
key technology.

We have in the ISES project focused on a methodology, decision style theory,
as a means for precision marketing, [11], [15].  In our context we can say
that decision styles provide a methodology to judge how much informa-
tion is suitable for a person in order to provide just enough information
in a given decision context. Given this information a trained human be-
ing could ideally provide that kind of information from a given informa-
tion source. A challenge is, of course, to automate this process. This is far
from a simple task as we have learned from our experiments, [3], [12]. We
can, using the XML family of standards, of course ‘hand-code’ the con-
tent of small information sources to reflect a view on different decision
styles. In order to make advancements we have to, at least, include meta-
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information and settle on semantics. That is to establish a suitable set of
concepts and relations, ontologies (e.g., specifications of shared
conceptualisations of persons and of agents in a context or organisation),
which are shared among users in a community. That kind of effort is un-
der way at HK/R in several master projects, e.g., [3], [12], [16]. A key
methodology supporting these efforts of knowledge requirement engi-
neering is the de facto standard CommonKADS, [17].

Given that we indeed can provide a community-wide ontology, we still
have to embed the information exchange in a context dependent dialogue.
A promising technique in this direction is adaptations of situation seman-
tics, [8], [9], [13], which are in the research focus at HK/R.

To summarise: The decision style approach addresses one important view
on information exchange. It is still an open question how much of the
underlying technique can be automated. Technologies such as the XML
family extended by meta-information technologies and supported by
community wide ontologies are necessary but not sufficient conditions.
In order to have a full-fledged dialogue as in the example above we also
have to understand the purpose and context of the information exchange,
[1].

4.4.2 Active components in information networks

Information and knowledge exchange is hampered if we only rely on a
passive information net. That is a browser style of ‘clicking and waiting’.
The general situation would not change even if we had at our disposal
suitable meta information telling us in advance what kind of information
the URL address is providing.

In the ISES project we have addressed some problems with a passive
information net by designing and implemented demonstrators on ‘Ac-
tive billboards’ and ‘Active documents’, [12], [16].

The main idea behind an active billboard is to create a well-known meet-
ing place in a (virtual) organisation or in a community. That is a place
where you always know that it contains information of general interest.
The active part of the billboard is a mechanism that allows you to sub-
scribe and unsubscribe information on a topic attached to the billboard.
Of course, you can also, if you have the right authority, add new topics.
In that case, the billboard automatically informs subscribers of ‘semanti-
cally near’ topics about the new service. The design of the demonstrator
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was a nice example on development of ontologies and use of models in
CommonKADS on organisations, tasks and agents.

The active billboard illustrates the theme ‘information available’. Our
design and efforts on ‘Active documents’ have an other focus. In this
case we have a known group participation in knowledge sharing on a
specific topic. As an example, we can think of documents needed and
created during a meeting or documents needed for project management.
The idea is that the documents ‘knows’ when and where to go, i.e., they
support a business process. Again we have done some exercises on
ontologies and CommonKADS knowledge engineering. Based on this
information, we have also made, as we have mentioned above, some struc-
turing supporting different decision styles. The active documents are built
of reusable components managed by smart facilitators in a service-ori-
ented architecture. Service-oriented architectures are basic requirements
in building enterprise wide information systems, where major business
objects can be re-used.
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4.5 Conclusions and pointers to the future

To summarise, we have the following list of lessons learned from the
infrastructure projects of the ISES project.

• Going from selling of a commodity to creation and selling of value
added services to customers is a knowledge intensive task.

• The supporting infrastructure has to be designed to support the busi-
ness relation and process between customers and service providers.

• There are emerging standards, the XML family of standards, which
provide means for structuring of information which allows for intelli-
gent support of electronic information sharing.

• A suitable framework seems to be an extranets supporting a commu-
nity of customers and service providers.

• Social and organisational aspects play and important role in virtual
organisations. These aspects might be difficult to specify and imple-
ment in systems.

• The ISES project has given valuable insights on these topics.

In an ongoing Ph.D. project at HK/R is Nasrin Biglari modelling the ISES
project as a community creating and presenting information on demand
from other members of the ISES team or from ISES sponsors. As a first
step she has used the CommonKADS methodology in a requirement
analysis of a supporting ‘smart information system’.  The findings sup-
port our earlier discussion and can be summarised in the following mes-
sage.

In a distributed and virtual organisation people have different interests,
styles and are (relatively) difficult to co-ordinate because they are distrib-
uted in space and time. So, common processes are (and must be) rela-
tively limited. Thus the social aspects of a virtual organisation pose rather
strong and specific demands on the design of technical infrastructures
for knowledge sharing and management! These findings are also con-
firmed by lessons from the ISES subproject on Virtual organisations as
reported in an other chapter of this book.

It is often said today that IT systems have to be in alignment with busi-
ness processes. We agree but add that the systems also have to be in
alignment with people’s needs hand habits. These demands are daunt-
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ing if we aim at support for virtual organisations. However, if we limit

ourselves to business communities, as we have discussed earlier (table 4:1),
it is quite feasible that we can in an evolutionary way develop very useful
and profitable support systems for new business processes.

Our next steps in this direction will be in the It in Energy project, which is
the planned continuation of the ISES project.
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4.6 References

URL addresses
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Home page for the Research group SoC, Society of Computation, at Uni-
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URL:www.sikt.hk-r.se/~soc

Selected references

[1] Akkermans, H., Gustavsson, R., and Ygge, F.: An Integrated Struc-
tured Analysis Approach to Intelligent Agent Communication. In
Proceedings of IFIP’98, World Computer Congress, 1998.

[2] Akkermans, H., Ygge, F. and Gustavsson, R.: HOMEBOTS: Intelli-
gent Decentralized Services for Energy Management. In J.F.
Schreinemakers (Ed.): Knowledge Management: Organization, Compe-
tence and Methodology, Ergon Verlag, Wuerzburg, D, 1996 (Proceed-
ings of Fourth International Symposium on the Management of
Industrial and Corporate Knowledge,ISMICK’96). Also Research
Report ISSN 1103-1581, ISRN HKR RES —96/12 —SE.

[3] Bengtsson, Peter: XML- Reasons and Reality. M.Sc. Thesis, IDE, HK/
R, 1998.

[4] Boman, M., Davidsson, P., Skarmeas, N., Clark, K., Gustavsson, R.:
Energy Saving and Added Customer Value in Intelligent Buildings.
In Proceedings of The Third International Conference of Intelligent Agents
and Multi-Agent Technology, PAAM’98, London.

[5] Bosch-Sijtsema, P.M.: Crossing Learning Boundaries. The Utility
related Virtual Organisation ISES. Newsletter of virtual-organization.net
(Version 2) in VoNet 1 (1997) 5 (Dec. 1, 1997). Electronic
journal:www.virtual-organization.net

[6] Bosch-Sijtsema, P.M.: Virtualising the Utility Industry through
Interorganisational Learning. Proceedings of DA/DSM 97 Europe,
Distribution Automation & Demand Side Management, PennWell, 1997.

[7] Bosch-Sijtsema, P.M. and Bosch, J.: Virtual versus Physical: The
Future? In Proceedings of DA/DSM Europe 1996, Distribution Auto-
mation & Demand Side Management, Volume I, pp: 449-467,
PennWell, 1996.



79

[8] Devlin, K.: Language at Work. CSLI Publications, Stanford, USA, 1996.

[9] Devlin, K.: Goodbye, Descartes. The end of logic and a search for a new
cosmology of the mind. John Wiley & Sons, Inc., 1997.

[10] van Dijk, E., Raven, R., and Ygge, F.: SmartHome User Interface:
Controlling your Home through the Internet. In Proceedings of DA/
DSM Europe 1996, Distribution Automation & Demand Side Mana-
gement, Volume III, pp: 675 - 686, PennWell, 1996.

[11] Driver, Michael J. Prof. & Petra Bosch-Sijtsema (1997): Style-based
Team-Building of Virtual organisations: The ISES Case of R&D
Cupertino in the Utility Industry. Proceedings DA/DSM 97 Europe,
PennWell, 1997.

[12] Fredriksson, Martin: Active Documents and their Applicability in Dis-
tributed Environments. M.Sc. Thesis, IDE, HK/R, 1998.

[13] Gustavsson, R.: Multi Agent Systems as Open Societies - A Design
Framework. In Proceeding of ATAL-97, Intelligent Agents IV, LNCS
1365, Springer Verlag, 1998.

[14] Gustavsson, R.: Requirements on Information Systems as Business
Enablers. Invited paper, in
Proceedings of DA/DSM DistribuTECH’97, PennWell, 1997.

[15] Larsson, R. and Sweet, P.: Interactive Marketing Information Sys-
tems: Towards High-Precision Market Communication through elec-
tronic Media. In Proceedings of DA/DSM ’96, pp.  535 – 547, PennWell,
1996.

[16] Ramestam, J. and Sassner, J.: Efficient Information Distribution. M.Sc.
Thesis, IDE, HK/R, 1998.

[17] Schreiber, A. T., Wielinga, B. J., Akkermans, J. M., Van de Welde, W,
and de Hoog, R.: CommonKADS - A Comprehensive Methodol-
ogy for KBS Development. IEEE Expert Vol. 9, No 6, 1994.



80



81

Chapter 5

Smart Solutions:
Energy Management through Electronic

Markets

Akkermans, H. – Ygge, F. – Andersson, A

5.1 Executive Summary

Advances in Information and Communication Technology (ICT) offer new op-
portunities to achieve savings in energy use and costs. To this end, we have
developed smart  distributed software, in the form of so-called intelligent soft-
ware agents that we call HomeBots. They act  as equipment representatives work-
ing in the interests of the customer. We explain how industrial equipment and
household appliances can communicate and negotiate with one another, such
that the total demand in the energy system is automatically optimized. Elec-
tronic auction-like markets are a key mechanism in this innovative approach to
energy demand management. Simulations show that the HomeBots technology
can successfully handle very large numbers of electric loads (order thousands
and more) automatically and simultaneously, and that significant savings can
be achieved. We report on  power line communication field tests conducted at
Villa Wega (an office building in Blekinge County, Sweden) proving the feasibil-
ity of  our approach. Finally, we summarize the features and advantages of the
present approach, and point out next R&D steps within the European IT in
Energy initiative in the near future.
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5.2 Introduction
New opportunities: two-way communication
between utility and customer

The Information Age is inconceivable without electricity. But, the way in
which electricity is produced and distributed to its billions of customers,
will radically change as a result of the Information Age. Global networks
such as the Internet connect people on a worldwide scale. Local access
networks - assuming different forms, from telephone copper, cable TV,
wireless, satellite - serve to interconnect people at the level of local build-
ings, offices and homes. Today, even the power line can be used to this
end. One very recent form of local access, covering “the last mile to the
customer”, lies in using the electrical grid itself as a communication me-
dium: a technology known as Power Line Telecommunications (PLT). This
makes it possible to realize two-way communication between utilities and
their customers. In point of fact, it is even possible to connect and com-
municate with individual electrical devices and appliances, since Internet-
type technology now also works over the power line. So to speak, “smart”
industrial and household equipment, interconnected by networked mi-
croprocessors, is itself becoming part of the Information Society. Wall sock-
ets and home electrical meters will be contact points not only for electric-
ity, but also for information and communication.

utilityutility customercustomer utilityutility customercustomer
kWh

&

kWh

info

Figure 5:1. Through advances in information and communication technology,
two-way communication between the utility and its customers has become possi-
ble. As a result, the strategic position of energy businesses is shifting from pure
product delivery (left) to  customer-oriented service offerings (right).

These advances in information and communication technology (ICT) co-
incide with an ongoing process of liberalization and deregulation of the
energy and telecom industry sectors, in Europe and elsewhere, enhanc-
ing competition and customer pressure, and increasing societal demands,
such as the concern for our environment. The combination of these tech-
nological, economical and societal factors has a profound influence on
the strategic position of energy utilities. This strategic change, from one-
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way energy production orientation to two-way customer-oriented serv-
ice offerings, is visualized in figure 5:1.

This transformation poses many challenges and opportunities for new
services and applications, but also raises new questions.  What kind of
new applications are enabled by advances in ICT technology? How should
the underlying business strategies and concepts be shaped? How will
customers react upon new offerings? Here, we will discuss a specific type
of applications of  innovative information technology, namely, how to
automatically achieve distributed energy demand management on a very
large scale, involving thousands (and more) of industrial and household
devices and appliances.
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5.3 New applications: large-scale distributed
energy management

The challenge of efficiently managing the total energy system is easy to
state: at each and every point in time and space, energy delivery through
the production and distribution network must exactly match the wide
variety of energy consumption demands stemming from extremely large
numbers of devices and processes of all kinds at the customer side (figure
5:2).

Production

Water 
Heaters

Public 
Building

Uncontrollable 
Loads

Figure 5:2. The energy system challenge: at every instance, energy production
and distribution must exactly match the fluctuating demands of  large numbers
of energy-consuming customer devices.

As illustrated in figures 5:3 and 5:4, energy demand varies depending on
the nature of the customer premises, and it shows big fluctuations over
time. One possibility to increase the efficiency of the energy system is to
try and manage customer equipment so as to reduce the temporal fluc-
tuations in demand (figure 5:4). As energy-consuming devices are known
as loads in this context, this is called load management. The goal of load
management is to move demand from expensive hours to cheaper hours.
This reduces costs, curtails energy system over- or under-capacity, and
enhances the utilization degree of investments in existing energy net-
work assets.
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Energy load management is already an old idea used on a limited scale
with large customers. When big peaks occur, utilities may be allowed to
shut down certain customer processes in return for a certain financial
compensation to the customer (direct load management). Or, such ac-
tions may be undertaken by customers themselves (indirect load man-
agement), often triggered by contractual penalties if the energy consump-
tion exceeds specified ceilings. However, the current approaches to load
management are restricted in scale and scope, as they essentially depend
on one-way human decision making and control regarding a small number
of energy-consuming devices and processes.

Figure 5:3. The energy demand (load) curves of a large office building site, over
a two-months period. (Courtesy data: Netherlands Energy Research Foundation
ECN, Petten, NL.)
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Figure 5:4. The characteristic daily energy load curve of a residential household.
The goal of energy load management is to move demand from expensive hours to
cheaper hours. This reduces costs and improves the utilization of existing energy
production and distribution network assets.

Due to the expanding capabilities of ICT, these limitations will become a thing of
the past. The challenge is to automatically manage large numbers of loads simul-
taneously. In particular, it should become possible to handle all electrical loads
beyond the secondary substations on the 230V low voltage grid. In Europe, a
typical “cell” beyond such substations covers about 250 households, involving on
the order of thousands of relevant loads. Similar numbers hold for office and plant
sites. This is several orders of magnitude larger than in current forms of load
management but as we will show, today this is nevertheless possible. The trick is to
let smart equipment manage itself, programmed with the goal to find the optimum
situation of energy use.
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5.4 The concept: HOMEBOT equipment agents
acting on electronic markets

Electrical devices can nowadays possess communication and informa-
tion-processing capabilities, by supplying them with networked micro-
processors. This opens up new avenues for energy and telecom applica-
tions. In everyday language, it is now technologically possible that soft-
ware-equipped communicating devices “talk to”, “negotiate”, “make
decisions” and “cooperate with” one another, over the low-voltage grid
and other media. So, we equip every load in the system with a small
computer program (in the computer world known as a software ‘agent’)
that act as its representative. These software agents we call HomeBots - a
name inspired by smart equipment as featured in the tv series Star Trek
and in Isaac Asimow’s robot stories.  The task of these agents is to take
care of their electrical devices, such that they serve as a kind of  personal
assistant  to help realize the customer’s wishes.

A “ Soc iety” o f Intelli gent Devices

Figure 5:5. Devices are equipped with smart small software programs called
agents. These “HomeBot” software agents communicate, act and cooperate as
representatives assisting the customer, to achieve goals such as energy load
management.

We use this concept to achieve distributed load management in a novel
fashion: by an interacting “society of intelligent devices” (figure 5:5). It is
the responsibility of each HomeBot agent to make the best use of electric-
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ity at the lowest possible cost. This may be realized by a proper timing of
electricity use, by shifting the energy consumption of the represented
device to cheaper periods. Of course, not many customers would want
their tv set or microwave oven suddenly shut off for saving reasons, but
there are many electric loads where time-of-use shifts are well possible.
Examples are devices with recharge batteries, dish and laundry washers
(for example in their use overnight), and especially space and water heat-
ing/cooling equipment, because these involve relatively slow thermody-
namic processes with reasonable tolerances. Importantly, the latter are
responsible for most (about 80% in many cases) of the energy consump-
tion in residences and offices. Another important observation is that when
each equipment agent would carry out time-of-use shifts to cheap hours
in a completely individualistic fashion,  a sub-optimal situation would
result: all agents would move towards the same cheap spots, creating
peak demands there instead. Hence, HomeBot equipment agents must
communicate and interact in order to achieve the desired overall opti-
mum load situation. Equipment only becomes smart through interaction.
This is achieved by their working together on an electronic market.
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5.5 The electronic market process: negotiating in
an energy auction

5.5.1 Basic Scenario

One possible scenario for distributed load management based on an elec-
tronic market is depicted in figure 5:6. It shows the tasks carried out by
software agents representing the utility and the customers, and the com-
munication links between the agent tasks.
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Figure 5:6. A basic energy management scenario, in the form of a dialogue dia-
gram, depicting the agent tasks (boxes) and transactions (arrows) in an elec-
tronic market for energy load management.

To begin with, a software agent representing the utility (say, at the level
of a secondary substation) announces the start of a load management
action to the customer agents (which may represent a smart electricity
meter in a household or plant, or equipment beyond that such as heat-
ers). For example, if its goal is to reduce current energy consumption, it
may offer a price or tariff different from the usual one.
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5.5.2 Auction: bid-assess-award

The customer agents then determine whether they are interested in par-
ticipating in the load management action. This is based on the custom-
er’s preferences and is, of course, changeable by the customer. On this
basis, the customer agents prepare bids to postpone or reduce energy use
in return for some financial benefit as offered by the utility. The totality of
submitted bids is assessed in an auction in the same way as in a free,
competitive market. In our system, energy is treated like any resource or
commodity that is traded on a market. In actual fact, we have a multi-
commodity exchange market, since the energy in different time periods
(e.g., the 24 hours of a day) represents different commodities on the mar-
ket. In a load management action there is a certain limited supply. Both
the utility and the customer agents also have a certain demand for en-
ergy in different time slots, for which they are willing to pay a certain
price. How much everyone gets, and at what price, is determined auto-
matically in the auction.

[Reduction need? Yes]
/Announce & Kick-off

[Convergence? No]
/Next Round

[Interested? Yes]
  /Express Preferences

[Interested? No]
/Opt out

[Bids Received?]
/Assess

[Power Need?]
/Bid & Submit

Preferences
Calculated

Opted
Out

Auction
Running

Bid
Submitted

Resource
Allocation
Computed

[Convergence? Yes]
/Award & Present

Auction Completed 
&

Awards Communicated

Figure 5:7. The dynamics of the energy auction, in the form of a UML state
diagram. Boxes indicate states, arrows stand for state transitions. The arrow
labels tell  under what conditions state transitions occur and what actions then
are carried out by the HomeBots system. The solid ball (upper left) denotes the
starting state of the auction, and the encircled balls are end states.

The dynamics of the auction is shown in figure 5:7. The auction continues
in a number of rounds until a market equilibrium is established. This is
the case when supply becomes equal to demand at the market clearing
price. Then, each participating agent achieves the best possible deal in
terms of obtaining energy over different time periods versus spending
financial budget. Economic market equilibrium can be proven to corre-
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spond to the optimum allocation of available energy over all involved
equipment agents. The outcome of the auction thus is a reallocation of
the available energy and, notably, the best possible one.

5.5.3 Post-market process: scheduling, implementing,
monitoring

After the auction has been completed, its outcomes are awarded and com-
municated to all agents involved, see  figures 5:6 and 5:7. Next, the loads
are scheduled in accordance with the awarded power over some agreed
period, say, the next hour. This is implemented through appropriate on/
off switching of the involved loads, whereby power-line communication
will typically play an important role. The awarded power must be sched-
uled over time, such that (i) the agreed amount of power is delivered
averaged over time, while (ii) at the same time fluctuations and on/off
switching costs are minimized. Computationally, this is a matter of satis-
fying a number of simultaneous constraints. Also this process is carried
out automatically, and special algorithms have been developed for this
scheduling of power delivery. The average on/off switching interval can
thereby be chosen as a free parameter. Finally, the auction awards as well
as the subsequent implementation results are monitored by all parties,
providing a database of the facts needed in the contracts between utility
and customer.

5.5.4 Customer requirements: how to express and use
them in electronic markets

In electronic commerce and trading, many different market models are in
use. In the HomeBots market technology, we employ theory available
from economic science, in particular from the field known as micro-eco-
nomics. This has several advantages. First, micro-economic market theory
is mathematically formulated and consequently allows to rigorously prove
certain properties of the functioning of the market. One important exam-
ple is the fact that, under suitable conditions, market equilibrium coin-
cides with the goods allocation that is optimal for all agents. So, the only
thing the computer needs to do in performing an electronic auction is to
search for an equilibrium. This is perfectly possible, because the math-
ematical formalism of micro-economic theory is readily adaptable for com-
puter implementation. This is a second advantage of using micro-eco-
nomic market theory.
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An important issue in electronic trade is how to express and deal with
customer requirements. Here, we again take advantage of ideas from eco-
nomic market theory, which employs so-called utility functions. They
express in a numerical way the value for the customer (i.e. the utility) of
getting a certain amount of the commodities being traded (such as en-
ergy): the higher the number, the higher the demand. Some typical utility
curves are depicted in figure 5:8.

Utilit y

Power

Marginal Util ity

Allocated amount

The HomeBots syst em
calcu lates  the market
equilibrium to  achieve
optimal energy use.

Utilit y

Power

Agent 1Agent 1 Agent 2Agent 2

∆    Power 

Figure 5:8. How the electronic market works. The power allocation to the HomeBot
agents is adjusted in each auction round, by considering their different bid prices.
Bid prices are visible as the slopes of the utility functions (that is, the marginal
utilities). When the overall allocation has become such that all bid prices are
equal, a market equilibrium obtains. No agent will gain any further by buying or
selling: the load management action as a market process is complete.

Then, the customer valuations of the goods on the electronic market can
be quantitatively ordered and compared, a task that is easy to carry out
automatically.

How the electronic auction actually works is shown in figure 5:8. The
slope (or derivative) of a utility function is called the marginal utility.
This marginal utility represents the bid price of an agent: the steeper the
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slope, the higher the bid price. In each auction round, the allocation of
goods – here, the power in different time slots - is changed by an auction-
eer agent, until all bid prices (marginal utilities) have become the same.
The price that is shared in the end by all agents is the market clearing
price associated with market equilibrium. No agent will then gain any
further by buying or selling energy, and so the load management action
as a market process has been completed.

As a concrete example of utility function and market concepts, consider
climate control in buildings, an application we have studied in depth.
Qualitatively speaking, customer utility in a household or office setting
is to achieve maximum comfort at minimum cost. For heating and cool-
ing equipment, comfort is represented by the fact that the actual building
temperature does not deviate too much from the setpoint temperature. A
numerical measure for comfort therefore is to take the (squared) tem-
perature deviation -(Tactual - Tsetpoint)

2. Cost is of course represented by
the amount of money to be paid for used energy. A corresponding utility
function is thus obtained by the above comfort measure minus the en-
ergy costs. This leads to utility functions with shapes depicted in figure
5:8.

Load management actions in such a climate control setting exploit the
fact that there is an acceptable difference between actual and setpoint
temperature. This is where specific customer needs and characteristics
come in. Namely, the allowed “bandwidth” between actual and setpoint
temperature differs for different customers, and thus is a parameter of
the utility function that may be freely set by customers upon controlling
their home or office. Marketing studies carried out elsewhere in the ISES
project and the IT in Energy programme give more insight into such cus-
tomer characteristics. An important general conclusion of our studies of
building climate control is that decentralized electronic markets produce
results of the same high quality as when we would have a big centralized
building controller in place. Hence, electronic markets prove to be a good,
and much more flexible and scalable, alternative to conventional central
control solutions.
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5.6 Electronic market simulations: real-time cost
savings

The discussed HomeBots agent and market technology has been fully
implemented in a computer system. With this system, many simulation
experiments have been performed. An example is shown in figure 5:9.
The utility agent is instructed to reduce the overall customer load, by
offering a raised bid price to customers in order to sell less power (time
point 2). Then, an auction is started, resulting for the various customer
agents in a balanced reduction of energy consumption. The optimum situ-
ation, i.e. market equilibrium, is achieved in just a few negotiation rounds.

Figure 5:9. Simulation of an auction for load management. The upper curves
represent the consumption of the consumers and the lower curve represents the
production of the utility. At time point 2, the agent representing the utility
attempts to reduce the amount of sold power in a load management action by
raising its bid price. It is seen that all customer agents decrease purchased amounts
and thus reduce power use in a balanced way. The optimal situation (market
equilibrium) is reached at time point 5, that is, in only three negotiation rounds.
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This picture is representative for all simulations we have carried out. Based
on many simulated experiments, the market information-exchange and
problem-solving mechanisms turn out to be fast, simple and efficient.
The scalability of the HomeBot approach proves to be highly satisfactory:
having thousands of equipment agents, or even more, simultaneously
involved in an auction presents no problem whatsoever. Performing elec-
tronic markets is a matter of milliseconds. The same holds for the sched-
uling process after the market has been held. Summarizing, our research
shows that intelligent agent and market software technology is well suited
for large-scale distributed applications such as energy demand manage-
ment.
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Figure 5:10. Left: used power in different periods (hours) is shown with and
without load control. The result of load management is that load is moved from
the peak period 2 to the other periods. Right: the market prices of the various
periods are visualized. The cost of  the peak period has been reduced by 35 %,
whereas the total costs summed over all periods have been reduced by 15%.

Simulations as those in figure 5:9 demonstrate the technical feasibility of
the electronic market approach to energy management. In figure 5:10 we
present a simulation that, moreover, shows how real-time energy sav-
ings can be achieved. We use an energy system set-up like the one in
figure 5:2. In the simulation example of figure 5:10 it involves one pro-
duction unit, nine warm water heaters, one public building and includes
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a number of uncontrollable loads. In figure 5:10, the energy consumption
with and without load management through electronic markets is com-
pared (left), and the corresponding market prices (the marginal produc-
tion costs) are shown (right). Load management results in shifting load
from the peak period 2 to the other periods. As a consequence, the mar-
ket price of period 2 has been reduced significantly. Peak hour cost is
reduced by approximately 35%. In addition, the total costs summed over
all time periods have decreased by about 15%. Thus, there is a substantial
overall gain due to our electronic market for energy demand manage-
ment.
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5.7 Information systems: methodology and ar-
chitecture

Development of large-scale applications such as market-based load man-
agement raises many issues related to complex systems engineering and
its methodology. We will very briefly touch upon a few of them. First,
implementation and programming in the large require a good concep-
tual reference model of the application domain at hand. In addition to
sound models from the domain itself (such as micro-economic market
theory in our case), methodology from knowledge engineering, intelli-
gent-agent and object-oriented systems development appears very help-
ful here (cf. figures 5:6 and 5:7). Second, an important software engineer-
ing principle says that, ideally, the architecture of an information system
reflects the conceptual structure of the real-world application domain it is
built for. This makes information systems easier to understand, design
and maintain. This principle is also valid here. Therefore, the architecture
of a distributed load management system is typically as shown in figure
5:11. The power distribution system is inherently very hierarchic, and the
structure of a load management system will normally reflect this.

Figure 5:11. The general architecture of a market-based load management sys-
tem. The HomeBot equipment agents are connected to auctioneers which, in
turn, are connected to other auctioneers in a hierarchic fashion.
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Production
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This still leaves several degrees of freedom in designing information sys-
tems for distributed  applications. For example, where the software agents
are physically placed depends on the communication and computation
characteristics of the hardware. If the communication is very fast through-
out the system and there are powerful micro-computers at each electric
load, it makes sense to place the HomeBot agents at the loads for
modularity reasons. On the other hand, if the communication between
the HomeBots and the first auctioneer (e.g., the one placed in a second-
ary substation) is relatively slow and the processing power at the loads is
very limited, all agents belonging to the same (substation) area might be
placed on the same computer host for efficiency reasons.

Another degree of freedom lies in the market design, because there are
many conceivable procedures to perform electronic auctions. For this, we
have developed and published a variety of novel market algorithms, with
different pros and cons. It is possible, for instance, to devise a special
class of market algorithms that take advantage of the hierarchical nature
of the energy system; these also turn out to be very robust with respect to
irregular shapes of utility functions. Alternative algorithms we have de-
veloped provide very high convergence speed to market equilibrium, but
are less robust. Thus, the challenging nature of applications such as large-
scale distributed energy management generates innovative insights and
methods that advance software technology in general.
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5.8 Field tests: the Villa Wega power-line com-
munication experiments

In the town of Ronneby (in Blekinge, a county in the South-East of Swe-
den), EnerSearch is conducting agent-based load management tests to-
gether with a number of European energy utilities and system suppliers,
including ABB Network Partner, IBM Utility and Energy Services,
Electricité de France, PreussenElektra and Sydkraft. Equipment for com-
munication over the power line has been installed in Villa Wega, a large
villa used as an office building for the university, and in 70 households in
Ronneby. The HomeBot system has been connected to the various com-
ponents of the heating installation of Villa Wega, consisting of 28 electri-
cal radiators. Each individual radiator is separately metered and able to
communicate with the HomeBot system over the power line. This tel-
ecommunication includes the capabilities to read the current load state of
any individual radiator, to change this state by giving on/off switching
instructions over the power line, and to obtain real-time data concerning
the accumulated energy consumption for each device. The installed hard-
ware allows all agents to run on a secondary substation computer (essen-
tially a standard IBM compatible PC). The hardware and telecommunica-
tion architecture of the field experiments in Villa Wega is presented in
figure 5:12.
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Figure 5:12. The set-up of the Villa Wega field tests.
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Thus, it is possible to test the discussed concepts for distributed load
management in a realistic situation. Field experiments performed at Villa
Wega study the suitability of power-line communication for load man-
agement. Some typical test results are given in table 5:1. It shows the
measured total communication times, defined as acknowledged messages
to and from our Java application code to the processors at the loads. For a
vast majority (over 90%) of the messages, the response time lies in the
interval between 0.54 and 0.99 s., so that the median is significantly be-
low 1 second. Average delay is 1.29 s. and the standard deviation is 2.11 s.
The clustering of communication times is related to re-send timer param-
eters. The success rate was over 98%.

Communication time (s) Message frequency

0.54 ≤ t < 0.99 seconds 11929

0.99 ≤ t < 1.43 473

1.43 ≤ t < 5.00 3

5.00 ≤ t < 5.90 395

5.90 ≤ t < 9.48 9

9.48 ≤ t < 10.37 134

10.37 ≤ t < 13.06 1

13.06 ≤ t < 13.95 257

Total number of messages: 13201

Table 5:1. Some results of the HomeBot power-line telecommunication field tests.

Generally, the various communication tests clearly show that the telecom-
munications required for load management can be successfully performed
on the electrical power line, and hence no extra wiring is required. This is
a feature of prime importance in local telecom access technology. An-
other noteworthy point is that low speeds (a few kbps) suffice for this
type of application. Inter-agent communication in the secondary substa-
tion area is then efficiently managed by a single host, and inter-agent
communication between larger groups of agents can be performed in a
hierarchic manner on faster networks (cf. figure 5:11). The central conclu-
sion of the performed field tests thus is that our market-based load man-
agement is feasible in many realistic customer settings: response times
are short and the reliability is adequate.



101

5.9 Achieved results and next steps

We have presented new concepts for large-scale distributed energy man-
agement. They are based on two-way information exchange, whereby
the load management decisions are made through electronic market
mechanisms similar to an auction. This auction is carried out by small
smart software programs in devices (called HomeBot software agents)
that represent and assist the customer.

This approach has a number of desirable general features:

• Scale. Large numbers of equipment can be dealt with in this approach:
thousands, even millions of devices can be handled simultaneously
by the market mechanism.

• Flexibility. The overall goal of load balancing is achieved by coordina-
tion between many small programs with local information and intel-
ligence, rather than by a single point of control that has to “know and
steer everything”. This gives a much more flexible and natural archi-
tecture in highly distributed applications.

• Adaptability. The present approach deals well with the (common) situ-
ation whereby the environment of the system is changing dynami-
cally, with loads entering or disappearing at unknown and irregular
times.

• Customizability. The approach gives ample room to cater for individual
customer requirements and preferences in interaction styles.

• Wide applicability. Although we have sketched only a restricted sce-
nario for load management, the market programming concept can be
used for many different applications and scenarios. The basic ideas
and procedures remain the same.

A very high degree of automation is achieved in finding the optimum
situation in large-scale distributed energy management. Information ex-
change and problem solving methods appear to be computationally fast,
robust and efficient. Simulations and field experiments confirm the feasi-
bility of the HomeBot agent and electronic market approach. It succeeds
in reducing peak demands as well as overall costs of power delivery and
consumption.

Compared to existing methods for load management, our market ap-
proach has a number of specific advantages:
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1. It provides an integrated strategy for many different loads and con-
tracts. Executable business scenarios may vary from low-level con-
tracts allowing the utility to switch off loads for certain periods to
high-level services, such as indoor temperature control.

2. It enables a natural decomposition, both from a software design and
a computational perspective. All local characteristics are encapsulated
by agents, communicating only through prices and demands, while
performing local optimization computations.

3. It uses highly natural and understandable abstractions: price and
demand.

4. It provides the utility with a compact and uniform estimate of the
energy system characteristics (present and future) in terms of prices
and demands.

5. It allows to obtain a local estimate of the value of the load manage-
ment contract. This enables the utility to do continuous on-line cost/
benefit analysis of every load management contract in the entire sys-
tem.

The metaphor of local agents “negotiating” on their way to market equi-
librium is a very natural and attractive one that simplifies the under-
standing of the principles of the system. This naturalness is important
also from the software engineering perspective. The estimate of energy
system characteristics in terms of prices and demands it allows is highly
relevant to utilities. Well-known concepts from economics such as price
elasticity directly apply. Finally, the local evaluation of load contracts for
every load in the entire system is a useful feature only inherent in a mar-
ket approach. Accordingly, the market design tightly fits the real-world
situation conceptually.

Figure 5:13. Electronic markets for energy management require a variety of in-
puts.
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There are a number of areas that we will further investigate in the near
future. One issue is to further expand the range of application situations
and customer utility functions that can be handled by electronic markets.
The HomeBots technology has the potential to support many more ap-
plications than could be pointed out here. Another important topic con-
cerns information integration: load management will be but one of the
new ICT-based services running on the same power-line information and
communication infrastructure. A significant part of the information in-
volved will be needed across different services. This raises the question
how to connect and integrate relevant pieces of information. Here, reus-
able (service and system) models and architectures, and mechanisms for
the sharing of information and meaning are to be researched. An issue in
customer requirements engineering  — not addressed in economic sci-
ence or market theory, by the way — is how one actually determines a
utility curve in a practical and individual case. In general, this will de-
pend on various factors including personal characteristics of the customer
as well as technical models and data concerning the functioning of de-
vices (see figure 5:13). Handling this aspect properly is a key element in
any new ICT-based service, because it defines how the service is pre-
sented to and interfaces with the individual customer. Now that the un-
derlying software agent and market technology has successfully demon-
strated its feasibility, a major next step is therefore to design and experi-
ment with the full service chain from utility to customer.
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5.10 Bibliographical notes and further reading

We have presented large-scale distributed management through software
agents and electronic markets in an, as far as possible, non-technical way.
Some pointers to the literature that deal with the technical aspects are
given here. The most extensive technical treatment of the present work is
[Ygge, 1998]. A survey of trends and issues in power-line telecommuni-
cations is [Akkermans et al., 1998a]. Conventional energy load manage-
ment is treated e.g. in [Talukdar and Gellings, 1987]. Customer require-
ments in load management are studied in [Sweet, 1997] from a marketing
perspective; see also the chapter in this book on Interactive Marketing
and Organisation Learning Dynamics. Micro-economic market theory is
presented in, e.g.,  [Mas-Colell, 1995] and [Varian, 1992]. A general reader
on software agents is [Bradshaw, 1997]. Agent/market-based building
climate control is dealt with in [Ygge and Akkermans, 1997]. Many dif-
ferent electronic market algorithms are investigated in [Ygge and
Akkermans, 1996, 1998], [Andersson and Ygge, 1998], [Sandholm and
Ygge, 1997], [Wellman, 1993], and [Ygge, 1998]. Related knowledge and
information systems engineering issues are discussed in [Akkermans et
al., 1998b] and [Schreiber et al., 1998].
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Chapter 6

Intelligent Buildings: Energy Saving and
Value Added Services

Davidsson, P.

6.1 Executive Summary

In a de-regulated market the distribution utilities will compete with added value
for the customer in addition to the delivery of energy. We describe a system
consisting of a collection of software agents that monitor and control an office
building. It uses the existing power lines for communication between the agents
and the electrical devices of the building, such as, sensors and actuators for lights,
heating, and ventilation. The objectives are both energy saving, and increasing
customer satisfaction through value added services. Energy saving is realized,
e.g., by lights being automatically switched off and room temperature being low-
ered in empty rooms. Increased customer satisfaction is realized, e.g., by adapt-
ing temperature and light intensity according to each person’s personal prefer-
ences. We present initial results from simulation experiments of an office build-
ing and its staff. Different user profiles are modeled in terms of their energy
consuming behavior, e.g., their tendency to put out the light when leaving a
room, and to adjust the temperature when leaving and entering the building.
The energy consumption when using the system is compared to that of not using
the system. Our simulations indicate that significant savings, up to 40 per cent,
can be achieved.
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6.2 Introduction

In a de-regulated market the distribution utilities will compete with added
value for the customer in addition to the delivery of energy. We will here
describe a system consisting of a collection of software agents that moni-
tor and control an office building in order to provide value added serv-
ices. In our terminology, an agent is an independent piece of software
often implemented as a separate process capable of communicating with
other agents, and typically having well-defined internal states, behaviors,
and goals. The concept of software agents, as well as the communication
languages used by such agents, is becoming a standard concept in soft-
ware engineering [4].

The system uses the existing power lines for communication between the
agents and the electrical devices of the building, i.e., sensors and actua-
tors for lights, heating, ventilation, etc. The objectives are both energy
saving, and increasing customer satisfaction through value added serv-
ices. Energy saving is realized, e.g., by lights being automatically switched
off, and room temperature being lowered in empty rooms. Increased cus-
tomer satisfaction is realized, e.g., by adapting temperature and light in-
tensity according to each person’s personal preferences. We present ini-
tial results from simulation experiments of an office and its staff. The
energy consumption when using the system is compared to that of not
using the system. Our simulations indicate that significant savings, up to
40 per cent, can be achieved. We plan to soon start field experiments at
our test site, the Villa Wega building, Ronneby Sweden.

A collection of software agents that cooperates and/or competes in a com-
mon environment is often called a Multi-Agent System (MAS). In the
MAS described below, different agents control different parts of the build-
ing, as well as different aspects of the environmental conditions of the
building. Other agents represent the persons in the building in order
maintain their preferences concerning temperature, light intensity, etc.
The goal is to make the system transparent to the people in the building
in the sense that they do not have to interact with the system in any
laborious manner. By using an active badge system, the MAS automati-
cally detects in which room each person is at any moment and adapts the
conditions in the room according to that person’s preferences.

6.3 The Building Infrastructure

A building contains a number of electrical devices that constitute an im-
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portant part its infrastructure of the building. At the Villa Wega test site,
the interaction with the devices at the hardware level is facilitated by an
infrastructure based on LonWorks technology (cf. www.echelon.com). Its
conceptual structure is depicted in figure 1. Each electrical device in the
system is connected via special purpose hardware nodes to the LonWorks
system, allowing the exchange of information over the electrical grid. All
the information received from the devices is recorded on a control panel.
This information reflects the state of the devices (and therefore the state
of the environment) and is stored in a special attribute-value table.

Figure 6:1. The hardware infrastructure.

The devices are either sensors or actuators. The sensory devices we use
are: temperature, light intensity, presence (detects whether there is activ-
ity in a room or not), and an active badge system. It is of course possible
to include also other types of sensors, e.g., fire detectors. The active badge
system [6] makes it possible to know which persons are in each room at
any moment. The actuator devices differ from the sensory devices in that
it is possible, besides reading the state of the device, to change the state of
the device (in order to change the state of the building). The actuator
devices in the current application are lamps, radiators, and generic mo-
bile devices (ARIGO Switch Stations, see www.arigo.de) that can be con-
nected to an arbitrary electrical device, e.g., a coffee machine, or a per-
sonal computer. It is possible to switch on and off the device connected to
the generic mobile device and to read its state.
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These devices interact with, and are controlled by, the MAS. The devices
provide input to the MAS (the sensory devices) and occasionally receive
instructions from it (the actuator devices). The interaction is mediated by
the control panel and its state table using an interface that translates mes-
sages originated from the MAS to commands understood by the LonWorks
system and vice versa. The language used to implement the MAS is April
[8] together with its extension April++.

Currently, a simulation of the building environment is provided includ-
ing a simulation of the control panel functionality. Thus, the MAS and
the interface communicate with the simulated building through the simu-
lated control panel. This design will simplify the integration of the MAS
with the actual LonWorks system of Villa Wega. The only modification
necessary concerns the part in the interface that communicates with the
control panel.

In addition, a graphical user interface (GUI) visualizing the building en-
vironment (and a simulation scenario editor and executor) has been im-
plemented. figure 6:2 shows a snapshot of this GUI that visualizes the
state of the building in terms of temperature, light intensity of the rooms
and the persons present in the rooms.
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Figure 6:2. A snapshot of the environment visualization GUI.
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6.4 The Multi-Agent System

As mentioned earlier, a multi-agent approach was adopted during the
design and implementation of the software. Each agent corresponds to a
particular entity of the building, e.g., office, meeting room, corridor, per-
son, or electrical device. The behavior of each agent is determined by a
number of rules that express the desired control policies of the building
conditions. The occurrence of certain events inside the building (e.g., a
person moving from one room to another) will generate messages to some
of the agents that will trigger some appropriate rule(s). The agents ex-
ecute the rule(s), with the purpose to adjust the environmental condi-
tions to some preferred set of values. The rule will cause a sequence of
actions to be executed, which will involve communication between the
agents of the system. For the format of the messages a KQML-like [3]
approach was adopted.

The agent-based approach allows for a structure preserving mapping of
the design entities of the application and the distributed smart equip-
ment of the implementation. This methodology has advantages extend-
ing those of traditional object-oriented modeling and programming [5].
It also provides the advantage of an open architecture in the given con-
text, i.e., agents can be easily configured and even dynamically re-
configured. Furthermore, it is possible to add new agents at run-time
without the need of interrupting the normal operation of the system. Such
changes reflect changes in the infrastructure of the building or in the staff.
Finally, in contrast to traditional object-oriented approaches that are lim-
ited to reactive behavior, the MAS approach provides a straight-forward
way of modeling and implementing pro-active behavior.

6.4.1 Types of Agents

There are four main categories of agents in the MAS:

· Personal Comfort (PC) agents, which each corresponds to a particular
person. It contains personal preferences and acts on that person’s be-
half in the MAS trying to maximize customer value. Thus, the agent
does not model the behavior of a person, rather it tries to act in that
person’s interest.
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· Room agents, which each corresponds to and controls a particular room
with the goal of saving as much energy as possible. Taking into ac-
count the preferences of the persons currently in the room, it decides
what values of the environmental parameters, e.g., temperature and
light, are appropriate.

· Environmental Parameter (EP) agents, which each monitors and con-
trols a particular environmental parameter in a particular room. They
have access to sensor and actuator devices for reading and changing
the parameter. For instance, a temperature agent can read the tem-
perature sensor and control the radiators in a room. The goal of an EP
agent is to achieve and then keep the value of the parameter decided
by the Room agent.

· Badge System Agent (BSA), which keeps track of where in the building
each person (i.e., badge) is situated and maintains a data base of the
PC agents and their associations to persons (badges).

For conceptual and administrational purposes the agents have been di-
vided into groups corresponding to theses categories (see figure 3). How-
ever, we make no assumptions about the agents’ locations in the net-
work. For instance, the PC agents may reside on the individuals’ desktop
computers and interact locally with the corresponding person, e.g., in
order to change the preferences. Normally, the preferences are set when
the agent is initiated, i.e., when the person visits the building for the first
time, and rarely changed.

Figure 6:3. The structure of the multi-agent system

Personal Comfort

Cont
rol

Room Environmental

Badge Server
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As an example of the working of the MAS, we describe what happens
when a person moves from one room to another. When the person move-
ment is detected by a badge sensor and forwarded to the BSA via the
control panel, the BSA informs the appropriate PC agent about this. The
PC agent informs the appropriate room agents, i.e., the agent of the room
the person is leaving and the agent of the room the person is entering.
The PC agent also provides the rooms agent with the personal prefer-
ences. The room agent decides, based on these preferences and on energy
saving considerations, the new desired environmental conditions and
passes them on to the EP agents. The EP agents then try to achieve and
keep the values decided by the room agent by monitoring the relevant
sensors and sending commands to the relevant actuators via the control
panel. More details about the MAS software can be found in [1].

6.4.2 System Constraints

The system conforms to a number of general rules (constraints or deci-
sion policies) that are fed to the agents. Some examples are listed below:

· Every room with no persons in it must maintain some default envi-
ronmental conditions.

· For common rooms, like corridors, the temperature remains steady
regardless of the persons in the room. The light is turned on only
when at least one person is in the room, otherwise it is turned off.

· When a particular person is in her office, the room agent must adapt
temperature, light, etc. to her preferences, otherwise the default con-
ditions are maintained. If an “irrelevant” person (i.e., another person
than the ones that normally work in the office) enters that office, this
does not affect the environmental conditions (except for that the light
is turned on if the room was empty).

· For meeting rooms, the temperature condition is adjusted to the mean
value of all the meeting participants, and the light intensity to the
highest preference value.

· It must always be possible to over-rule the decisions of the agents in
the MAS by physical interaction with the electrical equipment. For
instance, even if an EP agent has decided that the light in a room
should be on, it must be possible for a person to turn off the light
using the switch in the actual room.
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· The persons are also allowed to provide the PC agents with different
preferences depending on the activities they are undertaking. For ex-
ample, it is possible to specify different light or temperature condi-
tions for working activities different from those for meeting activities.

These constraints are, of course, not hard-wired into the MAS and can be
changed easily.

Usually, the goals of the room agents and the PC agents are conflicting:
the room agents maximizing energy saving and the PC agents maximiz-
ing customer value. Another type of a conflicting goal situation would be
the adjustment of temperature in a meeting room in which people with
different preferences regarding temperature will meet. We are currently
investigating the use of decision modules to address this problem with
possible extensions of using the notions of group utility and norms for
dealing with problems arising from agent negotiations [2].
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6.5 Evaluation of the MAS approach

In this section we present the results from some basic simulations of the
building environment. The MAS approach is compared in terms of en-
ergy consumption to the current method of controlling the environmen-
tal parameters of the building (i.e., manually by the people working in
the building).

6.5.1 Thermodynamical model

We use the thermodynamical models described by Incropera and Witt
[7]. However, they have been discretized according to standard proce-
dures described by Ogata [9] and used by, e.g., Ygge and Akkermans
[10]. In all simulations below we use the sample time 1 minute.

All the thermodynamical characteristics of a room are described by two
constants: the thermal resistance, R, which captures the heat losses to the
environment, and the thermal capacitance, C, which captures the inertia
when heating up/cooling down the entities in the room.

6.5.2 The simulations

In this first stage we have made the following simplifications:

· only energy used for heating is taken into account, not for lighting
etc.

· constant outdoor temperature is assumed (10°C)
· negligible radiation from the sun (i.e., cloudy weather)
· the heat produced by persons in the room is ignored
· the heat produced by computers, lamps and other electrical devices is

ignored

Note that if we were to take into account any of these aspects in the
simulations, the results would have been even better.

The building has five small offices (each used by one person), two large
offices (3-5 persons), and one meeting room, and one corridor at each of
the three floors. However, we will not include the energy consumption
by the radiators in the corridors in these first simulations. Since they will
have the temperature 18°C at all times, both with the MAS and without,
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the influence of the corridors on the energy consumption in the two sce-
narios will be negligible.

We use R = 0.1 and C = 3000 for the small offices in the building, R = 0.05
and C = 5000 for the large offices, and R = 0.05 and C = 3000 for the
meeting room. (Larger rooms have greater losses to the environment than
smaller rooms and there are less entities to heat up/cool down in the
meeting room.) In the small offices there is one 1000W radiator, whereas
in the large offices and the meeting room there are two.

There are 12 persons working in the building who share the following
characteristics:

· prefer 22°C both at their office and when in the meeting room
· the working day is normally nine hours with one hour lunch, i.e., on

average eight hours are spent in the building. However, there is a 20%
probability that a person does not show up at all during a day (be-
cause of meetings in another city, illness etc.)

· on average there are five meetings in the meeting room each week
· the length of a meeting is two hours on average

When the person “belonging” to an office is not in the building, the tem-
perature of that office is set to 16°C. Similarly, when the meeting room is
empty, the temperature is set to 16°C.

In the simulations the radiators use a simplified temperature control al-
gorithm: To raise the temperature, they use the maximal effect (i.e., 1000W)
to heat up the room to the desired temperature. To maintain the desired
temperature, they produce just the right amount of heating power. Fi-
nally, to lower the temperature, the radiators are turned off.

6.5.3 The results

We will now compare the energy consumption when using the MAS with
that of not using it. In the latter case the temperature is always 22°C in
the offices and in the meeting room.

According to our simulations this approach will consume 221.8 kWh an
average week, whereas the approach using the MAS only consumes 136.2
kWh. That is, we save almost 40% energy by using the MAS approach.
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We can also make use of the electronic diaries in order to heat up the
rooms to the preferred temperature in advance. Our simulations shows
that this is only slightly more energy consuming, 137.0 kWh, but will
probably lead to greater customer satisfaction (on the other hand, it re-
quires that the individuals keep their electronic diaries updated).

Above we have only evaluated the energy saving performance. At least
as important is the evaluation of customer satisfaction. However, it is
difficult to make such evaluation based only on computer simulations; it
is necessary to let real persons use the system.
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6.6 Conclusions and Future Work

We have given a high-level description of a current project aimed at in-
vestigating the usefulness of the agent metaphor and the notion of multi-
agent systems for the design of control systems for intelligent buildings.
The use of the agent approach was initially motivated by the close map-
ping that it offered between the entities of the application domain and
the entities of the software. The concurrent non-deterministic nature of
the activities inside the building was another factor that led to the devel-
opment of concurrent autonomous entities. Moreover, the agent system,
as it was designed, allowed for the dynamic re-configuration of the agents
without any disruptions of the operation of the system. This is a useful
feature when changes in the building infrastructure or of the staff in the
building occur. Finally, we evaluated the approach by means of compu-
ter simulations. The simulations indicate that the approach is viable and
that energy savings of up to 40% are possible.

The simulations described above are very rudimentary, more sophisti-
cated simulations will be carried out before the system is actually imple-
mented in the real building. These simulations will take into account all
or most of the following aspects: lighting power, sun radiation, variable
outdoor temperature, heating power produced by other entities than ra-
diators such as humans, computers, and lamps. As mentioned above, we
argue that taking into account these aspects will provide even better re-
sults for the MAS approach. Other aspects that we consider adding to the
simulations (which may not favor the MAS approach) are: more realistic
radiator control algorithm, taking into account that the price of energy is
not constant, and simulating persons with individual characteristics (i.e.,
preferences, habits etc.).

When the simulations have been fully evaluated and the MAS optimized
accordingly, the next step of the project will be to make the actual transi-
tion from simulation environment to physical implementation. This is
also necessary in order to evaluate the value-added services from the
customers’ perspective in terms of increased satisfaction. As pointed out
earlier, it is difficult to make such evaluation based on computer
simulations only; we need a real implementation of the system with real
persons using the system.

A further step would be to combine the services of our system with the
load balancing system described in a previous chapter. We then have to
design the interface between the multi agent systems and the physical
devices of the building to use and reuse the same data from the control
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panel, but for different services. In addition, we are experimenting with
more complex functionalities, e.g., when a person enters the building in
the morning, her monitor is switched on and the coffee machine starts
making coffee.
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Chapter 7

Power Line Communications

Lindell, G.

7.1 Executive Summary

In this chapter digital communication over the power line is considered.  Impor-
tant properties of the power line communication channel, and communication
system design issues, are discussed. Specifically, the technical challenges associ-
ated with power line communications, as well as directions of research and de-
velopment, are considered in some depth. Due to the existing infrastructure,
digital communication over the power line has become an excellent opportunity
for the energy providers (utility corporations) to implement new services, both
for the utilities and for their customers. Digital communication on the low-volt-
age electrical grid is relevant to a number of industrial actors as, electricity, gas,
district heating and water distributors. Typical applications include remote me-
ter reading, remote control tasks, load management, tariff-switching etc. (en-
hanced value services). As the communication techniques improve, new fields of
applications will evolve. To open up for future services and applications this
research project aims at investigating and proposing efficient transmitter and
receiver structures for reliable, high bit rate communication over the low-voltage
grid. Since a communication system always (to a certain degree) is designed
with respect to the properties of the physical communication channel, and its
operational environment, a basic study of the power line as a communication
channel over a broad frequency range (up to 20 MHz) is a natural part of this
work. In this chapter we also give a summary of results from a study of a specific
low-voltage grid where a meter reading system is in operation. This study is
based on collected data representing 59 households (hence, 59 communication
channels are considered), and the low-voltage grid is located in Ronneby, Swe-
den.
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7.2 Introduction

7.2.1 Background

Digital communication over the power line has become an excellent op-
portunity for the energy providers (utility corporations) to implement
new services, both for the utilities and for their customers. Typical appli-
cations include remote meter reading, remote control tasks, load man-
agement, tariff-switching etc. (enhanced value services). Measuring and
control functions as well as applications related to real-time information
distribution are appropriate. Smart home technology is one of the spe-
cialized applications where power-line communication is a key technol-
ogy. Another specialized function is the possibility to build selected secu-
rity groups within a secondary sub-station area.

The applications of today can be regarded as the first step towards more
advanced applications concerning information exchange over the power
line. It is not possible to foresee specific user demands of the future, nor
the evolution of services and applications. However, it is well known
from experience that if users are provided with convenient access to high
capacity communication links, then a variety of new services and appli-
cations will evolve. The demands on future systems, e.g., reliable high
capacity power line communication, generate a wide range of new is-
sues, which have to be addressed.

Meter reading, tariff switching etc. are examples of applications with rather
low demands on the communication system. Despite this fact, there are
several specific properties of the power line that have to be considered in
the design of such a system for reliable communication. The main reason
for this is that the power line was not designed for communication pur-
poses and its properties as a communication channel is still not fully un-
derstood. The applications mentioned above have two important charac-
teristics; firstly, the information content that is communicated is small,
and therefore the information bit rate (in bit/sec or bps) is low. Secondly,
they do not have high real-time demands and, hence, a relatively large
communication delay is acceptable. These two characteristics make it easier
to establish reliable communication over the power line, since the low
information bit rate makes it possible to communicate within a rather
narrow frequency interval (in Hz), i.e. bandwidth, and the non real-time
nature of the applications allow powerful tools for reliable communica-
tion (e.g. coding combined with re-transmission strategies). Below, im-
portant properties of the power line communication channel, and com-
munication system design issues, are discussed. Specifically, the techni-
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cal challenges associated with power line communications, as well as di-
rections of research and development, are considered in some depth.

7.2.2 Information bit rate and signal bandwidth

Power line communication is based on information-carrying electrical sig-
nals that propagate over the power line. Depending on the technique
chosen, the digital information can be represented as, e.g., amplitude-,
frequency-, and/or phase-changes. An important property of the electri-
cal signal is its bandwidth, i.e. the width of the frequency interval, around
the carrier frequency, that is occupied by the electrical signal. The impor-
tance of the bandwidth must not be underestimated, and the reason is
the close relationship that exists between bandwidth and information bit
rate; the signal bandwidth (Hz) is proportional to the information bit rate
(bps). In practice this means that advanced applications that require high
information bit rates, in general also require a high signal bandwidth.

In the future, services and applications will evolve that require higher bit
rates, and also higher real-time performance. Hence, more advanced com-
munication methods will be required for reliable communication over
the power line. Today’s regulations in Europe (CENELEC EN50065-1)
allocate the frequency bands 3-95 kHz for utility corporations, and    95-
148.5 kHz for customers. Advances in research and development con-
stantly increase our understanding and knowledge of the power line as a
communication channel, and this has lead to, e.g., proposals of commu-
nication methods within the current CENELEC bandwidth, designed for
higher bit rates than is used today. Hence, the bandwidth specified in the
current regulations can be used more efficiently in terms of higher bit
rates if advanced communication techniques are used. In the long run,
however, there will probably be a demand of a revised CENELEC stand-
ard, which allocates significantly more bandwidth for communication.

7.2.3 Information bit rate and channel quality

The available bandwidth has been stressed above as a parameter of cen-
tral concern for high bit rate applications over the power line. Another
parameter of fundamental importance is the quality of the power line
communication channel. The practical importance of channel quality is
that reliable communication over low-quality communication channels
in general requires powerful coding techniques combined with a signifi-
cantly reduced information bit rate. Similarly, reliable communication,
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with relatively high bit rates, can be realized with less coding provided
that the quality of the communication channel is high. Hence, not only
the available bandwidth governs the bit rate that can be used, also the
quality of the channel does. However, the available bandwidth is in gen-
eral the single most important parameter for making high bit rate appli-
cations possible.

There are several factors that affect the quality of the power line commu-
nication channel. The attenuation of the information carrying electrical
signal, as it propagates along the cable, can be too large if the communi-
cation distance is too long. Furthermore, the electrical characteristics of
the power line between the transmitter output and the receiver input can
be modelled as a filter, and this imply that the received signal can be
described as a filtered (distorted) version of the transmitted signal. It
should be observed that the electrical characteristics of the communica-
tion channel depend on the set of loads currently connected to the power
line. Hence, these loads also affect the level of signal attenuation and
signal distortion. When evaluating the quality of the communication chan-
nel an additional important factor must also be considered; the level, and
nature, of the interfering signals that are present at the input of the re-
ceiver. If the amount of interfering signals is too large, with respect to the
signal attenuation and the signal distortion, then the receiver will have
difficulties to reproduce the original information with sufficient reliabil-
ity. This is a typical scenario in a low-quality communication channel.
Several of the interfering signals are generated from the connected loads
and, hence, have different origin and characteristics, e.g., periodic signals
(e.g., related to and/or synchronous with the power frequency), impulse-
type signals and noise-like signals, etc.

7.2.4 Directions of research

In this research project focus is on power line communication over the
low-voltage grid, typically communication between the transformer and
the households (“the last mile”), but also between households. It is natu-
ral that all households should be able to share the possibility of increased
services offered by power line communications. However, if the intended
services are to be provided to, say, N simultaneous users (households),
then the cost for this is bandwidth since an N-fold increase in communi-
cated bit rate is necessary (compared with the single user case). To open
up for future services and applications this research project aims at inves-
tigating and proposing efficient transmitter and receiver structures for



127

reliable, high bit rate communication over the low-voltage grid. Since a
communication system always is (to a certain degree) designed with re-
spect to the properties of the physical communication channel, and its
operational environment, a basic study of the power line as a communi-
cation channel over a broad frequency range (up to 20 MHz) is a natural
part of this work. The importance of such studies is also reflected by the
increased activity in this area. Several international conferences, with fo-
cus on power line communications, are now organized and they attract
an increasing number of people working in research and development
see [5] and references therein.
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7.3 Technical challenges

To obtain knowledge of the power line as a communication channel,
measurements are often made within a given bandwidth (typically 10-
200 kHz or 1-20 MHz). Examples of properties that are estimated, based
on measurements, are signal attenuation, signal distortion (filtering) and
interference characteristics. However, it must also be considered that these
properties are not stationary in time since they depend on external ac-
tions, e.g., on the set of loads currently connected to the grid. Hence,
additional properties that have to be estimated from measurements are
the time-variations of the communication channel. An important param-
eter related to this issue is the length of the time interval where the chan-
nel can be regarded as essentially stationary. Several interesting meas-
ured results concerning, e.g., signal attenuation, cable impedance and
interference characteristics are published in the literature, see [5] and ref-
erences therein. However, additional results concerning channel proper-
ties over an extended frequency interval are needed, e.g., the time-varia-
tion of the transfer function (both amplitude and phase), the duration of
the channel impulse response, etc (see [1]).

7.3.1 Differences in channel quality

A communication channel is defined by the physical connection between
the transmitter output and the receiver input. In a low-voltage grid serv-
ing several households many communication channels exist, e.g., trans-
former station to household, household to household etc. An important
point to consider is that in general the communication channels in the
grid have different electrical characteristics. This is mainly due to differ-
ent transmission distances in combination with the set of loads currently
connected to the grid. It should be noted that if this set of loads is changed,
then the electrical characteristics of the communication channels are also
changed in general, as well as the level of interfering signals. However,
these changes are normally most pronounced for channels geographi-
cally close to the changed loads. As an example, assume power line com-
munication from the transformer station to household A (channel A, 50
m) and to household B (channel B, 200 m), respectively. It can then be
expected that the quality of channel A, normally is higher than for chan-
nel B, mainly due to the shorter distance. It is also reasonable to expect,
though exceptions exist, that fewer loads affect channel A than channel B.
The random nature of the connected loads makes it hard to predict the
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level of quality. However, the quality of a specific channel, e.g. channel A,
fluctuates around a certain “average quality level”.

Hence, it is important to realize that measured results in general only
represent the situation at the specific geographic location, and period of
time, where the measurements took place. Consequently, measured re-
sults from a specific communication channel in the grid, cannot directly
be used to characterize another channel in the same grid. It might seem
as if this reduce the significance of the measured results. Fortunately,
from a communication perspective, a complete knowledge of the chan-
nel is not required, nor possible due to the time-variations. Measured
results are therefore used to model specific channels, and to obtain “rule
of thumbs” and gross quantities such as “the average channel character-
istics”, “the average channel quality”, “the average time-variation” etc.
Though approximate, such quantities play an important role in the in-
vestigation of efficient transmitter and receiver structures suitable for re-
liable high bit rate communication over the low-voltage grid.

7.3.2 System design considerations

Power line communication is established by sending information carry-
ing electrical signals through one, or several, conductors. In a first at-
tempt it is therefore reasonable to model a specific power line communi-
cation channel as a linear time-variant filter combined with additive in-
terference. Despite its simple form, this model captures a whole range of
properties essential to communication system principles and to the cor-
responding performance, [1]. Furthermore, an increasing number of re-
searchers propose to use this model for PLC modelling, [5].

A general rule is that an efficient communication system should be tai-
lored to the properties of the communication channel. Hence, if the fluc-
tuations of the channel quality are large, then it might be motivated to be
able to adapt to changing channel conditions. It is, for example, desired
to transmit more information when high-quality frequency intervals ex-
ist. To be able to do this, the communication channel has to be known,
and one way to solve this is to use basically the same strategy as is used
in advanced modem applications. In principle, the procedure works as
follows; a well-defined measuring signal is first sent to the receiver, and
an estimate of the channel filter function is then calculated (by the re-
ceiver). Furthermore, during a time interval with a silent transmitter, the
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receiver can estimate the characteristics of the interference. Since the trans-
mitter is designed to adapt, this information is sent back from the re-
ceiver to the transmitter, followed by a joint agreement of how to most
efficiently communicate over the current communication channel. The
advantage of such an adaptive structure is the potential of efficient com-
munication over a wide range of channel conditions. Typically, good chan-
nel conditions imply relatively high information bit rates and modest
coding, while significantly reduced bit rates combined with powerful codes
are used for low-quality channels. The adaptive structure sketched above
contain some implicit assumptions regarding a stationary channel dur-
ing the time interval corresponding to the channel measuring and the
transmission of data. Therefore, a mechanism for supervision of signifi-
cant changes in channel characteristics should also be implemented.

An interesting approach is to try to improve the quality of the communi-
cation channels, by additional installations in the grid. The aim is here to
increase the level of quality (especially for the worst channels), and to
reduce its fluctuations. Methods based on additional filter installations
have been proposed. However, it is not clear today if the advantages, in
terms of system design, bit rate and reliability, obtained with this ap-
proach motivate the costs for the additional equipment.

An alternative important design philosophy is to focus on less adaptable,
but robust communication systems. By this is meant that the transmitter
and the receiver are designed for reliable communication over a broad
range of channel conditions. However, the transmitter is fixed in this case,
and only the receiver adapts to different channel conditions. The prize
paid for robustness is in general a relatively low bit rate, compared with
the bandwidth used.  Communication systems based on this principle
are found in many applications, e.g., digital mobile telephony applica-
tions. Very robust communication can often be established with so-called
spread-spectrum techniques. Robustness is here obtained by using a large
frequency diversity and, hence, the cost of this method is a significant
increase in bandwidth consumption.

Though it is true that an adaptable communication system is technically
more complex than a fixed, it should be observed that adaptation is mainly
a matter of different software configurations. Furthermore, since the cost
for fast signal processing steadily decrease, an adaptive structure should
at least be considered, due to its potential of better communication per-
formance, and also due to its potential to adapt to future needs. Based on
the considerations sketched above, it is clear that there are several choices
that have to be made concerning communication system design. There
are also several additional technical issues of fundamental importance
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that have to be addressed, such as coding, diversity, modulation, packet-
data transmission etc. As research and development continue, an increased
body of knowledge is generated, and this is necessary to be able to find
suitable solutions for efficient digital communication over the low-volt-
age grid.
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7.4 The Påtorp study

In this section we present the main results from an investigation of chan-
nel quality in a low-voltage grid (from [4]). By processing collected data,
obtained from a running meter reading system (IDAM) operating in the
low voltage grid, estimates of channel impairment parameters was ob-
tained. Hence, the IDAM system was not evaluated. It was, however,
used to extract information that can be used for (large-scale) channel qual-
ity estimation. The study was based on collected data representing com-
munication with 59 households (hence, 59 communication channels was
considered), and the low voltage grid is located in Ronneby, Sweden.

The overall average quality of the communication channels was found to
fluctuate more or less randomly for each hour within a day, and also for
each day within a week. However, the average quality seems to vary
around a level that corresponds to a re-transmission probability roughly
equal to 0.15. By comparing the results for February and for May, it is
seen that less variations is obtained for May, which indicates a seasonal
behavior of the channel quality.

Large variations in the quality between individual communication chan-
nels was also found. Especially, for the considered low-voltage grid, low-
quality communication channels have been found along two, of the six,
lines leaving the transformer. A low-quality communication channel is
normally the result of the combined effect of channel impairments such
as signal attenuation, signal filtering and interference level at the receiver.
However, based on the collected data, we were not able to decide which
was the dominating impairment. This will be a subject for further stud-
ies/measurements. From the results it was also observed a clear tendency
that the quality of a specific  communication channel varies randomly
around an ”average quality level”, which in turn depends on the chan-
nel’s path in the grid.

Re-transmission methods is often used to improve the reliability in dig-
ital communication systems, and this method is especially suitable in
applications where real-time operation is not a critical issue and where
the information bit rate is low (e.g. meter reading systems). A consequence
of low-quality communication channels then is that the main part of the
communication is over these channels, since many re-transmissions are
in general necessary to obtain reliability. The IDAM system is designed
for collecting meter values and it uses a re-transmission method for this
purpose. Hence, it takes some time until all the 59 meter values are col-
lected. However, this time-delay is not critical in the current application.
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A general problem is that the set of loads currently connected to the low-
voltage grid is random. Despite this difficulty it is interesting to study the
level of channel impairments in relation to the amount of energy deliv-
ered to the grid (the so-called load profile). From the observed data it was
hard to draw any definitive conclusions. However, a period of high en-
ergy consumption (typically mornings and evenings) in the grid had a
tendency to decrease the channel quality. It was also observed that the
quality of the communication channels can be low at nights, though the
energy consumption is low. An explanation might be that the loads in
this case generate severe interfering signals.

To investigate how a load influenced the quality of the communication
channels, a moveable load consisting of a set of industrial machines was
connected to several locations in the grid. When the load was connected
at the central communication node which was located at the sub station,
all communication channels where directly influenced by the load, and
the average re-transmission probability increased significantly from
roughly 0.15 to 0.40. When the load was connected at a cable-box, 220 m
from the sub station, the corresponding parameter increased to roughly
0.25. This is reasonable since the negative effects of the load will be most
noticeable on the communication channels which are close to the load.
Hence, channels corresponding to other low voltage lines is much less
affected. However, households (i.e. channels) very close to the load expe-
rienced a dramatic decrease in channel quality.
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7.5 Conclusions

In this chapter properties of the power line communication channel, and
communication system design issues have been considered. The impor-
tance of signal bandwidth and channel quality was stressed since these
parameters limit the performance of a communication system. Technical
challenges associated with the evolution of power line communications,
as well as directions of research and development was also discussed in
some depth. The investigations made in Påtorp can be characterized as
an attempt to get an overview of some important communication prop-
erties of the low-voltage grid. Though additional specific (small-scale)
measurements have to be made, it is already clear that advanced commu-
nication methods must be used in forthcoming high bit rate services and
applications. Key parameters are the available bandwidth and the signal-
to noise ratio at the receiver. Several well-known communication meth-
ods are possible candidates for future use in power line applications. Ex-
amples are OFDM-type methods (Orthogonal Frequency Division
Multiplexing), GMSK-type methods (Gaussian Minimum Shift Keying),
and methods based on spread-spectrum techniques. For a given applica-
tion, parameters that will influence the choice of communication method
are; the characteristics of the communication channel, the required infor-
mation bit rate and the required level of robustness. A significant amount
of research and development is needed in order to establish suitable solu-
tions for reliable high bit rate communication over the low-voltage grid.
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Chapter 8

Security issues in distributed information
systems

Shahmehri, N. – Gustafsson, M.

8.1 Executive summary

New exciting business openings are emerging thanks to the Internet and web
technology. New technology is reshaping the business processes by, for example,
management of information infrastructures and on-line connection of custom-
ers to service units of energy companies. The desire to remotely control electrical
appliances is no longer far beyond the reach of households. Meanwhile some
fundamental issues need to be considered in order to protect both customers and
the energy supplying companies from harm and damages. Energy companies lie
in a risk zone due to their vulnerability and vital importance.

Today, security is a weak element in computer-supported communication and
services. Information integrity requires secure communication and access con-
trol. Secure communication is a necessity for personal integrity.

Regardless of application, there exist a number of underlying building blocks
common to all security related work within in a computer environment. In this
chapter we give an overview of security issues in information systems. A number
of basic concepts such as cryptography, digital signatures, public key certifi-
cates, authentication and access control are introduced.

In modern organisational structures the concept of role i central, for instance in
workflow management. The incapacity of traditional access control paradigms to
efficiently meet the demands of modern organisations has prompted the develop-
ment of Role-Based Access Control (RBAC). RBAC has an intuitively simple core
idea where access permissions are given to roles, and roles are assigned to users
as necessary. However, despite the simple idea, identifying roles and creating
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manageable role structures can be a complex task. We discuss and exemplify the
basic RBAC idea and also look at how relationships among roles can be used in
various ways. We further look at some architectures for how RBAC can be imple-
mented in distributed systems. We also argue that access control is a modelling
concept rather than a single mechanism, i.e. it is a of matter organisational policy.

We conclude by giving some pointers to the future where we foresee the need for
further security related work in connection with emerging Internet-based coop-
erative applications.
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8.2 Introduction

“Security” in general is a concept that it embodies an underlying idea of
being protected from harm. Viewing security in this way gives a natural
starting point for any work involving security, namely the identification
of what values exist and what may cause harm to them. This is the first
step in a security process that, once it has been started, should be con-
tinuously ongoing and iterated. After the initial inventory, the second
step in the process is to decide upon a number of security policies de-
signed to prevent, or to reduce the consequences of, that what may cause
harm. This step usually involves a number of tradeoffs where the conse-
quences and likelihood of a harmful event must be weighed against the
costs and encumbrance of preventing it. These overall considerations will
result in the identification of a number of countermeasures to be imple-
mented. An important final stage in the security process is the evaluation
of policies and implemented countermeasures. The evaluation yields
important input to the next iteration of the process.

What can be said about the security process in general applies also to
computer security, which is the area we will focus on henceforth. There
are many aspects of the security process itself also in this context, and
much can be said about each step. For an introduction to various general
aspects of the computer security process see for instance [JHP92]. In the
following, we take a closer look at some of the countermeasures and tools
available to counter threats to computer systems.

Even though computer hardware in itself has a certain value it is fore-
most damage, theft or loss of the information stored in a computer system
that can cause the greatest harm and for this reason we concentrate on
how threats to information can be met. It is common to divide threats to
information into three categories, threats to availability, threats to confi-
dentiality, and threats to integrity. Along another axis, we can look at the
origin of these threats. Threats can be of natural origin such as floods, fire
and earthquakes. Pure mistakes can sometimes have disastrous effects as
can of course also malicious attacks directed against a computer system.

Some of the threats towards information can be countered with good
administrative routines and prudent contingency planning. Others, but
far from all, can be countered by introducing technical countermeasures
into our computer systems. Most of these countermeasures are designed
to thwart the malicious attacker in his attempts to cause damage. Ideally,
such countermeasures should provide a set of easy to use security serv-
ices:
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An integrity service provides us with means of assuring that a piece
of information has not been damaged or tampered with.

A confidentiality service prevents information and messages from
being read by anyone but an authorised or intended recipi-
ent.

An authentication service allows a system to establish that an en-
tity really is who it claims to be.

Non-repudiation services come in two flavours. A non-repudia-
tion of origin service associates a message with an originator
in a way that the originator cannot later deny being the origi-
nator. A non-repudiation of receipt service provides a way of
delivering a message in a way that the recipient cannot later
deny having received the message.

There are various tools and techniques that are commonly used to pro-
vide these services. Encryption is an important tool for protecting the
confidentiality of data and messages. Access control is a mechanism that
allows only  authorised access to a system resource and can thus also
contribute to safeguard the confidentiality of information. Access control
also contributes to safeguard data integrity by preventing unauthorised
modification of data. An interesting model for organising access control
information is Role-based Access Control (RBAC).

Cryptographic tools and techniques in the form of electronic signatures
play an important role for assuring data integrity and implementing se-
cure methods of authentication. Electronic signatures are also used to
provide non-repudiation services.

8.2.1 Chapter outline

We start out by giving a background introduction to computer security in
section 8.3 where we introduce a number of important concepts and tools.
Section 8.4 is devoted to Role-Based Access Control (RBAC), a paradigm
that meets modern demands on integration and ease of administration
for one aspect of security, access control. We introduce the general princi-
ples and give examples of system architectures that can be used to imple-
ment RBAC. We conclude in section 8.5 by looking at some future trends.
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8.3 Computer Security background

In the following we give a brief introduction to the area of computer se-
curity by introducing a number of important building blocks found in
almost all computerised security countermeasures. A more thorough in-
troduction can be found, for instance, in [Gus97]. For in-depth studies we
refer to some books in the area. Security in Computing by Pfleeger [Pfl97]
presents a general overview of the area. Schneier’s Applied Cryptography
is a comprehensive volume on cryptography that also includes code ex-
amples [Shn95]. Salomaa gives an easy to read, but yet comprehensive,
introduction to public-key cryptography in general [Sal96]. In her doc-
toral thesis, Digital Signature Schemes, Pfitzmann covers in depth the theory
and use of digital signatures [Pfi96]. In Authentication Systems for Secure
Networks, Oppliger surveys authentication frameworks in use today
[Opp96].

8.3.1 Cryptography

Codes, ciphers, and secret writing has been used since ancient times to
protect sensitive information from falling into the wrong hands. Cryptog-
raphy is about transforming a text, or arbitrary message, into something
that is totally illegible, called ciphertext or cryptogram. It should also be
possible to transform the ciphertext back into the original message, but
only for the designated recipient.

Today, the use of cryptography, and cryptographic methods, is the single
most important building block for constructing efficient security meas-
ures.

An encryption algorithm is a mathematical function that takes as inputs
a message, often called plaintext, and a key. The output of the function is a
new message, the ciphertext. Given the ciphertext, it should not be possi-
ble to derive the plaintext without the key, even if the enciphering func-
tion is known. Neither should it be possible to deduce the key even if
both plaintext and ciphertext are known. The key is usually a large number.
Sizes of 40-128 binary bits are common. The larger the size of the key, the
larger the space of possible keys becomes, and the more difficult it is to
guess a key or determine one by an exhaustive search.
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Figure 8:1. Encrypted communication.

In figure 8:1, Bob sends a message to Alice. To secure the transmission
from eavesdropping, Bob first applies a cryptographic algorithm to the
message to produce a ciphertext. As input parameter to the algorithm
Bob needs to supply an encryption key. Different keys produce different
ciphertexts. To be able to read Bob’s message, Alice runs the ciphertext
through a cryptographic algorithm that is the inverse function of the one
Bob used. The deciphering function also requires that Alice supplies the
correct key.

If Alice and Bob both use the same key, the process they are using is
called symmetric key cryptography. The main advantage of using this tech-
nique is that very fast algorithms and even hardware implementations
are available. This means that communications can be encrypted without
imposing a substantial overhead. There are also some disadvantages as-
sociated with symmetric key cryptography. The fact that the key must be
available for both originator and the recipient means that it somehow has
to be transferred, and that that transfer also has to be made securely.
Another security concern is that it is necessary to trust all possessors of
the key not to divulge it to a third party.

Other encryption algorithms use two keys, one for encryption and an-
other for decryption. This is called asymmetric key cryptography or, more
commonly, public key cryptography. This term stems from the fact that asym-
metric keys come in pairs where one key can be made public while the
other is kept secret.
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Should Bob and Alice want to use public key cryptography in the exam-
ple, Alice must have a key pair. If Alice has made her public key known,
Bob can use it to encrypt the message. To read the message, Alice uses
her secret key. The great advantage of asymmetric key cryptography is
that no secret key has to be transferred to another party. On the other
hand, asymmetric key cryptography is computationally costly. For this
reason a common use of asymmetric key cryptography is to securely ex-
change a symmetric one-time secret key between communicating par-
ties.

8.3.2 Digital signatures

Alterations in a message can sometimes occur spontaneously due to noise
or interference in the communications medium. To detect this, a message
can be protected by attaching a checksum value to the message with the
property that the probability for a distorted message to have a correct
checksum is very low.

However, such schemes cannot offer any protection against deliberate al-
teration of a message as anyone changing the message also can substi-
tute the checksum. The checksum must be protected to form an electronic
signature in order to assure that a deliberate alteration does not pass un-
noticed.

Generation of an electronic signature goes through two stages. To reduce
the size of the signature, a message digest is first created from the message
to be signed. Given a message digest, a digital signature is computed by
encrypting the digest using the secret key of the originator. The recipient
can verify the signature by computing the digest for the received mes-
sage and comparing it to the digest obtained by deciphering the signa-
ture. Usually public key cryptography is used, although sometimes sym-
metric key encryption of the digest is also referred to as signing it. How-
ever, using symmetric cryptography provides no way of settling a dis-
pute about message contents and thus does not really constitute a signa-
ture. A more proper term for a digest signed using a symmetric key algo-
rithm is message integrity code, MIC.

Encrypting the checksum with a key known only to the originator, or
only to the originator and the recipient, in the case of a MIC being created,
assures that the signature cannot be replaced.
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A message digest is created using a one-way hash function. The digest
usually has a fixed length such as 128 bits. Provided the digest has cer-
tain properties, signing the digest is as secure as signing the entire mes-
sage. Given a message and a digest, it should not be possible to find
another message (that might be substituted for the original one) yielding
the same checksum. Further, it should not be possible to find or construct
two messages having the same digest. A hash function having the above
properties is said to be collision free.

8.3.3 Public key certificates

As a public key used for asymmetric cryptography can be distributed
without having to worry about it falling into the wrong hands, it has a
clear advantage over symmetric encryption keys where extraordinary care
must be taken to maintain secrecy when distributing the key to both com-
municating parties.

However, in the case of public keys a very important issue is to be able to
positively associate a key with its owner. To establishing an association
between a key and an identity a document called certificate is used. A cer-
tificate asserts a key/identity association and is signed by a certifying au-
thority, CA. If a client trusts the CA, it can trust the key/identity association
found in the certificate. However, another problem now arises. How does
a client know that the signature on the certificate is really that of the CA,
and not that of an impostor? The obvious solution is to let the identity of
the CA be certified by another CA, etc. To avoid an infinite regress this
certificate chain must end at an authority that is intrinsically trusted.

Another important issue that must be resolved is that of identity. Assume
Alice wants to send a confidential message to her associate Bob. If Alice
knows Bob’s public key this is not a problem. However, if Bob is a new
acquaintance, Alice might not know the key. In this situation Alice might
wish for a some sort of directory where she can learn Bob’s key in way
similar to how a telephone directory is used. X.500 is a recommended
standard for a global, distributed, directory service originally published
by CCITT [CCI88]. For information on X.500, see for instance [WR92,
WRH92,URL1].

A problem with the global name space provided by X.500 is that Alice, in
our example, must know Bob’s distinguished name, which is a piece of
structured information that includes fields such as country, organisation,
organisational unit, and name. If Alice does not have all this information,
she cannot be sure to find the correct Bob she is looking for. Another
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problem with the X.500 name space is that it relies on organisations to
make information about its members available. However, many organi-
sations are reluctant to do this for integrity or business reasons, leaving
the database incomplete.

Other infrastructures for making public keys available have been pro-
posed. Rivest and Lampson have proposed SDSI — A Simple Distributed
Security Infrastructure [RL96]. SDSI represents a move from a global name
space to a private one. Each user independently maintains a mapping
between names and keys of other principals. A different approach is rep-
resented by ongoing work in the Internet community to define SPKI, the
Simple Public Key Infrastructure [URL2]. SPKI does not have any direct
mapping from individuals to keys at all. Instead, SPKI is an infrastructure
designed for Cyberspace, where people meet and form associations, of-
ten without ever meeting in person.

8.3.4 Authentication

An important prerequisite for almost all forms of computer security is to
be able to positively identify the remote party. If this is not possible, an
impostor might undetected take the place of an authorised user.

A process where one party proves its identity to another is called authen-
tication. In most techniques for authentication, an entity proves its iden-
tity by demonstrating it possesses something that it is known to be pos-
sessed only by that entity. For instance, a common method for authenti-
cation of computer users is through passwords. This method works on
the assumption that the password is only known to the system and the
user, therefore, the system can conclude a user is who she claims to be if
she can provide the password that matches her identity.

In day to day ordinary life we are used to identify ourselves on occasions,
for instance when we want to withdraw money in a bank. For this pur-
pose we use ID cards. For computer authentication we want an electronic
equivalent of the ID-card. We name this electronic ID card credentials.
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Figure 8:2. Authentication. A target authenticates a principal’s identity by vali-
dating credentials and associating credentials with the principal.

Figure 8:2 shows the main entities in any authentication procedure. There
is a principal that claims an identity and there is a target that must decide
whether or not to believe in the claim by examining the credentials pre-
sented by the principal. In order to convince the target the claimed iden-
tity is authentic, the following conditions need to be met:

· The target must trust the issuing authority to only issue genuine cre-
dentials. That is, credentials are only issued for principals known to
the authority. To earn the necessary trust, all possible safeguards must
be put on how credentials are issued.

· Issued credentials need to be unforgeable, that is, we must be sure
that none other than the issuing authority could have produced the
credentials. This can be achieved by letting the issuing authority elec-
tronically sign issued credentials. To forge a credential it would then
be necessary to be in possession of the secret key of the authority.

· The target must be able to validate the credentials as genuine. By
checking the electronic signature, we can make sure it has been cre-
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ated using a secret we know corresponds to a public key that we can
check belongs to the issuing authority.

· The target must be able to positively associate the credentials with
the principal. This is a crucial step. On an ID card, there is a photo-
graph and a signature that binds the card to a certain individual. If we
let the credentials be a digital certificate, then a principal can associate
herself with a certificate by proving she possesses the secret key that
corresponds to the public key present in the certificate, for instance by
signing a message with it. The target can then verify the message
using the public key found in the credentials. A basic assumption for
successful and secure authentication is that the entity identified in the
certificate is the only entity in possession of the secret key. Not all
computer systems rely on digital certificates and signatures for estab-
lishing the association between principal and credentials. The most
common method used today is passwords. Usually, the first thing a
user logging into a computer system has to do is to provide her user
identity. For instance, in a Unix system, the identity points to a set of
credentials for the user that is represented by a line in the /etc/passwd
file. A user provides proof of association with these credentials by
providing a password that corresponds to the hashed version of the
password present in the passwd-entry.

8.3.5 Access control

While proper authentication guarantees that acting entities in a system
really are who they claim to be, this in itself does not say anything about
what operations these entities should, or should not, be able to perform
within the system. To enforce security policies to that effect we need ac-
cess control.

Access control can be found in many places and can be implemented on
many levels. Most operating systems have access control mechanisms on
the file level. Many database systems allow access control rules to be speci-
fied to govern access to the data in the database. There are also many
examples of applications that implement their own access controls, inde-
pendently of other mechanisms that may exist in a system.

General principles

The International Organisation for Standardization (ISO) together with the
International Electrotechnical Commission (IEC) has published a suite of
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documents specifying and standardising various security-related frame-
works. 0is adapted from [ISO96] in this suite. The figure shows an ab-
stract view of access control using the standardised terminology. The ini-
tiator is the person or program that attempts to access some target. When
access control is in place, an Access control Enforcement Function (AEF) is
interspersed in the path of the access request. The AEF calls upon an Access
Decision Function (ADF) to get information about whether an access re-

quest should be granted or not. The ADF may use Access Control Informa-
tion (ACI) from a number of sources in order to compute its result:

Figure 8:3. Abstract access control model.

The initiator. Initiator ACI may be attributes such as the (access con-
trol) identity of an individual, information about group mem-
bership, information about active roles, and sensitivity and
integrity markings.

The target. Examples of target ACI are target access control identity,
sensitivity and integrity markings, and identity of a container
object holding the target.

The access request. To access a target is to perform some kind of
operation on it. Access control information for operations can
include things such as classification (e.g. read, write) and an
integrity level required for use of an operation.

A request operand. Operands other than the target may be involved
in an operation, for instance information to be written to a
file. Such operands may also have ACI-like integrity or sensi-
tivity markings.

In addition, the ADF may also take contextual information into account



149

when making its decision. Examples of contextual information include
the time of day, the location of the initiator, the route a request has trav-
elled, the strength of authentication used, and system status. Contextual
information of this kind can be used to enforce policies restricting access
to certain time periods, secure terminals, secure communications chan-
nels, or to strongly authenticated initiators.

Getting a working system

In order to support access control in a real system, the abstract entities
described above need somehow to be instantiated. An initial step is to
establish representations and data structures for storing access control
information in the system. Such representations are highly system de-
pendent, and must be carefully crafted to allow access control policies to
be expressed in the desired way. There must also be implementations of
an AEF and an ADF.

Given these basic building blocks, the operation of an access control sys-
tem can be divided into two main parts. One is the operation of the sys-
tem itself, the granting or denying of access requests as required. How-
ever, a prerequisite for the proper workings of this is that ACI has been
assigned correctly to the various entities in the system. This management
and administration of the access control system itself forms the second
main part.

Management of an access control system is performed by a Security Do-
main Authority (SDA), or by agents of the SDA that have been delegated the
authority to perform management operations. Typical management op-
erations include things such as installing, changing, and revoking ACI to
initiators, operations, and targets. This also includes the important step
of defining ACI attributes and their value domains.

Once ACI is in place, the system can begin to operate. The main difficulty
to solve when realising an AEF and an ADF is how to make ACI available to
these entities in a secure manner. In order for the ADF to make the correct
decision, it must be unequivocally certain that the ACI it has to evaluate
really has been properly assigned to the entities involved in the opera-
tion. For this purpose, the concept of bound ACI is introduced. The process
of binding provides the necessary proof of association between some ACI

and an entity. For any access request, there is ACI bound to the initiator,
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the target, and the request itself.

8.4 Role-based access control

In the previous section we introduced access control as an important build-
ing block for providing security in information systems. Here we exam-
ine in more detail Role-based access control, RBAC, a paradigm that meets
modern demands on integration and ease of administration for one as-
pect of security, access control. RBAC is also appealing as the main idea is
intuitively simple and easy to grasp; permissions are given to roles, and
roles are assigned to users as necessary. Several authors have discussed
various aspects of role-based access control and its relation to other para-
digms for access control. For instance, Sandhu and colleagues have iden-
tified a number of important dimensions of  RBAC and have also proposed
a family of formal RBAC models [SCFY94,SCFY96]. Among other authors
having contributed introductory work on RBAC are Ferraiolo and associ-
ates [FCK95] and Nyanchama and Osborn [NO93,NO94].

The main advantages of RBAC lie in facilitated administration and better
overview of security information. RBAC achieves this by providing an
abstract view that more easily can reflect security policies within an or-
ganisation. This abstraction is based on the idea of using organisational
roles to structure the information contained in the access control data-
base. A role corresponds to some position or function within the organi-
sation. Relying on organisational roles when specifying access control
information can reduce the conceptual gap between security policies and
access control mechanisms.

In this section we start out by looking at the basic RBAC idea. We go on to
take a closer look at two important issues that must be addressed in or-
der to create a functioning RBAC-based system. We start by discussing the
representation and maintenance of role and authorisation information
before we go on to look at some system architectures that can be used to
realise the RBAC paradigm.

8.4.1 RBAC principles

In many traditional systems, that do not use RBAC, each resource has a list
of users that may access the resource. Figure 8:4 shows a simplified ex-
ample. The scenario is a small consultancy firm with a handful of em-
ployees. The positions given in the name list are not formalised. Some of
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the resources are listed together with information about who may access
them.

Figure 8:4. Access control list based access control.

The major drawback of this approach becomes evident when the infor-
mation has to be changed. Let us assume that our chief accountant, Janne,
leaves the company and is replaced with a new employee, Roger. Fig-

ure 8:5 illustrates how we have to update access control entries all over
the system.
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Figure 8:5. Update of authorisations based on access control list.

If we instead apply RBAC to express the same authorisations, as in figure
8:6, the situation changes. In the figure, we still have the same employees
but we have also introduced a number of roles which the employees can
elect to activate. We note some changes in the name list. The positions
assigned to individuals are no longer informal titles but rather assign-

ment to formalised roles.

Figure 8:6. Role-based access authorisations.

If a user is assigned to a role she can, at her own discretion, activate it.
Once a role has been activated, the user having the role active can access
a resource if the access is permitted for the active role.

It is easy to see that if Janne were to leave the company in this scenario,
we no longer need to update the authorisations for individual resources.
We can achieve the desired effect by entering a new employee and as-
signing the role Chief Accountant to this person. Modifications of access
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control related information is kept to a minimum.

8.4.2 Representing roles and authorisations

To implement RBAC it is necessary to maintain information about users,
roles, and resources as well as two important relations. On one hand, we
want to be able to authorise roles to access resources. One of the major
RBAC benefits is that the authorisation relation is independent of individual
users. On the other hand, we also need an assignment relation that as-

signs roles to users. Figure 8:7 illustrates the two relations.

Figure 8:7. RBAC relations.

In a large organisation there can be many roles, inter role relationships,
and authorisations. Identifying these entities can be a complex task. In
this process, RBAC is a tool that helps provide an overview and facilitates
management of authorisations.

RBAC is also flexible in that it allows an organisation itself to find a suitable
granularity for expressing authorisations. Striking a balance here is im-
portant. If granularity is too detailed, manageability and overview might
be lost while on the other hand, if the granularity is too coarse, it might
not be possible to enforce all access control policies as desired.
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Constraints

Many security policies cannot be directly expressed in terms of access
privileges to system resources. In RBAC, restricting rules or constraints can
be introduced at several levels. In order to avoid confusion it is important
to identify the kind of constraints being discussed. We identify the fol-
lowing three main categories of constraints:

· Constraints on the organisational model
· Constraints on role activation
· Constraints on role use

The first category can be referred to as static constraints while we call the
other two dynamic constraints. One important constraint policy is separa-
tion of duty that mandates that two roles must not have any common role
users. An often cited example is that of a payment that must be author-
ised by two different roles, e.g. clerk and supervisor, to minimise the risk
of fraud. Obviously, the purpose of this policy is nullified if a user can
activate both roles.

The separation of duty constraint policy can be implemented either
statically or dynamically. In the static case, the constraint is placed on the
organisational model, a user can only be assigned to one of two roles. In
a dynamic implementation, a user can be assigned to both roles; however,
for one and the same user, the roles cannot be active at the same time.

There are also several other types of constraints, as mentioned in [SCFY96].
These include cardinality constraints that can be used to limit the number
of users that can be assigned to a role and session constraints that restrict
the ways in which a user can activate roles.

Role hierarchies

In our example, roles are organised into an inheritance hierarchy. By taking
advantage of inheritance relationships among roles the need for dupli-
cating authorisations can be minimised. A common form of inheritance is
through specialisation. In a specialisation hierarchy there is an is-a rela-
tionship among roles. In the figure, the CEO is-an executive staff, who in
turn is-an employee, who is-a user. In an is-a hierarchy all attributes from
a less specialised role are also present in its specialisations. In this way,
Anna acting in the CEO role will not only have access to all resources ex-
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plicitly assigned to the role, but also to the resources assigned to the roles
of which CEO is a specialisation.

Also other forms of inheritance relationships are possible. A variation to
the specialisation hierarchy is to implicitly allow anyone assigned to a
specific role to also activate roles to which there is a path “upwards” in the
hierarchy. In this way users need only be assigned to the most specialised
roles. In our example, anyone able to activate the Consultant role would
also be able to activate the Employee and User roles. The subtle differ-
ence compared to the specialisation scheme is the explicit activation step
required in order to use authorisations assigned to subordinate roles.

Sometimes it is desirable for a role to inherit authorisations from a role of
which it is not a specialisation. For this purpose an explicit inheritance
relation can be introduced. In the role structure of our simple example,
we could use this relation to let the CEO inherit authorisations from the
role consultant. This we can do without having to say that the CEO is-a
consultant, something which is not necessarily true. Overall, the explicit
inheritance relation provide more detailed control over how authorisa-
tions are propagated among roles.

8.4.3 RBAC in distributed systems

Defining a suitable representation for roles and authorisations is a way of
structuring what we in section 8.3.5 referred to as Access Control Informa-
tion (ACI). We now turn to discuss some architectures for how a system
should be designed in order for us to be able to provide an Access control
Enforcement Function (AEF) and its supporting Access Decision Function (ADF).

There are many kinds of distributed systems. However, a common de-
nominator for most systems considered distributed is that users and re-
sources often are in different locations with a network connection tying
them together.

In a distributed environment, the enforcement of access control can only
take place at a location all access requests must pass through. Often, the
only such location is near or within the target itself.

Although the actual access control is performed locally we in many con-
texts still want to maintain a central authorisation database. The ques-
tions that immediately arise are how the information in the authorisation
database is made available to the access decision function and where to
place the decision function.
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Figure 8:8. RBAC-NFS architecture.

In earlier work we have described an architecture where RBAC is intro-
duced into a file system by modifying an NFS-server [GDS97]. An NFS-
server allows a client machine to virtually incorporate into its own file
system a portion of a file system situated on the server machine. The NFS
server is a suitable point for introducing an access enforcement function
as all requests to access the target file system must pass through it. Fig-
ure 8:9 shows an overview of our design. As can be seen in the figure, a
client starts by activating a set of roles. The set of active roles for each user
identity is maintained by a module adjacent the server. When the server
receives a request to access a file it extracts the user ID from the requests
and looks up the set of active roles for this ID. In the next step the set of
active roles and the requested file are checked against the role/permis-
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sion database. If the access is allowed the request is passed on, otherwise
an error code is returned to the user.

Our RBAC/NFS design is a representative for a “pull” paradigm where nec-
essary ACI is retrieved from the database whenever necessary. There are
some drawbacks to this approach. If a client makes frequent requests to
the server the accumulated overhead for repeatedly querying the data-
base might incur an unacceptable performance degradation, even if the
database is local to the server. In a case where the authorisation database
is shared among several servers the combined load from multiple servers
requesting information for processing a request might degrade the over-

all performance in the system.

Figure 8:9. Privilege Attribute based access control.

A way to overcome these drawbacks is to instead use the “push” para-
digm. In this paradigm, the client itself supplies all the ACI necessary in
order for the server to make an access control decision. The principle for
this is shown in figure 8:9. Before a client can access a server resource she
must authenticate herself to the system security server and name the role
or roles she wants to activate. If the authentication is successful and the
user is allowed to activate the requested role or roles, the security server
will respond by sending back to the client a Privilege Attribute Certificate,
PAC. The PAC is signed by the security server which means the client can-
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not alter the contents of it. The two most important contents in the PAC are
the identity of the user to whom it was issued and a list containing all
current privileges for the user. The list of privileges in the PAC is deduced
by the security server from the authorisations assigned to the roles the
user is acting in. In the next step, the client authenticates itself to the
server and sends the PAC to the server together with its application level
request. Upon receiving the PAC, the server first verifies it contains the
same identity as the user sending it. The server can then examine the
privileges in the PAC and quickly determine if any of them applies to itself
and the requested access.

A comprehensive framework for a secure distributed environments based
on these principles is SESAME. The SESAME project was initiated by the Com-
mission of the European Community to demonstrate the usability of then
ongoing standardisation work within ECMA (formerly the European Com-
puter Manufacturers Association). After achieving the initial goals, the SESAME

project was continued by three major European computer and software
manufacturers; Bull, ICL, and Siemens Nixdorf. This work resulted in
version 4 of SESAME in 1995 [PP95].
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8.5 Future trends

Security for distributed systems is still an area open for research and de-
velopment. Perhaps the lower-level methods, different cryptographic
methods and so forth, can be considered relatively well understood. How-
ever, on the intermediate and high system levels we see still the need for
much further work, for instance in creating functioning key distribution
infrastructures and other trusted third party services.

The Internet is causing new ways of working together to emerge. New
interesting applications are developed to provide Basic Support for Coop-
erative Work. For such applications there is an obvious need for all of the
different kinds of security services we have mentioned earlier. In a busi-
ness setting, safeguarding the confidentiality of documents is often im-
portant as is the integrity of data transferred and processed. Proper au-
thentication is a basic requirement. When contracts and similar documents
are handled electronically, non-repudiation services become important.
Although in a cooperative environment, we probable do not want all cat-
egories of participants to have the same access to data, hence we need an
efficient distributed access control system as well as cooperative ways of
specifying and managing various access control information. We see here
a potential for using RBAC, and benefiting from experiences and designs
already made within that area.

Some of this might be achieved by providing security services for IP
Multicasting. IP Multicasting is a technique within the IP protocol defini-
tion for sending a message to multiple recipients. Using ordinary con-
nections, it is necessary for a sender to duplicate the message and send it
several times. Using multicast, duplication of messages is made as close
as possible to the designated target hosts. This can significantly reduce
use of network bandwidth.
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Chapter 9

Systems Specification
and

Requirements Engineering

Cegrell, T.

9.1 Executive Summary

Electric utilities are confronted with two major forces today, namely deregula-
tion and the rapid development in information technology (IT). While deregula-
tion has caused both structural and operational changes to utilities, bringing
along with it new challenges and opportunities; the development in IT has of-
fered a mean for utilities to face the new challenges and to grab new opportuni-
ties.

As for all IT-systems, the technical possibilities provided by such systems have
grown dramatically during the last ten years. However, the techniques for speci-
fying customer and user requirements on these systems in terms of functional-
ity, performance, etc. have not yet improved at the same pace. Therefore, today´s
systems, despite their advanced technology and extensive functionalities, often
do not fulfill the user´s expectations and real needs. Furthermore the systems
tend to be unnecessarily expensive to produce and maintain, partly due to defi-
ciencies in the technical description in connection with the request for proposal
and contract. This is going to be even worse when the modern IT-systems will be
more and more integrated.

The chapter focuses on the importance of system specification and requirement
engineering. These are the basic tools to get cost effective IT-systems. In the
chapter some research activities are presented together with a couple of full-scale
cases in which the methods have been used.
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9.2 Introduction

The power industry, today, is undergoing major changes. Deregulation
and a new competitive climate as well as a fast ongoing restructuring
have a tremendous demand on information technology based tools to
achieve an overall cost effective operation. The future power utilities will
not only be considered from an operational perspective, but also from a
society perspective and a customer perspective, [1]. This means that the
industry must focus on new corporate information strategies to confirm
the position as a competitive and service-oriented power company. Fo-
cus will be placed on operation concerning the networks as well as the
energy market broaden to include the above mentioned perspectives.
Many new technical systems for improving and even making a rational
overall operation possible will be put into effect on different levels of the
power system. Information and control systems, i.e., information tech-
nology (IT), will become a life nerve for the power industry.

To be able to deduce general trends and an overview of the future, it is
necessary to view the experience of running information and control sys-
tems and corresponding projects up until now. Today, there are several
thousand computer based information and control systems in operation,
around the globe. For the purpose of this chapter the most interesting
systems are for supervising and controlling transmission networks and
parts of production in the power process, [2]. Those systems have real-
time requirements and are also integrated into the power process itself,
i.e., that they have a certain impact in the operational behavior. Many
utilities, especially in industrial countries, have long experience. Today
they are employing their second, third, or even fourth generation of in-
formation and control systems. Many utilities are totally dependent on
their modern control systems for running the power system in an effi-
cient way, [2].

The integration aspects of operation in a broad sense, made possible by
technologies and information systems, both within the control center it-
self, as well as in the operation, all the way from generation, to transmis-
sion and distribution, down to consumption, will be the real challenge
for the future. Such an integration has economical as well as organiza-
tional repercussions.

A power utility can be described in a very simplified way as shown in
figure 1. It has two main tasks; to invest in apparatus (design apparatus)
and systems, and to run/operate as well as to maintain the investments
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in a rational way. The utility works with an environment which is shown
in the figure and which has different but important impacts on the utility
itself. The information and the control systems will support all these tasks
in the most efficient way in a more demanding society, [3].

               Utility

Figure 9:1. A principle description of a power utility.

Computers and information technology have in the past been used in
different areas within utilities. Those areas have had rather weak connec-
tions to each other. There are specifically three different and clear such
areas;

• technical calculations, which have been developed to include
advanced simulation studies, design tools and CAD-application

• pure administrative tasks and the whole economic area in-
cluding

billing etc.
• computerized tools for operation such as SCADA/EMS-
systems

owners

society

operationinvestments customers
raw
energy
suppliers
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The interesting thing today is that those areas will now be integrated into
each other or expressed with an other word interconnected to each other
and that forms the modern IT-system for power utilities, see figure 2. A
modern IT-system includes SCADA/EMS/DMS/BMS functions, GIS
systems, Maintenance systems, Asset Management systems, Billing sys-
tems, Call Center systems, traditional Groupware and/or Intranet solu-
tions etc, [4].

Figure 9:2. A modern IT-system for power utilities

CAD: Computer Aided Design
SCADA: Supervisory Control and Data Acquisition
EMS: Energy Management System
DMS: Distribution Management System
BMS Business Management System:
GIS: Geographical Information System
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9.3 The Problem

Today, many utilities are totally dependent on their modern computer
based information and control systems for running the power system in
an efficient way. In general, experiences over the last 30 years have been
fairly satisfactory, however, too many systems do not work in the ways
they were intended to. There are various reasons for this, e.g., too high an
ambition level, unclear objectives and a lack of an operational philoso-
phy, i.e., a lack of information technology strategies (IT-strategies), inad-
equate specifications (specifically regarding functional contents and func-
tional requirements), a lack of knowledge within the own organization,
and a poor or incomplete delivery of the technical system itself.

As for all IT-systems, the technical possibilities provided by such sys-
tems have grown dramatically during the last ten years. However, the
techniques for specifying customer and user requirements on these sys-
tems in terms of functionality, performance, etc. have not yet improved
at the same pace. Therefore, today´s systems, despite their advanced tech-
nology and extensive functionalities, often do not fulfill the user´s expec-
tations and real needs. Furthermore the systems tend to be unnecessarily
expensive to produce and maintain, partly due to deficiencies in the tech-
nical description in connection with the request for proposal and con-
tract. This is going to be even worse when the modern IT systems will be
more and more integrated. In addition, there is always a risk that infor-
mation system will not be able to perform the relevant functions. Several
studies show that the systems implemented are in fact not the systems
wanted. For example, The Standish Group study, [5], divides all IT projects
into three types:

Type 1:
Successful project, i.e. project finished in time and within the budget;
the installed system totally corresponds to the initial specification;

Type 2:
The system is implemented and the project is finished, but delayed,
over the budget, and the installed system does not provide the ini-
tially specified functionality to the full extent;

Type 3:
Project stopped and discarded during the system development or
implementation phase.
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Figure 9:3. Success rate of IT procurement projects.

Hence, the projects are successful only in 16.2% of all cases. The same
study points out also the reasons of project failures. The dominating rea-
son, more than 1/3 of all failures, is caused by incomplete or bad specifi-
cations. Improving that is the real challenge!

Type 2

52.7%

Type 3

31.1%

Type 1

16.2%



169

9.4 A Systems Engineering Approach

The approach selected to understand what really causes the situation
mentioned in the previous section is case studies, [6]. The research has so
far focused on; How are IT-systems procured today, and what could be
done in a better way? In the studied procurement projects, experiences
on the customer´s and consultant side have been collected from the
procurement´s project leader, from technical specialists, from users, and
from maintenance personnel. On the supplier´s side, the project leader,
the salesmen, and the technical specialists have participated. Furthermore,
all relevant documents, such as the inquiry, the proposals, the contract,
test-protocols, correspondence, and protocols from project appointments
have been studied. Up to now about 200 procurements/deliveries of com-
puter-based support systems have been studied in many different appli-
cation areas; power utilities, telecommunication, manufacturing indus-
tries and process industries. The results from the case studies have been
combined with a system engineering approach, a theoretical platform,
see figure 4, to perform the knowledgebase for the development of an
improved method for working out system requirements.

The research area systems engineering is divided into several sub-areas or
research directions:

Business analysis is aimed at understanding the organization needs today
and in the future, and to express them in a way which could effectively
serve as an input to IT system procurement or development documents;

Technical analysis is aimed at: understanding the domain where IT sys-
tems are supposed to work, understanding and getting continuously
upgraded in the underlying technologies of IT systems, their components
and accessories;
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Figure 9:4. Requirements engineering in the context of the research presented.

Project Management is aimed at understanding and developing efficient
principles of how to manage complex procurement and development
projects;
Systems integration is aimed at understanding principles and developing
guidelines of how to integrate IT-subsystems efficiently;
Requirements Engineering(RE) is aimed at developing guidelines and rec-
ommendations in order to improve the quality of requirements specifica-
tions for procurement of industrial control systems.
For the purposes of the presented work, the concept of RE is divided into
two parts:
Requirements Engineering theory: a theoretical discipline which examines
and creates methods for elicitation, formulation, interrelation, and struc-
turing of requirements in a requirements specification;
Requirements Engineering practice: a process of creating a Requirements
Specification (RS) for procurement or development of an IT system.
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9.5 Main Research Findings and Contributions

It is outside the scope of this chapter to present detailed methods based
on the ongoing research. However, some important findings will be dis-
cussed. All case studies, independent of application field, have signifi-
cantly shown that all major mistakes are done in the very early phases,
i.e., before the contract, of a project. The research so far has therefore been
concentrated to those early phases.

The developed method, see figure 5, starts with business analysis and
business modeling to analyze and develop models of a company´s busi-
ness process when the new IT-system has been taken into operation. From
this study the system goals are generated and they serve as the basic
when the requirements in the RFP (Request For Proposal) are defined.
Every requirement must have a reference to a goal in the System Goals.
Otherwise, it will not be accepted as a requirement in the RFP. Taken
almost any RFP on the market it is surprising to find that the main part of
the requirements have no reference to the system goals. That means that
they are stated for other reasons or probably for no known reason. Thus,
they can be skipped without harming the final system. Unnecessary re-
quirements are one reason to all mentioned problems.

Business Model

Support System Goals

Requirements in RFP

Requirements During the Realization

Test-Spec.

Requirements in Contract

Figure 9:5. A method to generate requirements during the specification phases.
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The requirements in the RFP is then by evolution converted into the Con-
tract and then successively during the project phases changed after spe-
cific rules so it mirror the true system all the way through Realization,
Testing to Maintenance. That means that the system has only one specifi-
cation (one document) during its lifetime!

The method, which is more or less continuously upgraded as results from
the ongoing research, is currently used in several full-scale projects, among
them: a project in which the Swedish National Grid Company is procur-
ing a new national control center for the Swedish transmission network,
and a project in which the Latvian state power board, Latvenergo, is pro-
curing one national control center and two regional control centers for its
power system, can be mentioned, [7] and [8].



173

9.6 Conclusions

Large investments in information and control systems will be made within
the next few years. The key issue for the future development of such
systems is operation, i.e., tools for an efficient overall operation. This is
specifically true in a deregulated market, which implies that the new role
for the power companies will have a dramatic impact on the future infor-
mation systems. Integration will be one of the most important functional
requirements for future systems. To avoid reproducing the mistakes from
history and unintentionally ending up with many small isolated infor-
mation systems, it is very important for a utility to work out a long term
IT-strategy at an early stage. This is the very first step in the important
systems engineering work. The strategy must be focused on functional-
ity and not on technical solutions. It is remarkable that data last while
technology changes.

The long term IT-strategy shall be the bases for the essential functional
specification and the well-stated performance requirements on every ac-
tual information and control system which is to be developed and pur-
chased. This will ensure that the system will fit into integrated environ-
ments and concepts for the entire information and control system.

Promising research - discussed in this chapter - is now in progress to
develop a concept or a model, together with methods and tools, which
can be used during all phases of an information and control system, i.e.,
functional specification, system design, implementation, maintenance, as
well as migration. The later one is of special interest since many utilities
will upgrade their existing IT-systems. To have good specification tools
and methods are especially important in the first phase, i.e., the specifica-
tion of functional contents and requirements. This specification serves as
the media between the utility and the vendor. To do such a specification it
is important to start with a qualified business analysis. To improve the
entire business process for a utility it also is necessary to look after qual-
ity improvements of their entire business process.
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Chapter 10

The Transmission of Data over the Elec-
tricity Power Lines

Akkermans, H. – Healey, D. – Ottosson, H.

10.1 Executive Summary

Power Line Telecommunications (PLT) is a recent and rapidly evolving technol-
ogy, aiming at the utilisation of the electricity power lines for the transmission of
data. PLT technology opens up new opportunities for the mass provision of local,
last-mile access at a reasonable cost. This is a critical issue in the provision of the
Information Society infrastructure. PLT can furthermore provide a multitude of
new Information Society services – both in the energy and telecom domains - to
residential and commercial users that are difficult or costly to implement through
other technologies.

The strengths and weaknesses of PLT in relation to alternative local access tech-
nologies have been analysed in this report.  It has been concluded that PLT tech-
nology has a number of important strengths: it offers a permanent on-line con-
nection as well as symmetric, two-way communication; it has good performance,
very good geographical coverage, and is relatively cheap because most of the in-
frastructure is already in place. Currently, the main weaknesses of PLT technol-
ogy are that it is still in the developmental stage, it has no significant installed
customer base yet, the distances it can cover are limited, and possible problems
may arise when heavy power functions are involved. However, the upgrade path
for PLT technology is highly attractive compared to other local access technolo-
gies in terms of capital expenditure and implementation requirements.



176

Hence, PLT is definitely a significant last-mile local access technology. It is likely
not to be the only one: rather, it will be part of a range of complementary tech-
nologies, because each technology yields a different compromise between band-
width, reach, noise immunity, and cost. PLT has a number of unique advan-
tages, but it must be positioned within a well-defined local access strategy, espe-
cially targeting geographic concentrations of users (residential, SOHO, SME
customers) requiring common services.

This report has reviewed the technical state of the art of PLT technology showing
it to be very promising. Nevertheless, there are two technological problem areas
where improvements are needed. The first problem area relates to PLT as  a
provider of the local access infrastructure. The second problem area relates to
PLT-based development of applications and services. The main technological
improvements needed from both perspectives have been discussed in this report,
and associated measures at a European level  have been outlined.

If these improvements and measures are implemented, PLT technology will play
a significant role as a provider of  necessary Information Society local infrastruc-
ture, as well as a platform for a wide range of new Information Society applica-
tions and services. Accordingly, the EC’s Information Society Technologies (IST)
programme is the appropriate platform for financing PLT activities on a Euro-
pean level.

Terms of reference

Power Line Telecommunications technology, PLT for short, is an emerg-
ing technology with significant new  business potential for both the elec-
tricity supply and telecom sectors. The liberalisation and deregulation of
these sectors, currently underway in Europe, is a major driving force in
the development and exploitation of PLT technology.   This report gives a
concise survey and evaluation of recent trends in this field.

This report has been produced as a background document aiming to help
the European Commission in the development of its new Information
Society Technologies (IST) programme. It has been written in fulfilment
of the European Commission Task contract No. 116503, dated 3 April 1998:
“Evaluation of work in the area of power line telecommunications, in the
framework of the EC information technologies program”. In addition,
the authors hope that this report will be of service to the electricity and
telecom sectors directly in  forming their strategy in the PLT and associ-
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ated customer services areas.

The views expressed herewith represent only those of the authors of this
report and should not be interpreted as approved or planned policies of
the European Commission.
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10.2 Introduction

Power Line Telecommunications (PLT) is a rapidly evolving technology,
aiming at the utilisation of the electricity power lines for the transmission
of data.

A main obstacle in the realisation of the Information Society is the invest-
ment required to provide the necessary infrastructure which will reach
the maximum number of information users. The currently available tech-
nologies, i.e. wire/cable/fibre and wireless/satellite, have not yet given
solutions to this critical problem. This will certainly delay the implemen-
tation of the Information Society.

It is important, however, to observe that already every building is con-
nected to the power grid and moreover every room has power line con-
tact points. The extent of this existing wiring cannot be matched by either
the telecommunications or cable TV wiring. Thus, the emerging PLT tech-
nology opens up new opportunities for the mass provision of local access
at a reasonable cost. In addition, PLT can provide a multitude of new
services to the users which are difficult to implement by other technolo-
gies, e.g., remote electricity meter reading, appliance control and mainte-
nance, energy management, home automation, etc.

The technology and business impact of the implementation of the PLT
technology will be felt very strongly by all players in the telecommunica-
tions and energy sectors. It is an enabler for utilities and others to become
important players in building the Information Society, as it provides a
new platform for interactive information-based services in local commu-
nities. It will therefore be a factor in the faster introduction on a mass
scale of many new Information Society dependent services.

Local access is a key issue in the Information Society infrastructure. This
local access may be provided, in different situations and under varying
conditions, by various telecommunication technologies, of which Power
Line Telecommunication is one. In many cases, the Information Society
local access infrastructure will be of a hybrid nature. An example of  how
this infrastructure can look like is shown in figure 10:1.
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Figure 10:1. Hybrid Information Society local access infrastructure including
PLT technology (source: EnerSearch AB).
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10.3 Historical Background

The first technique to make use of the power line for control messages
was developed in the early 1950s. The method, Ripple Control, is charac-
terised by the use of low frequencies (100 - 900 Hz) giving a low bit rate
and a demand on very high transmitter power, often in the region of
several 10 kWs. The system provides one-way communication, and among
the applications are the management of street lights, load control and
tariff switching. New systems were developed in the early 1980s, with a
slightly higher bit rate.

Investigations were made in the mid 1980s by several utilities to analyse
the characteristic properties of the electric grid as a medium for data trans-
fer. Frequencies in the range of 5 - 500 kHz were often studied. The sig-
nal/noise-levels were important topics for measurements as well as the
attenuation of the signal by the grid. Many utilities performed such stud-
ies both in Europe and in the US. The initial driving factor for those stud-
ies was the implementation of the SCADA technology - Supervisory Con-
trol And Data Acquisition.

Bi-directional communication was first developed in the late 1980s and
early 1990s, and the present systems came on the market during this
period. The main difference was the use of much higher frequencies and
a substantial reduction of the signal levels. Through this development,
two-way communication became realistic.

Today, advanced protocol techniques are used and systems for proper
data transfer are managed. The anticipated future development will use
frequencies in the GHz-range, providing a much higher bandwidth and a
high data throughput, in the order of several Mbps.
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10.4 Relevance of Power Line Telecommunica-
tions (PLT) technology to building the Infor-
mation Society

The electricity power lines constitute a basic component of the emerging
Information Society and its economy for two separate reasons:

· The power line as electricity carrier. First and foremost, the power line
supplies electricity. This is self-evident, of course, but it is worth point-
ing out that almost all functions and equipment of the Information
Society increasingly and fundamentally depend on an extremely reli-
able and cost-effective supply of electricity. Efficient energy supply is
an essential precondition for the Information Society.

· The power line as information carrier.  The last decade has brought tech-
nological inventions and advances that enable to use the power line
as a large-scale data transmitter and information carrier in its own
right. These advances are summarised under the label of Power Line
Telecommunications, or PLT technology for short.  PLT technology
turns the power line into an Information Society telecommunications
infrastructure, along with others such as copper-wired telephony, fi-
bre, cable TV, and wireless and satellite networks.

PLT opens up many new business opportunities for applications and cus-
tomer services, for both the telecom and electricity sectors in Europe.  In
this regard, there are various strong, sometimes unique, motivations to
consider  the PLT-enhanced power line as a very important element of
the future Information Society infrastructure.

· The power grid is ubiquitous. The low-voltage power grid has as a unique
feature that it constitutes an already existing networked infrastruc-
ture to billions of private customers as well as businesses. It is at the
same time a large-scale as well as very fine-grained infrastructure:
connecting billions of people all over the world, but also even cross-
ing the boundaries of homes and buildings to individual wall outlets
and sockets, home appliances and electrical industrial equipment.
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· The power grid offers last-mile connectivity. Through PLT, the power line
offers what is sometimes called the “last mile connectivity” to the in-
dividual customer. In this regard, it is not the only last-mile technol-
ogy, but it appears to emerge as a significant competitor. Depending
on the regional or national situation, and due to varying demands
and capabilities, it is likely that the overall Information Society infra-
structure will have a hybrid character.  The power line is certainly
positioned as a good complement or alternative here, since it could
provide a permanent-access, two-way, always-on-line connection to
the customer, 24 hours a day.

· The power grid supports information-based services with strong growth po-
tential. Although PLT technology is young and in need of further ad-
vances, both in terms of telecom capabilities and commercial equip-
ment cost reductions, it has already been shown that present, rela-
tively limited,  data rate transfer speeds are already sufficient for many
useful innovative applications. A number of useful services are al-
ready feasible with data transmission in the kbps range, while current
PLT speeds are on the order of 1 Mbps, and speeds up to 100 Mbps
are envisaged within a number of years.

· The power grid is already in place, thus enhancing cost-effectiveness. Be-
cause the power line infrastructure is already in place, it is potentially
cheaper than other forms of local telecommunications access, as these
will generally require tremendous investment to achieve comparable
scale and grain size.

Developments in the PLT area are currently driven by coinciding busi-
ness and technology factors in the telecom and electricity sectors that can
be summarised as follows.

(a) Privatisation and liberalisation of the electricity supply sector is driv-
ing investment in operating efficiencies.

(b) Flat growth and margin is in turn requiring power utilities to focus
upon expansion of value-added energy service capabilities.

(c) The majority of the activity in value added service development is
based upon exploitation of communications technologies.

(d) Liberalisation of the telecom sector has resulted in a growing level of
power utility participation which provides significant economies of
scale in developing value-added and communication-based services.

(e) PLT provides a potential cost-effective and efficient solution to the
“bottleneck” of local access in the telecom service infrastructure.
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(f) PLT could be deployed in less developed countries in order to cost-
effectively raise telecom coverage and density.

(g) PLT may provide the capability to deliver high speed access to the
home (and even beyond) which will accelerate the arrival of the in-
teractive information age.

We will elaborate and illustrate these considerations further in this re-
port. The indicated trends facilitate the emergence of applications and
services that are inherently based on advances in Information and Com-
munication Technology (ICT). Three main categories of new ICT-based
applications and services can be distinguished:

1. Energy services within the existing sector boundaries, but with new
forms, features and scales. Examples are remote metering, remote bill-
ing, demand-side management, distribution automation and control
from a distance.

2. Telecommunication services within the existing sector boundaries, but
based on PLT technology. Examples are power line-based telephony,
internet access, voice and video transfer, etc.

3. A new category of value-added customer services based on integra-
tion of PLT and other ICT technologies come within reach. They take
advantage of crossing the boundaries of the current industry sectors
and the ongoing convergence of technologies and disciplines. Exam-
ples of such services may be security from a distance in home and
office, agent-enabled personal comfort services,  intelligent energy and
equipment cost saving services, various other forms of “smart” home
automation, content-oriented electronic services in education, infor-
mation, advice, entertainment or electronic commerce.

All such services may be packaged or bundled through PLT with the
more conventional telecom and energy offerings, thus widening the service
range and enhancing individual choice – features that are increasingly
demanded by customers.

In sum, the coupling of  ICT and PLT technologies gives ample opportu-
nities in innovative applications and services that will contribute to shap-
ing the Information Society.  As an element of this, efficient energy sup-
ply is an essential precondition for our society. One important point of
departure is the integration of information technology in energy systems
to establish long term sustainable solutions. Conversely, the power line
will become a medium for information-based services. Thus, utilities can
be important players in the general development of the Information Soci-
ety.
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There are several alternative technologies, besides PLT, for the provision
of the Information Society local access infrastructure and services. Each
technology has its own strengths and weaknesses. A state-of-the-art com-
parison between PLT and some other relevant technologies is presented
in figure 10:2.

Figure 10:2. State-of-the-art comparison between PLT and other relevant tech-
nologies for the provision of Information Society  access infrastructure and serv-
ices (source: Mason Communications Ltd).

A technology comparison must not only take into account the state of the
art today, but should also look at the ease of development and improve-
ment in the near future. This is done in figure 10:3, which compares the
upgrade paths for various Information Society infrastructure technolo-
gies.
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Figure 10:3. Comparison of access technology upgrade paths (source: Spectrum).

Hence, the upgrade path for PLT technology is highly attractive com-
pared to other local access technologies in terms of capital expenditure
and implementation requirements. Other access infrastructures require
significant capital investment to deliver more than one or two telephony
lines. PLT systems are under development that will allow bandwidth
delivery to increase incrementally as market demand requires.

The technology comparison then shows that the major advantages of PLT
technology are the following. It offers a permanent on-line connection
(without incurring the usage costs associated with conventional switched
systems), and it has good performance and very good geographical cov-
erage. Moreover, it provides symmetric, two-way communication.  It is
relatively cheap because most of the infrastructure is already in place,
and has an attractive upgrade path. Finally, it is unique in that it might
provide both telecom and value-added energy customer services at the
same time (these are further discussed in section 10.7). Currently, the main
weaknesses of PLT technology are that it is still at the developmental
stage, it has no significant installed customer base yet, the distances it
can cover are limited, and possible problems may arise when very heavy
power functions are simultaneously involved. It offers medium band-
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width, but not the extremely high bandwidths as some other technolo-
gies do, the latter however with higher costs and less coverage. In sum,
PLT is a definite and significant last-mile local access technology, but it
will not be the only one. The use of different complementary technolo-
gies is seen as more likely, since each technology offers a different com-
promise between bandwidth, reach, noise immunity, and cost. PLT has a
number of unique advantages, but it must be positioned within a well-
defined local access strategy, especially targeting geographic concentra-
tions of users (residential, SOHO, SME customers) requiring common
services.
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10.5 The changing market, legal and technical
environment

It is therefore clear that there is no free lunch in seizing the opportunities
offered by PLT technology. Current  developments take place in a highly
dynamic and uncertain environment, where sector boundaries are shift-
ing, financial power is enhanced through mergers and acquisitions, com-
petition is increasing, legal regulations are being fundamentally rede-
signed, new market entrants appear, and old paradigms of operational
and business success no longer give a guarantee for the future.

10.5.1 Electricity sector liberalisation

The electricity transmission, distribution and supply businesses of Eu-
rope are confronted with an ongoing period of radical change. The grow-
ing trends of privatisation, liberalisation and competition have called for
fundamental changes in corporate structure, business goals, organisa-
tional culture, human resources and market and customer orientation.

This period of change has come at a time when the majority of these
businesses also face increasing economic pressures upon fundamental
elements of their operations.  Annual growth in electricity supply has
been averaging between 1% and 2% in most of Western Europe over re-
cent years.  In addition, margins in electricity supply are classically found
to be between 2% and 3%.

As regional or national utility monopolies, however, these businesses
deliver stable, low-risk and high-quality revenue streams.  The desire or
need to innovate in either technology or service development has there-
fore traditionally been limited.  The onset of growing competition in the
supply business has driven increasing numbers of companies to investi-
gate and develop strategies that differentiate their service and can pro-
vide competitive advantage in the marketplace. In section 10.6, an over-
view is given of many new services that are enabled by PLT technology.



188

10.5.2 Telecommunication sector liberalisation

In parallel with this period of radical change within the electricity supply
industry, the telecommunications industry is experiencing an ever faster
process of liberalisation, leading to much greater levels of competition
for previous monopoly suppliers.

A common theme across Europe and much of the developed world is
power utility participation within new telecommunications operator busi-
ness.  Within Europe almost all second national telecom operators in-
clude participation by the respective former power transmission/supply
companies. An overview of such combined operator ventures through-
out Europe is given in figure 10:4.

Figure 10:4. Key utility operator ventures in Europe (source: ABN-AMRO).

This therefore provides further significant drivers for those utilities to
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sector directly, are looking to commercially exploit PLT by providing net-
work access to telecom operators.
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10.5.3 The  significance of the power line in
telecommunications

In this context of quickly changing market environments, the new PLT
systems and capabilities that are now being developed have the potential
to address one of the most important aspects in the future of telecom.  For
many years the bottleneck of the “local loop” or “last mile to the customer”
in any telecom network, that connects the customer premises to any op-
erator, has restricted progress in the development of telecom services.  In
particular, the dream of the ubiquitous “superhighway” connecting all
residential customers to a high speed information network has not been
realised.  There are two main reasons for this:

· The limitations of the existing copper local loops owned by incum-
bent national telecom operators.  Able to support only one or two
lines of basic telephony (or with network upgrades, ISDN), those net-
works require massive capital investment to support high speed in-
teractive services (i.e. > 2 Mbps).

· The cost to new operators of constructing alternative high speed local
access networks is immense.  In the UK cable TV businesses, owned
in the main by telephone operators from the USA, have spent ap-
proximately 30 billion ECU building alternative TV and telephony
systems to 60% of the UK residential customer base.  This network
however requires even further significant capital investment to de-
liver high speed interactive services.

New technologies are being developed to provide high speed interactive
capabilities via copper telephony systems, cable TV networks or via ra-
dio systems.  These systems are constrained in the level of service or
capacity they can support in the local loop environment.

It is this conundrum which is therefore preventing the almost infinite
possibilities of the Internet in the consumer environment to be realised.
To date, telecom operators have been unable to justify the massive in-
vestment required to deliver the “superhighway” access networks that
could support a new age of high value interactive services.  At  present
Internet access for the majority is limited to slow speed and  poor quality
systems, utilising the bottleneck of telephone wires not designed for such
uses.
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In addition new interactive applications and services which would possi-
bly justify such investment are not being created because the access net-
works are not there to support such offerings.  In less developed coun-
tries PLT could provide telephony access extremely cost-effectively.

All factors discussed therefore build a compelling case, for the telecom as
well as electricity sectors, for investment in PLT technology and deploy-
ment.
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10.6 Why limited exploitation so far?

There are three main reasons why exploitation of PLT to date has been
limited to “narrow band” applications such as telemetry, SCADA-based
remote metering etc.

· PLT technology is young and still evolving; its capabilities still need
expansion. Research into high speed and high frequency PLT sys-
tems has been contemplated for a long time: AT&T carried out pre-
liminary evaluations already in 1923.  It is only in recent years, how-
ever, that complex modulation techniques have been developed which
are able to manage high speed digital services within such an onerous
environment as the power line. The PLT state of the art and upgrade
path have been discussed in section 10.4. Main needs for technologi-
cal improvements are discussed at the end of this section.

· There is a lack of standardisation and interoperability of PLT-rel-
evant products. Standards such as CENELEC’s which identify fre-
quencies employed for PLT to 148 kHz restrict the capability to de-
ploy modern voice or data systems.  This has furthermore reduced
the incentive to investigate potential higher value PLT systems. These
issues are further addressed in section 10.9.

· Until recently the commercial incentives to exploit such a telecom
infrastructure as PLT have not yet been clear. For limited applications
it is not always easy to build the business case; the current market,
legal and technical changes and uncertainties clearly add to this. This
has been discussed already in section 10.5.  Therefore, investigation
of PLT has to date been limited to narrow band applications, which
are primarily targeted at reducing operational costs of the power sup-
ply utility (e.g. power line telemetry).

Let us illustrate the latter with the example of remote metering, which
has become the first larger application area for Power Line Telecommuni-
cations.

The deregulation of the energy market created the need for remote me-
tering of a large number of meters. The short intervals (0.5 - 1 hour) be-
tween reading the meters was a driving factor for developing an auto-
mated system. In general, all utilities have done own experiments and
tests using PLT technology for remote metering, however on limited scales.



192

Many of those tests are completed, and the results do show that PLT can
be used in this application. In many of the European countries, the test
installations reach a few thousands of remote meters in total.

The hesitation to implement remote metering on a larger scale is related
to the on-going discussion on four factors:

1. What impact has a deregulated metering market (after the year 2000);
2. Will demand profiles be used for the large domestic market;
3. Is such information protected and limited to the present distributor;
4. What is the return on investment for singular applications such as

remote metering.

Given the high investments in telecom and power line infrastructures, it
has become clear from cost-benefit analysis that successful adoption and
penetration of PLT technology is to be based on a range of simultaneous
applications or service bundles, rather than singular applications. In addi-
tion, it has become clear that it requires an integrated blend of currently
disparate capabilities and competencies (telecom, power engineering, ad-
vanced software applications, dedicated hardware, market research). Both
for the telecom and electricity supply sectors this involves disciplines
outside the traditional core competencies that can only be acquired through
external collaborations. Managing the needed knowledge is an issue in
its own right. However, measures on a European level can significantly
alleviate these problems.

From a general innovation perspective, the relatively slow rate of PLT
technology adoption should not come as a surprise. It is interesting to
look at how fast different technologies have penetrated the market.
Internet, being outstanding in this respect, has by far reached the most
widespread system for communication over a short period. It took five
years to reach 50 millions of users, compared with broadcasting radio
systems (38 years) and TV (13 years). There is no reason to expect PLT to
be an exception to this general innovation pattern, although one must
take into account our higher human ability today to adapt to more com-
plex systems.

Assessment of the current state of the art of PLT technology, as has been
done in section 10.4, shows it to be a very promising technology. There
are, however, two technological problem areas where improvements are
needed. The first problem area relates to PLT as  provider of Information
Society infrastructure. The main technological improvements needed from
the infrastructure perspective are:
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·
Increased PLT transfer speed and reliability. To keep up with needs, in-

creasingly high transfer speeds (up to > 100 Mbps) are desirable, as
they are for other telecommunication infrastructures such as fibre,
copper and wireless. Given that the power line is a noisy medium,
further reduction of PLT transfer error rates is also required. For cer-
tain contract-related services (e.g. remote billing from remote meter-
ing) this is even a sine qua non.

· Study of PLT frequency characteristics and ranges. PLT frequencies
are currently restricted to relatively low frequencies and narrow bands.
It is necessary to increase PLT bandwidth and study the possible use
of much higher frequencies. This is also an area of importance for
standardisation efforts.

· Compatibility between energy and information functions on the power
line. Energy and information are different functionalities working at
different frequencies on the same power line infrastructure. Each func-
tion has its own requirements, but their behaviour must be compat-
ible.

· Hybrid infrastructures for telecommunication. In many local access
applications, there will be a need for  a combination of  telecommuni-
cation infrastructure types. Thus, the coupling of or creation of bridges
and gateways between PLT and other existing telecom infrastructures
(wireless/fibre/copper) is an area for future R&D. It is furthermore
crucial that Information Society infrastructures are based on open sys-
tems concepts (e.g. IP), rather than being dependent on proprietary
solutions as is now often the case.

· For all above areas, more field trials and demonstrations are required.

The second problem area relates to the PLT-based development of applica-
tions and services. The main technological improvements needed from the
applications/services perspective are:

· Advancing the state of the art of modern software techniques and
methods (e.g. intelligent agents, collaborative distributed
architectures), focused on the demands (customer requirements, busi-
ness models, real-time constraints, data integrity and integration) of
PLT applications and services. The PLT area is a vast area for new
applications with, however, specific demands, while the actual expe-
rience with advanced approaches to information systems develop-
ment has to be increased in certain sectors. This is also a good area for
knowledge transfer and dissemination.
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· Improving the understanding of the market and of customer require-
ments in fast and large-scale adoption of  new applications of serv-
ices. Many different applications are technically feasible, but the un-
derstanding of  how the market is segmented, how the economics of
new applications looks like, and how the market will react to new
service introductions is limited. Here, studies and field experiments
are needed that especially must include commercial customers and
residential users.

· Design and implementation of  value-added services. Related to both
the above areas, there is a definite need for more R&D and trials in
designing and implementing new services, both in terms of  the busi-
ness and customer processes, and in terms of how these processes are
to be mapped onto the Information Society infrastructure and soft-
ware applications.

· Application and service integration will increasingly become a sig-
nificant area of investigation. Many new applications will have to share
the same Information Society infrastructure, and parts of the infor-
mation they carry are valuable across very different services. Improv-
ing sharing and integration will also have a very positive effect on the
overall economics of PLT applications/services, because it also im-
plies shared costs.

The technological problem areas outlined above clearly require more R&D
and field trials, and they define the focal areas where new technological
developments are needed most. From here, the conclusions which possi-
ble areas of R&D have to be supported on a European level naturally
follow. This aspect is discussed in section 10.9.
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10.7 Potential and directions for new applications
and services

Convergence is a popular term used in relation to the merging of various
industrial sectors, made possible by digital technologies such as tel-
ecommunications, information technologies, broadcasting, multimedia.
From the above discussion it is clear that the term can be properly used
also for the fusion of the energy and information systems. This tendency
will have a large  impact on the operations of major industrial sectors, i.e.
power utilities, commercial/residential information product users, and
technology/application suppliers. This new technological and commer-
cial environment will create vast new opportunities for everybody and
especially for the power utilities. A new type of ‘telecommunications plus
energy operator’ is emerging which will grow out of a mixture of the old
type monolithic telecommunications operators and old type power util-
ity companies. This new type of operator is expected to gradually replace
the existing ones, eventually taking the shape of a customer ‘Services
Operator’.

This business development implies that the integration of ICT in energy
systems is a strategic technological  area. Here, Power Line Telecommu-
nications will have a dominant role. Communication in general will en-
able the utilities to refocus their strategic intent, change their organisa-
tion and improve their customer orientation and marketing. Current util-
ity objectives are:

Cost reduction: - improve operations efficiency
- increase productivity
- improve asset utilisation
- outsource non-core functions

Customer retention: - improve customer services
- retain revenue and load
- maintain competitive position
- gain new customers

New revenues: - develop new service offerings to both
new and existing customers

- enhance services through communications
functionality



196

Many of these are using PLT-enabled applications and services to help
achieve their business objectives. Below we list a range of such PLT-ena-
bled services that are currently being investigated and tested in Europe
and elsewhere.

10.7.1 Examples of operations-focused services

- automated meter reading enables the utility to remotely obtain
meter readings, load and consumption
data, and detect tampering and/or
energy theft

- remote connect/disconnect for example, create a final read bill
while the customer is waiting

- multi-utility services provide service bundles for other utili-
ties

- network control operating efficiencies are targeted
through automation of the distribu-
tion network, allowing dispatchers or
computer-based algorithms to operate
field devices to optimise the network
(substation automation, dynamic
loading and Volt/Var control)

- outage handling detect outages automatically and
proactively notify customers in addi-
tion to service restoration

- power quality monitoring monitoring such as line conditioning
to ensure that the service is delivered
according to set performance stand-
ards

- predictive maintenance based on condition rather than on
  and field force automation time
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10.7.2 Examples of customer-focused services

- aggregated, tailored billing for a number of customer premises

- appliance management individual appliances can be moni-
tored and managed. Customer can be
informed if appliance has abnormal
usage or appears inefficient compared
to modern alternatives

- customer load management electricity consumption based on time
of use and/or real-time pricing in re-
sponse to economic signals that pro-
vide incentives for more efficient use
of energy; direct load control may be
included as an option

- energy usage management the customer information interface is
used to provide energy usage infor-
mation and advice, as  well as com-
munications regarding billing and
new services offerings

- interactive services customer interface for enabling serv-
ice delivery, scheduling services ap-
pointments and selecting service op-
tions

- market pricing/availability market information regarding avail-
able options provided by the utility
and/or other providers

- comfort and savings intelligent home devices and network
agents providing home comfort and
energy/cost savings functions

- telecom intensive applications Fast Internet access (>2Mbps), elec-
tronic commerce, IP telephony, Web
TV, electronic content services in edu-
cation and entertainment, etc.
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Today, the utilities are all working to prepare for the upcoming deregula-
tion and to prepare for the open domestic market. Especially in the do-
mestic market, information systems will be needed to handle the mas-
sive change into new flexible billing systems and systems that provide
enhanced customer service.

These systems must not only provide services towards the customers.
The need is also to develop and focus on the utilities’ own internal effi-
ciency. A number of ways are considered to cut management and opera-
tional costs and to shorten repair times. Over the years 1980 - 1990, many
utilities reduced personnel and have today reached the level at which
only limited changes in this respect would be possible. The next step
therefore is to incorporate more efficient methods through better infor-
mation management and through up-grading old ICT systems.

There is a trend to focus on increased efficiency, both when it comes to
handling the customer services and to run the installations in an optimised
way. Management based on condition rather than on time is one fast
expanding area.

Asset management is seen as the area in which it is possible to provide
the greatest potential for reduced costs and increased efficiency in manage-
ment and maintenance. Up till now, the SCADA systems - Supervisory
Control and Data Acquisition - have been installed on higher system lev-
els i.e. from production down to 50 kV. With the new communication and
computer possibilities, the observation and control platform has been
expanded to include the whole electric system, incorporating also some
parts of customer systems/units. The power grid for data communica-
tion is essential for this approach.

As an example, analysis of British utilities show a total predicted invest-
ment of close to 2 billions ECU in ICT systems over the next few years, of
which half will be related to customer and market systems. Those invest-
ments have been estimated to be allocated to the main sectors as follows:

Call centres: 30%
Customer databases: 30%
Billing and transactions: 25%
Smart cards: 5%
Remote metering: 5%
Maintenance: 5%
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Of the total ICT investment, the build-up of new telecommunications
infrastructures is an essential part whereby the power lines will yield
advantages provided that the data transfer is secure and efficient. All in
all, from the viewpoints of both increased operational efficiency and en-
hanced customer service, it is evident that ICT is a strong competitive
factor for tomorrow’s energy and electricity industry, as it is for today’s
telecom industry.
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10.8 Recent development and deployment work

There are many examples of PLT projects world-wide, ranging from mar-
ket and customer studies, R&D projects, small scale trials and pilots to
commercial introduction of PLT product lines.

Most activities occur in the USA/Canada, UK, the Scandinavian coun-
tries, and Germany, generally reflecting the faster pace of liberalisation in
the telecommunications and electricity markets in those countries.

Some low bit-rate applications have already reached the commercialisa-
tion stage, but the ones most demanding in bandwidth are still at the
stage of development or small scale trials. More work is required in the
area of PLT hardware product development, production of appropriate
standards and new software applications.

Details of representative projects are given in Annex ‘A’. In sum, the quick
scan of ongoing research, development and deployment work presented
there shows the following.

· PLT research and technology development cuts across many existing
boundaries. It is cross-industry, cross-functional, cross-disciplinary,
and dominated by industrial activities and interests, the ongoing Eu-
ropean telecom and energy deregulation being a driving force of prime
importance.

· PLT technology has demonstrated business and technical potential,
but is in need of improvements both in terms of capabilities (speed,
reliability), investment and exploitation costs, and interoperability with
other communication and information infrastructures -hybrid solu-
tions often being required.

· A number of associated regulatory and standardisation problems are
awaiting solutions on a European level, in order to establish PLT as an
Information Society technology in the proper sense of the word.

· There is a wide range of advanced software application and integra-
tion issues that are in need of further investigations and field tests, in
order to serve as the foundation for value added customer services
and interfaces.

· Customer requirements, economic feasibility and market introduc-
tion issues are important, but as yet insufficiently understood, non-
technological critical success factors in the mass adoption and fast
penetration of PLT technology.
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· Many industries have ongoing projects and tests in the PLT area, but
the whole picture seems a bit scattered or fragmented from the Euro-
pean perspective  - possibly also due to the fact that many of these
industries have enjoyed a tradition as regional monopolies. Accord-
ingly, collaboration and dissemination at a European level might well
be improved and prove helpful to establish a sufficiently strong PLT-
enabled position of Europe as a whole.
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10.9 How the Information Society Technologies
(IST) programme can best support this area
of work – Required future work

The above analysis yields indications where the European Commission’s
IST programme can support development and exploitation of PLT tech-
nology. There appear to be three main areas:

· Supporting research, technology development and field/market dem-
onstrations in selected areas.

· Facilitating PLT collaboration and dissemination in Europe through
industry-university networks and forums.

· Promoting the emergence of adequate PLT standards and regulations.

We will discuss suggested actions and measures in each of these areas
below.

10.9.1 Supporting research, technology develop-
ment and
field demonstrations in selected areas.

There are many topics worthy of study at a European level. Below we
give, in a telegram-style fashion, a list of themes and tasks within these
themes. They follow from the evaluations given elsewhere in this report
and they are suited for support within the European Information Society
Technology programme.

· Theme: value added ICT-based energy applications. Intelligent agents and
other advanced software technologies using the power line for auto-
mated business processes and customer services (an extensive list of
envisaged types of applications has been given in section 10.6). Smart
home technology. Interactive customer interfaces. Information ex-
change and advice based on two-way customer-utility communica-
tion.

· Theme: the power line as telecommunication service carrier. Internet, voice,
video over the power line. Content-oriented services (education, en-
tertainment, electronic commerce). Improving the local “loop” or the
local interactive system, including hybrid Information Society infra-
structures.

· Theme: improving PLT hardware and communication-ware. Analysis, im-
provement and control of the characteristic parameters of the electri-
cal grid as data transfer medium. Intelligent PLT equipment and ap-
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pliances in home, office and plant. Electric meters and wall outlets as
information sockets. Protocols for PLT. Safety and security aspects of
PLT. New transceiver technology. Achieving economies of scale (per
subscriber / passed home).

· Theme: understanding the European PLT market. Customer survey stud-
ies concerning PLT service receptivity and requirements, customer
profiling. Economic studies on market size, benefits (cost reduction,
service differentiation, energy savings and efficiency), profitability,
market introduction. Information analysis, management and data
mining regarding PLT markets and customer segments.

· Theme: PLT field tests and demonstrations. May involve various aspects,
including analysis of the electrical distribution system within the stud-
ied region, coupled to other facets of the Information Society needs
(schools, hospitals, industries, trade and transport etc.). Computer
modelling of the potential for increased efficiency in energy distribu-
tion and information systems management. Economic plan for im-
plementation of selected measures. Implementation of selected PLT
actions and measures, and evaluation of the validity of results. Mod-
elling and guidelines for larger area  implementations.

· Theme: PLT integration, interoperability and standardisation. Vertical PLT
integration methods and standards covering the range from bottom-
level hardware and communication equipment, middle-ware, to top-
level software applications. Cross energy/information interoperability
in combined ICT and energy distribution environments. Horizontal
PLT application integration and information sharing methods (e.g.
information architectures, ontologies, reusable components, frame-
works, patterns) between different PLT services, real-time monitors
and sensors, customer databases etc. in highly distributed settings.

10.9.2 Facilitating collaboration and dissemination
in
Europe through industry-university net-
works and
Forums

The complexity of the information society in both technical terms and
when it comes to business implementation suggests the importance of
creating an efficient network for knowledge transfer from research as well
as from industrial demonstration projects. This holds even more so for
Power Line Telecommunications technologies and applications, as these
have strong cross-boundary characteristics and the involved industries
historically are constrained to a regional focus. Such a European collabo-
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ration would further strengthen the demand for European PLT stand-
ards and help point out specific needs concerning interoperability be-
tween different producers of systems and equipment.

Accompanying measures and leveraging actions from the part of the EC
may thus be useful to:

· Demonstrate the new PLT technologies and help towards their faster
adoption and large scale deployment.

· Increase awareness of emerging market requirements and PLT busi-
ness opportunities in the context of the Europe-wide telecom and en-
ergy deregulation.

· Support dissemination between utilities, equipment suppliers, and
commercial customer companies concerning available technologies
and industrial demonstrations.

· Create a greater involvement of the university research system in
developing the multi-disciplinary PLT area.

· Build more pressure in favour of adequate European PLT industry
standards.

An encouraging observation is that EC accompanying measures can di-
rectly build on initiatives that are already being launched in the PLT area
on a voluntary basis. As examples of such PLT initiatives we mention the
launch (scheduled for July 1998) of the Power Line Telecoms Working Group,
an initiative originating from the UK, with the objective “to share infor-
mation between suppliers, application developers, potential users of PLT
technology and appropriate regulatory organisations that will enable them
to make the best possible decisions on where, when and how to deploy
the technology. The Working Group will include representation from sup-
pliers/manufacturers but will remain completely independent of them.”

Another recent PLT initiative of interest, is the formation of the “Research
Academy on IT in Energy”, a platform to initiate, direct and co-ordinate
PLT research and technology development for the European IT and en-
ergy industries. It has its administrative seat in Sweden and comes out of
the experiences of the “Information Society Energy System” (ISES) pro-
gramme. It combines industrial and academic R&D projects within three
major international programme lines: (i) high precision market interac-
tion; (ii) active information mechanisms; (iii) tools and test sites. The Pro-
gramme Steering Committee consists of high-level representatives of spon-
soring industries and bodies. Thus, the PLT sector is now actively organ-
ising itself; however, support from the European Commission will
strengthen and help scale up the preliminary plans.



205

10.9.3 Promoting the emergence of adequate PLT
standards and regulations

For many years, electricity transmission and distribution systems have
utilised tele-control, tele-protection and tele-monitoring schemes to as-
sist in the management of production and supply of electricity. Such
schemes have used various communications media in order to exercise
such functions from central or distributed points. IEC Technical Commit-
tee 57 has the task of preparing standards for equipment and communi-
cations aspects, including protocol specification, of these systems; its
Working Group 9 has specific responsibilities where the communications
medium is the power line itself. The title of this WG is “Distribution auto-
mation using Distribution Line Carrier (DLC) systems”.

Standards for allocated frequency bands were established in 1990, speci-
fying the frequency bands for different applications and the limits on
voltage levels related to transmitted signals (EN 50065). Frequencies be-
tween 3 - 9 kHz are mainly meant for the utilities, the 9 - 95 kHz band is
reserved for utility applications and the 95 - 148,5 kHz band is reserved
for the customer applications.

More recently, communication systems have been investigated for such
applications as remote metering, customer load control and provision of
tariff and other supply information. IEC Technical Committee 13 deals
with standards for all aspects of tariff metering; its WG 14 has specific
responsibilities for “data exchange for metering, tariff and load control”.
A joint working group between WG14 and WG9 was set up, and recom-
mendations were reported 1991 regarding “DLMS - Distribution Line
Messaging System”. In report R205-006, protocol and data integrity is
treated.

The recent development leading towards higher frequencies (20 MHz)
for power line communications must be followed by new sets of stand-
ards. At the same time, standards that safeguard interoperability between
component suppliers will be essential for the development of Power Line
Telecommunications technology. Accordingly, support at a European level
for standardisation efforts is now needed especially in these two areas.
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10.11 Annex A: Examples of recent PLT develop-
ment and deployment

In this annex, an overview is given of ongoing research and technology
development and test work in various European countries. Although it is
not intended to be exhaustive, it gives an idea of characteristic projects
and products in the PLT area. It thus provides a clear indication of the
international state of the art.

Examples of ongoing work will be discussed that relate to the following
categories:

1. PLT-based product development that aims to provide the needed
equipment, facilities, protocols and tools on a commercial basis.

2. Market and customer studies that investigate customer interest and
requirements regarding PLT-based services, as well as the commer-
cial business case for them.

3. Application and service-oriented projects that focus on development,
test and introduction of new applications in the customer or business
operations context.

NORWEB (UK)
In 1992/3 NORWEB, a regional power distribution company based in
Manchester (England), achieved a breakthrough in operation of PLT sys-
tems.  The world’s first telephony and data trial serving approx. 25 resi-
dential customers from an operational power distribution network was
implemented.  After 18 months the trial was operating these services at
over 99% reliability.  NORWEB’s technology was based around the con-
cept of utilising power distribution networks for point to multi-point com-
munications operating above 1 MHz.  The actual protocol or manage-
ment system used to provide actual service was based upon an adapted
CT2 mobile radio system.  NORWEB has applied for a number of patents
which have been registered in the UK, USA, Europe and a number of
other countries.

NORTEL (Canada)
NORTEL, the Canadian telecom equipment manufacturer, was introduced
to NORWEB’s PLT technology in 1993.  NORTEL later supplied equip-
ment to the telephony and data trials and in 1996/7 began discussions
with NORWEB to develop a proprietary PLT operating system.  Earlier
this year the two companies announced the launch of NOR.WEB as a
PLT joint venture with its central product “Digital Powerline” (DPL).
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DPL is based upon a stand-alone unit which is connected to the electric-
ity at the meter point and is then linked to the PC or other information
terminals by co-axial cable.  DPL does not at present employ the in-build-
ing electricity wiring for communications.  DPL provides a standard
Ethernet or universal serial BUS (USB) allowing several information ter-
minals to be connected to the DPL interface at once. At present DPL does
not support voice telephony communications although NORWEB intends
this service to be available via Internet protocol (IP) in the future. The
DPL system provides a shared capacity of 1 Mbps for those customers
within a low voltage electricity network cell.  In the UK and other Euro-
pean countries, the average number of customers within each low volt-
age cell is 250.

WEST END NETWORKS (Canada)
West End Networks (WEN) is a small private Canadian telecom equip-
ment manufacturer, 30% of which is owned by Newbridge Networks.
WEN was invited to participate in the NORWEB PLT test in 1995.  At that
time WEN was trialing a product designed to provide high speed inter-
active communications over cable TV networks employing fibre and co-
axial cables (i.e. Hybrid Fibre Co-axial - HFC).
The base protocol for the WEN HFC product was seen to be particularly
suited to the PLT environment.  It can utilise the smallest space of spec-
trum between the narrow-band interface and noise on the power line
system.  In addition the WEN product can support switched voice and
packet data to suit customers requirements. Like the NORTEL DPL prod-
uct the WEN system provides an interface at the meter point from which
communications are taken by standard co-axial cable to the communica-
tions device. The WEN systems aims to provide individual customers
with potential bandwidth of up to 2 Mbps.

BEWAG (Germany)
BEWAG, the power distribution company of Berlin, Germany, in collabo-
ration with the University of Paderborn, implemented initial trials of PLT
products designed to provide service over the local power distribution
network and onto the in-building wiring.  The intention is to provide a
capability to utilise each power socket also as a communications port.
The system is designed around a Code Division Multiple Access protocol
which is utilised in some mobile telephony networks. The BEWAG prod-
uct is in the earliest design and test stage.
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INTELOGIS (USA)
A small group of engineers previously with Novell have formed their
own company Intelogis based in Ohio, USA, to develop a product de-
signed to allow data communications over in-building electricity wiring.
The “passport” product is a device which is connected to a computer or
printer port and is at present restricted to machines using windows soft-
ware.  The device is then plugged directly into the electricity mains, con-
verting the data and transmitting it at approx. 5.6 MHz.  This system
allows in-building electricity mains to be used as a communications local
area network (LAN) although the application does not appear to be de-
signed for use over external public power distribution cables.

SIEMENS (Germany)
SIEMENS  has developed the “Energy Meter Data Management” system
called SEMMS. The system can be implemented for Power Supply Meas-
urements or in applications within industries, where optimisation of proc-
esses and cost accounting come into play. The system is based on flexible
communication with standard protocols:

· telephone
· low-voltage grid
· radio
· broad-band cable
· standard field bus
· mobile data-recording device.

Speedier billing, obviating the need for manual reading and simplified
energy meter maintenance are general advantages of the system.  Other
services listed by SIEMENS are:

· efficient all-time-operation, high reliability;
· vendor-independent integration of energy meters;
· Diversified reading and managing of gas, water and heat meters;
· simplified interaction with existing business programs;
· freely selectable metering point combination and summation.

SEMMS communicates using the DLMS standard protocol via the low-
voltage network.
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ABB (Sweden/Switzerland)
ABB provides a full range of telecommunication technologies and systems engi-
neering to create the desired solution for utility applications. The company has,
within the Panorama System, developed a platform for Distribution Automation
and Demand Side Management based on power line telecommunication for data
transfer. The Medium-voltage distribution line carrier (DLC-M) is completed
through an improved coupling technique to the grid to ensure optimal perform-
ance.

At the customer side, the Local-Area Network counterpart of the DLC-M
brings the communication over the power line down to the household
level, providing two-way-communication for load management, meter
reading and further services on the low-voltage grid.

IBM (Utility branch world-wide)
IBM has developed within the IDAM System (Intelligent Distribution
Automation and Management) a modular structure with interfaces be-
tween different individual components in the system. The system is mainly
intended for remote metering, distribution automation and customer serv-
ices.
A new concept is communication on all three phases within the low-volt-
age grid to secure the data transfer. This development was done to enable
new applications that need safe data communication. The collection of
meter values from various sources, as well as the capture of alarms, are
areas which open up additional business opportunities for utilities, to
position themselves as service providers rather than simply as energy
suppliers.
he main three components in the system are the Multi Functional Node
(MFN), the interface on the customer side, the Concentrator & Commu-
nication Node (CCN) that manages multiple MFNs and the Operation &
Management System (OMS) that manages the total network of CCNs
and MFNs.

Electricité de France (France)
EDF (France), the biggest electricity supplier in the world, has carried out
a wide range of customer surveys to study interest in launching new
applications for various customer segments.  Studies were performed from
1994 onwards and involved several thousands of residential customers.
The results show a very strong customer interest in services such as de-
mand-side and energy management, as evidenced for example by  a high
return rate of questionnaires (over 38%). These questionnaires also sig-
nificantly contribute to detailed market insight by utilities. By combining
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this with other available data collection methods and information sources,
it has been possible to construct a residential customer typology and seg-
mentation. Here, tariff structure and yearly load consumption patterns
appear to be important variables. The surveys show that although inter-
est in energy management services by residential customers is high, their
actual knowledge of their own load and cost profiles is very limited. Im-
proving their knowledge in this regard would  therefore seem to be a
valuable service in itself.

Other market studies in Europe
Results of such customer surveys are corroborated and extended by vari-
ous studies carried out elsewhere. An interview study performed in 1997
on behalf of IBM Utility among over 400 commercial customers in five
countries (Italy, France, Germany, Sweden, UK)  shows as primary cus-
tomer concerns (in this order): (i) price and cost management; (ii) quality
and guarantees of service ; (iii) value added service offerings. Among the
latter, customised billing options, account management through a single
contact, customer loyalty programs, and energy management services
(including targeted advice on energy usage, appliance maintenance, load
management linked to tariff reductions) are often mentioned.  This study
concludes that providing value-added services offers the greatest oppor-
tunity for utility suppliers to achieve competitive advantage in an open
market, but points out that the value attached to each particular service
varies across countries and type of customers.

Insights like these are corroborated in another study, carried out in 1997
in Sweden within EnerSearch’s ISES program, among a number of small
customer focus groups. It shows that there are statistically significant
correlations between decision-making and information-processing  styles
of individual customers, on the one hand, and the nature as well as
strength of interest in new service offerings and options, on the other
hand. For example, a customer typology is observed regarding the amount
of tariff reductions required before being willing to enter load manage-
ment schemes.  Thus, a general recommendation from these customer
and market studies is that it is strongly advisable to explore specific pref-
erences and offerings very carefully in terms of customer profiling and
targeting.

US market studies
Other commercial market studies have shown that the benefits for utili-
ties accruing from new customer services can be substantial. A US study
concerning the value of internet-type of interactivity in residential set-
tings, indicates that up to 15% in generation efficiencies, according to the
EPRI institute, can be gained by load shifting for an average utility, which



213

may amount to as much as USD 200-300 per home per year. The total
value of residential interactive utility services is estimated to be at least
USD 500-600 per home per year.  As a reference point it is noted that the
same study quotes a total valuation for a utility of an individual residen-
tial customer of about USD 3000 per year, with a profit per customer of
about USD 200 per year. Thus, the business case for PLT-based applica-
tions in general seems to be significant.

RWE (Germany)
RWE, the biggest utility company in Germany and the second biggest in
Europe, is actively researching several aspects and applications of power
line communication. It is working on the demonstration, on the basis of
pilot tests, of the technical usability and economic feasibility of the low-
voltage power grid for both telephony (ISDN telecom functionality) and
data transmission (value-added energy services). PLT is viewed as a stra-
tegic asset of the electrical utilities due to the deregulation of the energy
market, as it helps to improve and upgrade the product “electricity” by a
variety of new innovative services and attractive offers for the customer.
Here, it stresses that both high and low bit rates will be valuable for dif-
ferent applications. Also, key regulatory issues are viewed as being in
need of solutions, notably electromagnetic compatibility aspects of the
power line and the allocation of frequencies to PLT applications. As its
vision, RWE promotes an “Open Powerline Platform” that should be
achieved by a close Europe-wide co-operation between utilities, suppli-
ers and developers.

ECN, KEMA (Netherlands)
KEMA, an internationally active commercial consultancy and R&D com-
pany in the utility market, is performing a wide range of studies devoted
to the standardisation and integration of PLT communication protocols
with software application technologies positioned at or above the ISO/
OSI application layer No. 7, including middleware such as CORBA and
object-oriented software approaches on top of that.
 ECN, the Netherlands’ national energy research foundation, is develop-
ing tools that support energy customer policy, e.g. a workbench that analy-
ses customer load curve profiles. A nation-wide program, aiming at com-
prehensive energy systems integration, and involving utilities, vendors
and R&D institutions is currently being discussed. Energy market de-
regulation now launched in Holland, a focus of interest is the fact that in
2002 all medium-sized customers will have a free choice of supplier.
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Sydkraft/EnerSearch (Sweden)
EnerSearch, a joint venture of Sydkraft and IBM Utility, is directing a
large R&D program called ISES (an acronym for Information Society En-
ergy System) running over the period 1996-98. It enjoys strong industrial
sponsorship including PreussenElektra (Germany), Sydkraft (Sweden),
EDF (France), IBM and ABB. Its goals cover the whole spectrum of PLT
product tests, associated advanced software applications, as well as busi-
ness and market studies.
As an example, within the ISES program the Homebots technology  has
been developed for large-scale decentralised electric load management.
The Homebots technology is, to our knowledge, the first PLT application
in the world based on intelligent software agents.  Agents represent elec-
trical equipment and appliances and they can communicate over the low-
voltage power grid in order to jointly optimise energy use efficiency and
cost in a decentralised manner. Technical field tests are now carried out,
based on C++ and JAVA multi-agent software coupled to PLT using IBM’s
IDAM hardware platform, in an office building environment. Results
(1998) demonstrate that such advanced software applications can indeed
deliver needed services over the power grid within posed real time con-
straints (order seconds), already with relatively  low data transfer speeds
(order few kbps).

ENEL (Italy)
ENEL has developed a system named SITRED for two-way communica-
tion using distribution power networks as data transmission media.
The design criteria involved the availability of a data transmission link in
each distribution installation and at each delivery point of electricity, with-
out requiring any additional physical structure. SITRED apparatus have
been conceived in order to support all applications included in the ENEL
Distribution Automation System:

· Remote control of power distribution network;
· MV and LV customer service automation;
· New services to ENEL customers;
· Remote reading of consumption data of other services.

In order to cope with the cost-effectiveness constraints of its Distribution
Automation System, ENEL has promoted the development of a single-
ship programmable modem for Power Line Carrier data transmission on
MV and LV networks. The development includes a special MV Coupling
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Device.

Ontario Hydro (Canada)
ONTARIO HYDRO  is currently working on a concept they call “Smart
Utility Operations” with a focus on:

• Development of a monitoring and communication system for rural Distribution
Stations (Smart Distribution).

• Demonstration of the base Smart Distribution system at a specific Distribution
Station.

• Development of an advanced communications system to improve information
processing and delivery to operations personnel during equipment malfunctions.

Trials have already validated this technology, including new power line
broadcast systems.

MICROSOFT, INTEL, Echelon, a.o. (USA)
The area of Home Automation involves communication on the low-volt-
age grid to a great extent. Major US companies including MICROSOFT,
INTEL and others are very active here.

INTEL has shown on a recent (May 1998) conference on “In-Home Net-
works & Gateways” an extended interest in the structure and the oppor-
tunities to make use of the power line for communication.  The study is
named “Home Device Integration Concepts”. Also RF and IR technolo-
gies are mentioned as communication media.

MICROSOFT, at the same conference, has developed a similar concept
and demonstrated a system design resembling  the INTEL one. The work
name used by MICROSOFT is “Windows Home Networking Initiative”.
The MICROSOFT stated goals are to make steps to ubiquitous home net-
working, by improving and broadening home network foundations. This
includes service protocols for home network devices and applications,
home network plug and play analogous to PC plug-and-play, and
leveraging and enhancing Internet models and protocols (e.g. TCP/IP)
for the home environment and associated neighbourhood clusters.

Echelon, a software/hardware company in Silicon Valley that is a strong
player in PLT technology tools world-wide , is addressing the need for
interoperability, and stressing the fact that new developments have pro-
vided access to ”Any Point, Any Time, Any Where”.
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All three above-mentioned companies,  MICROSOFT, INTEL and Ech-
elon, express as their view that having “no new wires” - as is the case in
PLT- is essential and that ongoing technological developments will pro-
vide high enough speed for data transfer. ET Communications moreover
points out that the electricity meter is evolving from just a billing device
to a strategic real-time information and services delivery intelligent pe-
ripheral.

EPRI (The Electric Power Research Institute, Palo Alto, USA) is presently
working on a new communications system expected to provide more
reliable power, services to increase comfort and save time. The Advanced
Distribution Power Line Communication (ADPLC) uses power lines rather
than phone or cable lines to transmit data between customers and their
electric utilities. Data transfer rates up to 20 kbps are expected. The tech-
nology is being sponsored by EPRI and the Pennsylvania Electric Energy
Research Council. It has been stated by EPRI that “ADPLC goes beyond
just having the electricity available to turn on lights. Electric utilities could
provide customers with more options to potentially save time and money while
adding services for comfort. ”
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